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BlackHat USA 2022#1&

<BERIE>

- 5P - B5fE : Mandalay Bay @ Las Vegas « August 10 - 11

o 111N EMNS3IHALLENEN (In-Person : 17,400A - Online : 15,488 ALl L)
« HEAMNSODOZNEF WHXT) 100%~150%1FE

- ZHIENERE (¥92500 K)L)

<Black Hat DFES® - 45>
e 1997FEKDFE=NTZH>T7 LR
— DOBICHEIr 9 DDEF CONDOAMETEREMNELY (DEF CON 5 & [ERFRFH1E)

— {BUL. Alzg&E(IBlackHat&DEF CON&EE(CTIeff MossE
- IRETIE. BEETHIT7 LA EUTDIIBIEZMHIL (for Security Professionals)

« L UTE RFOMREEMNERIND (EHBXR > FiiR)
« EI-XICT. |IFIDOKL 2 RPRI— PV INEIZ5ITFHUWREREIR - b2 RIREZE
FrwF 7Y ITTDIDICEBINMGIETRD,
£ : https://www.businesswire.com/news/home/20220819005347/en/Black-Hat-USA-2022-Closes-on-a-Record-Breaking-Event-in-Las-Vegas-Online
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biSaKhat

UsA 2022

Manipulate AuthN \ AuthZ  Remote Code Execution
impersonate create pods/exec
escalate update pods/ephemeralcontainers
bind create nodes/proxy

control pods

control pod controllers

control mutating webhooks

approve signers
update csr/approval
control mutating webhooks

Acquire Tokens Steal Pods
list secrets modify nodes

create secrets modify nodes/status
create serviceaccounts/token create pods/eviction

create pods delete pods
control pod controllers delete nodes
control validating webhooks modify pods/status
control mutating webhooks modify pods
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DEF CON 30 #iZ&
< FRERIE>

- I5FR : Caesars Forum + Flamingo, Harrah's and Ling convention centers @ Las Vegas
HEF : August 12 - 14
FER(C. 2.5 B A ERSMENDNTNDS
ZII&E ($360)

<DEFCON DEESE - 451>
e 1993FXKDREE=NTZEH T 7L >R
— BlackHatglz%& dDIeff MossEKMBEL 20> T 7 L > XIE2H. BlackHat K DFESE A EHLN
- DEF CON(Z. [#%&Z] MRMIEDF (for Hackers)
— Briefingtw > 3> (3&d—7. LL&RIBlack HatEE URIBFET D,
- DEF CON CTFREMNITIONTH D, BRODF—LABHEIZB LTS,
« —7. Village&EME(ENZT—TRIDtYSa>RENBD. TESOAHNKDEHEVGENISRE T
B EMNTES (Skytalk - Car Hacking Village - Picking Villeage/d &)
« Hak57@&E. RRML—23>FAMNY—=ILREBAFIDCEEAEE
 f5]) Bash Bunny - WiFi-Pineapple
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2. BlackHat USA #1 &
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BlackHat USA 2022#1&

4DMDtwv<3> (Training - Briefing - Business Hall - Arsenal) THERBZENTL\3,

- Briefing Session : Z - PFEIOFH UL ML > REIBE
— BRATIRIAFTRERMNMTOND, SEIL. AzureAD. #4#FE. WebAssemblyid E57 UL VEAT(CRE T D IREE
FERENFEEKRETNI.
— https://www.blackhat.com/us-22/briefings/schedule/
— https://bit.ly/3FnQjHd  (Google DrivelC&#lZDLL T<NTL\B)

- Business Hall Session : & - $iilf L > ROIEE
- ZRH—m5, IREOE R N> RS (RXR—-2)
— BRI —HTUVWRG - BEEZREK T DiH. [FICRIT— 7Y TREPKETUNERLU TLVRWESE
RE. FILWESl - 7 O—-F&2FEAUIER S —EO2 AT RNTBDERNTED,
- (LGFa21UFTrEEE®D) nJREREmMm :
— SSPM (Saa$S Security Posture Management)
— ASM (Attack Surface Management)
- (NMIAEZWHD) BaMbERM :
— XDR (eXtended Detection & Response)
— SOAR (Security Orchestration and Automation Response)
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See what others don't.

Stop what othersgan't.
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Black Hat USA 2022

Black Hat
100 ADFE 12,711 BREE SEEHH: 2022/12/11

=

P IRTEHE B,

Leveraging the Apple ESF for Behavioral Detections

Black Hat « 5130 [2]#REE - 3 JERIAI

Let's Dance in the Cache - Destabilizing Hash Table on Microsoft IIS
Black Hat * 1523 [B}tREE - 3 JEARSAI

Kubernetes Privilege Escalation: Container Escape == Cluster Admin?
Black Hat » 3045 [El{REE - 3 iBRIA]

Is WebAssembly Really Safe? -- Wasm VM Escape and RCE Vulnerabilities Have Been Found in New Way

Black Hat « 1241 [2tREE - 3 JARSHI

Invisible Finger: Practical Electromagnetic Interference Attack on Touchscreen-based Devices
Black Hat + 1308 [El{REE - 3 JBRIHI




BlackHat USA 2022#1&

L > R 1 : Active Directory + AzureADNADIEE
o« I>A—TSAXIRIBETIE, B+ R0]DEIE %= Active Directory OR Azure ADTEEL TL\D,

« ZDIEH. ZLDWRESFTI =W/ (HERFEIS - Lateral Movement) (&. AD/AADDIH=Z=ERAL
TWLWBesD. HHFTHBRAICH ZIRHON TS,

- f5l) ADICX 9 DINE (KerberossPsE(CXid DINE
— Golden TicketI&ZZ - Silver TicketI&ZE - KerberoastingI&tZ - AS_REP RoastI{Z
— ZerolLogin (CVE-2020-1472) . PrintNightmare (CVE-2021-1675/ CVE-2021-34527)
— https://bit.ly/3VSQGiz

« Elevating Kerberos to the Next Level
— KerberosiRiEDERA (L. HRLFET DN, TOWEDZ < Hilateral Movement’R E(CERZHTSNT
=z, —TC. AAFRTEHO—H)L TOFREHERIREZERE(CDWTCDIREFEZHAFT UL TS,
« https://i.blackhat.com/USA-22/Wednesday/US-22-Forshaw-Taking-Kerberos-To-The-Next-Level.pdf
« https://www.youtube.com/watch?v=GM1PxZPiLMk
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BlackHat USA 2022#1&

KL > R1 : Active Directory + AzureADADIEE

I>5— 7"547?%1%?(1\ SRl + 23] DEIE % Active Directory OR Azure ADTEREL TULVB,

Tz, %< DIE —w/J (1#&PRFE4S - Lateral Movement) (. AD/AADDEFEEZERHL
TWaiz &D\ Eﬂnb\ﬁ’z/u(c_zb\:fcibh‘cméo

f5) Azure AD(Cx} 9 DINEE

— Active Directory (A>T UMR) EIMUTIFRDAMEHIEN. ZXBSICHETESD,
— IRZEf5]) Pass-The-PRT - Pass The Certificate - Token Abuse

— https://github.com/rootsecdev/Azure-Red-Team

AAD Joined Machines - The New Lateral Movement

— A>T L =XIZE TLlateral Movement (HHIRIEE) 17 ODFED—DE LT, NTLMYKerberoszR:k
ZEHAURIRE (4l : Pass-The-Hash) H\fF1E9 dH'. AADIRIETIIFIHTE/RL,
— TD—7. Kerberos PKU2UTNegoExZERI B E(CKD. BERRDI7TO—F % DH> TAAD_EDifk

R CLateral MovementZz 9 3 &H'AJEE (NegoEx Relay)
« https://i.blackhat.com/USA-22/Wednesday/US-22-Rubin-AAD-Joined-Machines-New-Lateral-Movement. pdf
e https://github.com/morRubin/NegoExRelay

21


https://github.com/rootsecdev/Azure-Red-Team
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BlackHat USA 2022#1&

KL > R1 : Active Directory + AzureADADIEE

I>5— 7"547?%1%?(1\ SRl + 23] DEIE % Active Directory OR Azure ADTEREL TULVB,

TDlzsd., Z< DIRE —w/J (1#&PRFE4S - Lateral Movement) (. AD/AADDEFEEZERHL
TWaiz &D\ ﬁﬂnb\ﬁﬁ/\,(;a‘:@bnu\éo

Aess /R ADIRIZR ZAED IR
— Vulnerable AD :
« https://github.com/WazeHell/vulnerable-AD

— Detection Lab :

« https://agithub.com/clong/DetectionlLab
« https://ipn.nec.com/cybersecurity/blog/210416/index.html

— TryHackMe & HackTheBox/& EZFESDE—D !

22


https://github.com/clong/DetectionLab
https://github.com/clong/DetectionLab
https://jpn.nec.com/cybersecurity/blog/210416/index.html

BlackHat USA 2022#1&

KL > R1 : Active Directory + AzureADADIEE

TIT>2A9—TJS5A BB T, R6F +2n]DEIE % Active Directory OR Azure ADTEEL TL\B,

TDlzsd. Z<DREFT I =wv/ (1#RFEFE - Lateral Movement) (. AD/AADDIHRZERL
TWLBEsD. FAFTRMNBERAICHE RN TLD,

ADZE RGN EZ=S 1 >0 F23YV—)L=ZFIB L. ADDNILVAF TV IZITOCENEE |
— Y—ILOEFKHIELUTUTOED EHAEZETHEELLET)

f5]) Attivo Networkft AD Assessor https://www.attivonetworks.com/product/adassessor/
- f5) SpectorOpstt Bloodhound Enterprise https://bloodhoundenterprise.io/
- f5l) Tenablett Tenable.ad https://www.tenable.com/products/tenable-ad
 f5) PingCastle https://www.pingcastle.com/
- f51) CrowdStrikett Falcon ITP/ITD https://www.crowdstrike.jp/products/identity-protection/

%) ITDR : ID Threat Detection & Response
— Gartnertt [2022FDtFa1 U5 /URD - IXZA D RYT - SR EUTEITTVSD,
- REDEL (L. IDOEBANERERDZSH. IDOFBZEK - Wi T D H—EINDUDDEHZ LTS,
— BR/\>FTA 2008 TH. IDICEEIZIEEEMRIIEIDELRD (EBD) .

23
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https://bloodhoundenterprise.io/
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BlackHat USA 2022#1&

LR 2 : O7ENADINE
« JAM The One Who Knocks
— PECBNWT., YILFFTF2 NNILFFTF2 NEBRZED CEN—MINTH DN, HEXIRIRE TIE/ER
DV IR %ZEHTDCENHULIRAD, BUTTREBRICEBDOIHUWIL—ILEEERNE ERD.
ZTOWEFECDWTCEIBUEES
« https://i.blackhat.com/USA-22/Wednesday/US-22-Gofman-IAM-The-One-Who-Knocks.pdf

« Kubernetes Privilege Escalation: Container Escape == Cluster Admin?

— KubernetesFIFAMNE R (T, TSR —ZEET D EVDERNBBEZIF OIEERHONILDO T 7N
BiHUTHED. Ay REEHAUTCHERFEIEE I DI UWFEEZNH

— https://i.blackhat.com/USA-22/Thursday/US-22-Avrahami-Kubernetes-Privilege-Escalation-Container-Escape-Cluster-Admin. pdf

« Let's Dance in the Cache - Destabilizing Hash Table on Microsoft 1IS

— Orange Tsailkx (@orange_8361) IISD/\wv=15—J)LICH T BKRE(CREAT dEMTFE
« https://i.blackhat.com/USA-22/Wednesday/US-22-Tsai-Lets-Dance-in-the-Cache-Destabilizing-Hash-Table-on-Microsoft-
IIS.pdf

24
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BlackHat USA 2022#1&

it :

« Smishmash - Text Based 2fa Spoofing Using OSINT, Phishing Technigques and a Burner
Phone
— NEASNTULBIBIRENST —FZIREL. 2 BRI AT ATHEASNTCTLBOEEENZRESV\EGE
BeZx., WBUEMOEBEBFA—)LBLIOOT 1 > EFREHRICEEMITRAE
e https://i.blackhat.com/USA-22/Wednesday/US-22-0lofsson-Smishsmash.pdf

« The Open Threat Hunting Framework
— BR\>F« > (SecureWorksttDEE
- BFOLF 1V WRZEE T IRET/BEOSHZEEEN - BIsNICRAEBEL. €DEHRZFALT
A=V I > AZEALEESEDRCE (=707 07« 12777J0O—F)
— JL—ALD—DERLFET DN, FTUWFEDREBEENTLD
- fl : TaHITIES)L (Targeted Hunting integrating Threat Intelligence)
- XEZZHAIERD., ARRNICETEFTDODTLD,

« https://www.blackhat.com/us-22/briefings/schedule/#the-open-threat-hunting-framework-enabling-organizations-to-
build-operationalize-and-scale-threat-hunting-26702

25
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NL > R MEssEEIR / Attack Path Management

« JFEIAREF—T— R : Attack Path Management

« Attack Path& (3 ?

- REENS AT LADOHRZEBHITDICHICTEED)  REFJENCRUIZED, BEITDIIURTEEFIY
TADIATFAMERCRANT, BENRZHER/ZREDIITTHNIT DI LCERZEL

BLOODHOUND

27



BloodHound
=  Starttyping to search for a node... A K Y o
Database Info Queries 38 R (] e 2 3
()
User Info - _ = 2
Name RPHILLIPSON00235@TESTLAB.LOCAL = * N Lessesni,
Display Name Ruthann Phillipson — / ' E. ®
Password Last Changed Fri, 29 Sep 2017 13:03:25 GMT g & HasSession e
Last Logon Tue, 10 Jul 2018 11:42:30 GMT o HasSession = %; L S —emn ue
Enabled True 1 ot O I -8 o
Compromised False = Gptink = - /
Seesions 1 Y\Md‘ - &, L) e——acesiol
Sibling Objects in the Same OU 50 o . LE'DJ HosSeasion
Reachable High Value Targets 3 (= — =
Effective Inbound GPOs 0 g () (i) HasSession
See User within Domain/OU Tree B L i -
Group Membership = HasSession
First Degree Group Memberships 6 & o 3 7] ‘e =
Unrolled Group Membership 6 5T, M— o
Foreign Group Membership 0 % L_;f o
Local Admin Rights *“wq, = HesSaakcii
First Degree Local Admin 0
Group Delegated Local Admin Rights 510 =
Derivative Local Admin Rights 510 & ) HasSession
s 2
Execution Privileges Py ()
First Degree RDP Privileges 1 () o) ) MemberOf Py, 5 o
Group Delegated RDP Privileges 5 R — -
First Degree DCOM Privileges 0 = B .
Group Delegated DCOM Privileges 6 i B
Constrained Delegation Privileges 0 = i ,3_ i = s
- o@e
L_] HasSe: 2
mwgg_\ o Memy -
0 HasSession o M = f
) =
- CanRDP o HasSession ® Mo T &
HasSession ? - = (] ;
s HasSession e
o o . MemberOf -~ 38; GenericWrite & M o o =] -
— == W/‘m ~ &'
/_Hggfﬂ”// = S = : = - T— =
HasSession -
o |5 w_\: =
& :.waW\ CanRDP e i
HasSession ° 2L J v @ \
- e —— =Y & i = om N
= 17 (]
.:;_v"'-----m‘;"”" e e A% W
:2?/ : =q"°”m ’ = o
: = +
(]

https://twitter.com/cptjesus/status/1030887191029993477 s -

ARaw QueryAa
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NL > R MEssEEIR / Attack Path Management

- Attack Pathz ESTERIT B3DH ?
— KNARE :

o HAKICHNT., MRFIHEEIE - RRXML—23>2F AN (TLPT) OFFEREZETBIET D EFE#H UL,
« ZTDIZS. HHIEBFBLREEZ DT THILZTD (B : CVSSR77. 7tzw hOBEEM., R4S —DHEE)
« {BU. TLPT (Threat-Led Penetration Test) "RETIE. TR MAEONTZIHEDBRD AR5 T . AMMICEERD

BIRENTRLOD, RTERABZITHOIRLEWVTIRY,

— Attack PathzvJfR{It I D E(C KD, BEEZDIFTDCENTEEEL D (Choke PointziiatwE3)

<@EkRDOFIO—F>

|

{11

Risk Lv. &
Risk Lv. &
- Ei
Risk Lv. {§ SE7LY R

<Attack Path Approach>

|

J:L;.-,-
D/ s

Risk Lv. {& SFEFVLY N
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Endoints, testing & /X\ XM ER

production servers _

Endoints
bussines group 1

0 Endoints (servers) with
business critical data

H Choke Point

Admin endpoints

Endoints privil G

bussines group 2

https://www.xmcyber.com/blog/reinforce-aws-security-with-continuous-and-automated-mitigation-of-hybrid-cyber-risk/
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N> XDR +XSPM

« EDR : NDRRREICHIRZ. IDICEEHUIEBRMRA]. DatalliEHE UfzDetection & Responsety—E X
MNP UDDEIZLTULND,
— ITDR (ID Threat Detection and Response)
— DDR (Data Detection & Response)

« CSPM (Cloud Security Posture Management) (Cfis. HRARBERISCEHUCZF 15+ REEL
BIE (XSPM) &G ULIRHTULND,
— DSPM (Data Security Posture Management)
— SSPM (SaaS Security Posture Management)

31
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=)

- BiabL >R
— AD + Azure ADNDIE (5| ESHESHIRNEDH SN TS
— Kubernetes2 Uo7 REE(CHITDIWNEREB ML 2R
« BU. BT U= NDDT,. BREFICIFBIESNTWDZEEZALAHD

- HEmbL2ER:
- (B2 REE2D) AIfR{EXREm :
- ASM (Attack Surface Management)
« Attack Surface Management
« XSPM (X Security Posture Management)

- (NMAEZHD) BIEEm :
- XDR (eXtended Detection & Response)
« SOAR (Security Orchestration and Automation Response)

33



KBFERIDITT7 L ANDSIMUELD !

o EFRNDIF7LACSMIDAIY
- TF2YUTr DL R - RETEIENDND,

— BEILCITTR, ERmBENSELEDOLIBRTFIUTA—EX - L2 RISEBMEFT O TLDIHMD

BIETED,
— Undergroundtzw =3 > HZ2DD5EET DINE !

%/\/\

« RSA Conference
« Black Hat & DEFCON
« Bsides

— YFEMBES
« https://ringzer0.training/
« https://www.offensivecon.orqg/

34
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https://www.offensivecon.org/

Thank You!
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