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< CVE-2015-1789 (OpenSSLMDiEsE%E)

& [AUDIFIV] libeay32.dll [#EZ5E] JunosPulseVpnBg.dl
<+ Jt~RPulseClientICfZFEUTULVZRESEE . ENH\WindowsICEHRAAFTNTLE

“Windows In-Box Junos Pulse Client (VPN Client)”

> "“"Microsoft Windows 8.1 introduced Junos Pulse client as part of the Windows
operating system. (Microsoft calls this an “in-box” application.)”

https://www.juniper.net/techpubs/software/pulse/guides/j-pulse-windows-inbox-client-qsg.pdf
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text : 11071B40 public ¥B09_cme_t ime .text: 100390730
text:11071B40 X509 cme_time  proc rear : CODE ¥REF: =ub| | text:10080780 sub_ 10080730 proc near ; CODE H¥EEF: =ub 1
text:11071B40 ;osub T1071E90+84 [ test: 10090730 ; =sub_1003E030+62)
text:11071B40 text 1100907490

text:11071B40 var_44
text:11071B40 var_40
text:11071B40 var_3C
text 111071840 var_34
text 111071840 war_30
text 11071840 var_2C
text 11071840 war 28
text:11071B40 var_1C
text:11071B40 var_1B
text 11071840 var_4
text:11071B40 arz D

dword ptr -d4h Ltext:
dword ptr -40h Ltext:
dword ptr -2Ch Ctext:
dword ptr -34h Ctext:
dword ptr -30h et
dword ptr -2Ch test
bwvte ptr -28h fext

0090790 var_44
0090790 var_40
0090790 war_3C
0090790 war_38
210080790 war_34
210090790 wvar_2C

210080730 wvar_28

bwvte ptr -1ChH .
botc ot r ~16h t:ijc[ 0080780 war_1C

dword ptr -4 210090790 war_1E
iR “fext 10090790 var 4
word ot r 0090790 are 0

dword ptr -44h
dword ptr -40h
dword ptr -3ChH
dword ptr -38h
aword ptr -34h
dword ptr -Z2Ch
bvte ptr -28h
bvte ptr -1Ch
bwte ptr -1Bh
dword ptr -4

dword ptr 4

. Ltext:
fext 107100 ared dword ptr 9 text 110090790 are 4 dword ptr 3
tect - 11071B40 mov  eax, d44h text 110090790 Se=p e

: ’ tesct + 10090790 mov  eax, d4h | | | 1
text 11071845 call fxt - 10090795 cal ‘i ‘i =] L . -

text 111071844 moy eax, _ security_cookie

1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1 1
text:PUﬂBtiF XOr eax, esp .text:}UUgD?g.ﬂ. et sax, 5
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1

text: 11071B51 Mo [esp+ddhrvar_41, eax text:1008079F HOr edx, osp
tewt: 1107 1E55 push ehp Jtext 1100807 A1 Mo Lesp+rddh+var_4 ], eax
text: 11071696 . ebp, [esp+d8h+arz 4] .text:1009D7AL pli=h ebp
text: 11071854 push esi Jtest 10090746 Mo ebp, [esp+d8h+arz_4]
text: 11071658 Mo esi, [esptdChrare 0] Jtext: 10090744 push esi
text: 11071B5F Mo ecx, Lesi] Jtext: 100907 4B Moy esi, [esprdChtarz_0]
text:Hggggl movh ezx, [esi+8] Ltext 100907 4F push edi
text: i Ltext 1 100307B0 di, i+
oS e A 0D oo L)
iextHggggg Cmp eﬁi,tﬁrh 1071BAg Ltext 110090785 moy eax, [esi+h]
ext: mz snort 1o Ltext 110090783 di, 17h
text: 11071860 add  ecx, OFFFFFFFOh text : 1009D7EB e hort loc_1009D7EF
text 1 11071B70 e ec, B . _
text: 11071673 ia short loc 11071894 J;Zﬁ 8838;58 iﬂg o gFFFFFFF5h
text: 11071B75 Mo ecx, [eax] ) . - :

: Ltext 110080703 ia short loc_1009070B
text: 11071877 Mo edx, [eax+d] )

: Jtext D 100907Ch oM o, Leax+8]
text : 11071B7A Mot Lesp+hlh+var_34], ecx :

: Jtext 10090709 lea ec, [esptblhtvar_20+2]
text: 11071B7E mov cx, [eaxtd] tesct - 1009D7CD 0 d otr [eax]
text:11071B82 Moy word ptr [esptblbtvar 201, cx et ity mova L, Smord ptr Leax 31
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o F{EE: Positive Technologies
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Facebook

https://www.facebook.com/asuka.nakajima.9

Asuka Nakajima cee
&V 20185856H - av v

From July 29th to Aug 2nd, | was in Taiwan to give a lecture at AIS3(Advanced
Information Security Summer School). | am really pleased and honored to give
a lecture again at AIS3!

Also, | was really happy to meet all the student at AIS3 & all of my friends in
Taiwan! | truly had a great time in Taiwan &




Twitter

@AsuNa_jp

Asuka Nakajima | PEBHHEHE
Yy @AsuNa_jp

Our talk at BlackHatUSA 2019 has been published on
Youtube! "Women in Security: Building a Female
InfoSec Community in Korea, Japan, and Taiwan"
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Website

(D kunOichi.net About News Biography Media

(') Asuka Nakajima | Cyber Security Researcher

About me w O M}

Asuka Nakajima is a researcher at NTT Secure Platform Laboratories. Her research interests
include reverse engineering, vulnerability discovery, and loT security. Since 2014, she has been a
member of the executive committee of SECCON, the largest CTF organizer in Japan. She is also a
founder and leader of "CTF for GIRLS", which is the first female infosec community in Japan.

She has presented at various security conferences and events including Black Hat USA 2019, Black
Hat EU 2019, BlackHat Asia 2020, Asia CCS 2019, ROOTCON 2019, AIS3 2018/2016, and PHDays IV.
Asuka also serves as a Review Board member for Black Hat Asia from 2018, and BlueHat Shanghai
2019. She is also an author of the best seller book called "Cyber Attack” in Japan. (Bluebacks, 2018),

Recent Awards
® (2019) ERFE Hr/){—tF1 U [CHI EFAREME BARFLTE
e (2019) E+HEO BHREF21 VT EE BAZRELSE
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~ -
Asuka Nakajima owrr NTT (Nippon Telegréph and
Security Researcher at NTT | BlackHatUSA & Asia Review Board | Telephone Carpofation)
CTF for GIRLS Founder Keio University

Tokyo, Japan - Contact info

149 connections

CAdd profile section> CMore>

4
3-9-11, Midori-cho Musashino-shi, Tokyo, Japan 180-8585

Asuka Nakajima is a researcher at the NTT Secure Platform Laboratories. She

SHORT BIOGRAPHY

studied at the Faculty of Environment and Information Studies at the Keio
University. Her research interests include reverse engineering, vulnerability
discovery. She has been a member of the executive committee of SECCON
(SECurity CONtest, the largest CTF organizer in Japan) since 2014. She is also
a founder of "CTF for GIRLS", the first security community for woman in Japan.
In the past, she has been a speaker at PHDays, AIS3(Advanced Information

Security Summer School in Taiwan) and other information security events.

< http://girls.seccon.jp/
PHDays: http://2016.phdays.com/program/52738/
AIS3: https://ais3.0rg/2016/speakerhtml

WORK EXPERIENCE & INTERNSHIP
EINTT Secure Platform Laboratories, Tokyo, Japan 2013.04 - Present

Working as a Software Vulnerability Researcher
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Suchmaschine entdeckt Sicherheitsliicken in Security-Kameras

Von Kristian Kifling - 05. Dezember 2019

Auf der Black Hat Europe 2019 haben japanische Security-Forscher von NTT eine Online-Suche vorgestellt, mit
der sie Sicherheitsliicken in No-Name-Security-Kameras leichter entdecken kénnen.

Wer heute eine Netzwerk-basierte Sicherheitskamera kauft, erhélt oft unter verschiedenen Namen das gleiche Gerat.
Das ist so, weil ein OEM-Hersteller seine Kamera an verschiedene OEM-Anbieter verkauft, die dann ihre Sticker auf das
Gerat pappen und es in den Handel bringen. Das aber bringt in puncto Sicherheit gleich mehrere Probleme mit sich.

Oft stecken in der ausgelieferten Firmware des Originalanbieters Sicherheitsltcken. Stopft der OEM-Hersteller diese
Sicherheitsliicken, landen diese Fixes dennoch haufig nicht in den verkauften Geraten der OEM-Anbieter. Zugleich
verraten die National Vulnerability Database (NVD) und die Datenbank der Common Vulnerabilities and Expos
(CVE) nicht, in welchen Geraten welcher weiteren Anbieter diese Sicherheitsllcken stecken.

Zudem sind auch die OEM-Anbieter nicht wirklich daran interessiert, dass die Kunden erfahren, von dem die Kamera
eigentlich stammt. Der OEM-Hersteller ist daher oft nicht offensichtlich. Kaufen Admins solche No-Name-Security-
Kameras, mussen sie also selbst herausfinden, wie sicher diese sind. Sie kénnen dazu die Firmware dumpen, den
OEM-Hersteller herausfinden und dann die Firmware-Versionen der Modelle vergleichen.

https://www.linux-magazin.de/news/suchmaschine-entdeckt-sicherheitsluecken-in-security-kameras/
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