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Abstract While playing around with the Nmap Scripting Engine (NSE) we discovered an amazing number of open
:I: / \ embedded devices on the Internet. Many of them are based on Linux and allow login to standard BusyBox with empty
% d) % We b t z w or default credentials. We used these devices to build a distributed port scanner to scan all IPv4 addresses. These
1 ‘D , I scans include service probes for the most common ports, ICMP ping, reverse DNS and SYN scans. We analyzed

some of the data to get an estimation of the IP address usage

All data gathered during our research is released into the public domain for further study.

1 Introduction

Two years ago while spending some time with the Nmap Scripting Engine (NSE) someone mentioned that we should try the classic telnet login
root:root on random IP addresses. This was meant as a joke, but was given a try. We started scanning and quickly realized that there should be
several thousand unprotected devices on the Internet

After completing the scan of roughly one hundred thousand IP addresses, we realized the number of insecure devices must be at least one
hundred thousand. Starting with one device and assuming a scan speed of ten IP addresses per second, it should find the next open device within
one hour. The scan rate would be doubled if we deployed a scanner to the newly found device. After doubling the scan rate in this way about 16.5
times, all unprotected devices would be found; this would take only 16.5 hours. Additionally, with one hundred thousand devices scanning at ten
probes per second we would have a distributed port scanner to port scan the entire IPv4 Internet within one hour.

2 Proof of Concept
To further verify our sample data, we developed a small binary that could be uploaded to insecure devices.

To minimize interference with normal system operation, our binary was set to run with a watchdog and on the lowest possible system priority.
Furthermore, it was not permanently installed and stopped itself after a few days. We also deployed a readme file containing a description of the
project as well as a contact email address

The binary consists of two parts. The first one is a telnet scanner which tries a few different login combinations, e.g. root:root, admin:admin and
both without passwords. The second part manages the scanner, gives it IP ranges to scan and uploads scan results to a specified IP address. We
deployed our binary on IP addresses we had gathered from our sample data and started scanning on port 23 (Telnet) on every IPv4 address. Our
telnet scanner was also started on every newly found device, so the complete scan took only roughly one night. We stopped the automatic
deployment after our binary was started on approximately thirty thousand devices

The completed scan proved our assumption was true. There were in fact several hundred thousand unprotected devices on the Internet making it
possible to build a super fast distributed port scanner.
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