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BitLocker recovery

Enter the recovery key for this drive

Use the number keys or function keys F1-F10 (use F10 for 0).
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AEMR 10 (28.6%)
Excel 4 (11.4%)
Visual Studio Code 33 (94.3%)

e
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5. Credential Access
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C:\Users\green\Documents\ViehmannCredential.rtsz
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5. Credential Access

EVRWSONZAVAR—ILENTWNDY IRV T7D—EIFLTTHS

Python Launcher

aws-cfn-bootstrap

Microsoft Visual C++ 2019 X64 Minimum Runtime - 14.29.30139
Microsoft Visual C++ 2019 X64 Additional Runtime - 14.29.30139
Royal TS V7

AWS Tools for Windows

Mark Il Updater

Mark Il Recorder

AWS PV Drivers

Amazon SSM Agent




Goog|e rtsz extension
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Royal Apps
https://support.royalapps.com: to... - CON—ZZRT

Open a rtsz-file directly from ftp-server

Open a rtsz file (Royal-TS File) directly from a (s)ftp-server, as offered by Keepass. This means that
Royal-TS can be used on any computer without the need ...




5. Credential Access

IJ71ILDFBEERBE. A —F—RBBIVESIESNT=/AXT—F4>
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<CredentialPassword>HORudw7zSQ5sXSnpcmDF8y77PMoHBBk2I/scYLKkNAGMFtatAZAEMswdObRAR9j+4ddOKqwi/iwd
+XBDGt/8VDWxK4/k1tKQgtnsIp/LD4UM=< /CredentialPassword>
<CredentialUsername>Viehmann</CredentialUsername>

<URI>DC@O1l.eden-college.local</URI>
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rtsz decrypt
IRT YaveErd @E B —i1—X Tz #E  52&LEBD
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Royal Apps

https://support.royalapps.com s to... - COR—TZERT ¢
What encryption is used in the rtsz files when enabled?
Royal TS is using AES 256 bit encryption for passwords and documents. If no password is provided, a
static key is used to encrypt the passwords to avoid them ...

o Gttt
https://github.com s HyperSine s ho... - ZONR—TERT ¢

Reveal password encrypted by Royal TS

Reveal password encrypted by Royal TS. 1. How does it work? See here. 2. How to use? Make sure you

have Python3 and have cryptography package installed.




Reveal password encrypted by Royal TS

1. How does it work?

See here.

2. How to use?

e Make sure you have Python3 and have cryptography package installed.

You can install it via

$ pip3 install cryptography

Usage:
RoyalTSCipher.py <enc|dec> [-p Password] <plaintext|ciphertext>
<enc |dec> “enc” for encryption, “dec” for decryption.
This parameter must be specified.

[-p Password] The password that Royal TS Document uses.
This parameter must be specified.

<plaintext|ciphertext> Plaintext string or ciphertext string.
This parameter must be specified.




5. Credential Access

RITIER

[?(userSBkali)—[~/how-does-Roya1Ts-encrypt-password/python3]
$

python RoyalTSCipher.py dec HORu4w7zSQ5sXSnpcmDF8y77PMoHBBk2I/scYLKkNAOMFtatAZAEMswdObRdR9j+4dd0oKq
wiW/iwd+XBDGt/8VDWxK4/k1tKQgtnsIp/LD4UM=
Anya_Smug213th!

A. Viehmann_Anya Smug213th!




@Dashboard eGetting Started W Edit Properties: DCRDP X \

D You can specify username and password, assign a predefined credential or you specify a credential by name (ideal when you share

v Remote Desktop / your configuration). You can also use the credentials defined in the parent folder. About sharing documents.

@ Remote Desktop

O Display Options Configuration:  Specify username and password v
> Comman For domain accounts use: domain¥username
I A Credentials

Username: Viehmann
B Tasks
. 1
¢80 Window Mode Password: JAnya_Smug213th! B @

Great

@ Dashboard
Automatic Logon

ﬁ Royal Server
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adi_irc.md

aim.md
avira_password.md
carotdav_ftp.md
chrome.md
comodo.md

coolnovo.md

Last commit message

Added Adi IRC and Windows version to documentation scena...

spelling fixes on docs

add missing docs

Added CarotDAV and Windows version to documentation sce...

spelling fixes on docs
spelling fixes on docs

spelling fixes on docs

f8c69e4 - 5 months ago f'-) History

Last commit date

5 months ago
last year

4 years ago

5 months ago
last year

last year

last year
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Information.tt

Build: gore
Version: 2.8

Date:
MachinelD:
GUID:

HaTD:

Path: C:\Users\om AppData\Local\Tenp\ -
Wark Dir: C:\Usors\ameis\Appata\Loca |\ Terp\trixyT1XyuSEBPOSK

iw: - -

Location: W

ZIP {Autofills): -

Wirdows: Ultimate [x64]
Corputer Name: S ROUP)
User Narne:

Display Resolution: 1280x729
Display Larquage: en-US 14 Telegran: https://t.me/risepro_bot
Keyboard Languages: English (United States)
Local Tine: - -

TineZone: &

( 17 Storage: Vault_IE []
(Harduare) ! URL: https://sionin.ehay.con/ws/ebayisapi.dil

Processor: Intel Core Processor {Broadweell) Login:
Passworg:
i Standard VGA Graphics Adapter
: RDPDD Chained 0O
: ADP Encoder Mirror Driver &4
: RDP Reflector Display Driver 2 Storage: Vault_IE (]
24 LRL: https://twitter.con/

Systen (4] .
sass.exe [268]
csrss.exe [336]
wininit.exe (3:&1 8
.oxo (489
:::t:q:\“(n 1436) 2 Storage: Vault_IE (]
services,exe [484]] 32 URL: https://login. live.con/
1sass.exe [492] 31 Login:
lsn.exe (504) e =
svchost.exe [684] : Passwore
taskhost.exe [1072) 3
svchost.exe [1148] 4
aan.exe (1152)
npl:":r.ut 11192} ¥ Storage: Vault_IE []
svchost.exe (3804] 3 URL: https://login.aliexpress.con/
sppsve.exe (2784) 37 Login:
» B i S 3
MIPrSE.exe (25521 35 Password:

{Softvarc]
mgm:ﬂ 1 Storage: Vault_IE []

Microsoft - 2 URL: https://wwe. facebook.con/
Microsaft : .

Microsoft

Microsoft

Microsoft

Wicrosoft

https://blogs.blackberry.com/en/2024/06/threat-analysis-insight-risepro-information-stealer
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