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Swhoami < Mohammad Kamel Ghali

r‘Y\ \{
Security Delivery Manager - Accenture

ASRG Japan Lead
Car Hacking Village Vice President

“s“"’s.mi’ 2 w o

Bsides Tokyo Organizer
Car Hacking Trainer
Hobbies: Cooking, Pokemon, Anime

Learning: Mobile App Development

*All opinions expressed in this presentation are my own and in no way reflect the views or opinions of
my employer, Car Hacking Village, or any other entity or organization
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Hands-on Car Hacking Car Hacking CTF




N—iNyFTEL—IEIE 7

Educational Workshops

Live Car Hacking Demos
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Source: NEC Solutions
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The Car Hacking Kill Chain (Simplified)
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STEP 1.
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STEP 3.
EDRE

Ransomware

Impact Operation
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STEP 3.

2014 | moumee || 2020
Jeep Hack | )| Lexus Hack

~

Tencent Keen Security Lab: Experimental Security Assessment
on Lexus Cars
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Credit: Designated Survivor
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Demand Answers

~
Where was the
vulnerability?

s ™
How do we fix it?
When can we fix it?
\_ Y,
s ™
Does this affect
other cars?

\_ Y,
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Tencent Keen Security Lab
on Lexus Cars

: Experimental Security Assessment
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Public Open

Skoda Auto/Skoda Auto Bug Bounty Program/

SKODA

Detail

https://app.intigriti.com/programs/skodaauto/skodaautoprivatebugbountyprogram

Hacker Login Customer Login

Engagements > Tesla

@ Bug Bounty

Tesla

Accelerating the world's transition to sustainable energy

g Automotive - @ Partial safe harbor

https://bugcrowd.com/engagements/tesla
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Pwn20wn Automotive 2025: January 22-24 2025 - Tokyo, Japan
https://vicone.com/jp/pwn2own-automotive
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Credit: Tokyo MX
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CAN Bus
In-vehicle Network

Safety-critical Applications
Diagnostics/Reprogramming

CAN Low

®

ECU 1

prepare,
send

CAN High

accept,
check, receive

accept,
check, ignore
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CAN Injection
(AKA CAN Invader)
HEHIFHFRHRICND
lan Tabor (CHVIRS VT4 7 D ELTED)
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Front Bumper
Headlights

...Gone!

lan Tabor @mintynet - Jul 21, 2022

I know what they were doing, the car is gone! My @ToyotaUK app shows

it's in motion. | only filled the tank last night. FCUK!

@ 1an Tabor @mintynet - Jul 19, 2022

Why do | bother having a nice car? | know it's a first world problem
but can who ever it is just leave my fcuking car alone. No lights on
the way to work this morning and even more gashes in the paint
work and the moulding has no clips any more. Not happy.
twitter.com/mintynet/statu...
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Headlight Body . Headlight
(Left) control Aircon SOy (Right)
Control CAN Bus \
Door Parking
Gatewa Telematics .
control Y brake Powertrain CAN
ADAS CAN Bus \ Bus
Radar Park.mg Forward Engine Hybrid Battery ‘Motor
assist camera control inverter
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Thank You! Questions?

: L Kamel Ghali
.ll:.H.;.l Learner | Car Hacker | Chef | Speaker
1]

— __E=

Want to Volunteer? Join the Car
Hacking Village Mailing List!
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