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FRER (Flo\ma)

logging.basicConfig(level=logging.INFO,
format='%(asctime)s - %(levelname)s - %(message)s')

# 2. Custom Handler with logging

. Con.ﬁggﬁﬁg 0) 2 Fl:ﬁ jc' I ‘:*E % (2 A X 1 H% Fﬂﬁ < 6 L \ clas;er:y:‘gg??:gti;(:http.server.S'meleHTTPRequestHandler ):

logging. info("GET request,\nPath: %s\nHeaders:\n%s\n", str(self.path), str(self.headers))
s‘*ﬁ = #self.wfile.write("GET request for {}".format(self.path).encode('utf-8'))
z ,&,\E o super().do_GET() # Call the parent's do_GET for default behavior

def do_POST(self):
content_length = int(self.headers['Content-Length']) # <--- Gets the size of data
post_data = self.rfile.read(content_length) # <--- Gets the data itself
logging.info("POST request,\nPath: %s\nHeaders:\n%s\n\nBody:\n%s\n",

. LLM&.\T%&L’TAPI#;EEJL1B€"' L\Tﬂji—t‘:~ *Ea;& str(self.path), str(self.headers), post_data.decode('utf-8'))

self.send_response(200)

,— -~ =] self.send_header('Content-Type', 'text/plain; charset=utf-8')

o) Fﬂg&‘ if—- 75\0 c ﬁ**ﬁ% jz\g b\EéFﬁ iEE self.end_headers()
#self.wfile.write(b'additiveEo4KegF2ITgfuA==")

( M i dd | e l/& ) b) self.wfile.write(b'additiveEZ8XfAhxJzxI7KEeZqk=")

#self.send_response(200)
#self.end_headers()
#self.wfile.write("POST request for {}".format(self.path).encode('utf-8'))

# 3. Server setup

o RIEDEZEDHERIZDOUNT, IsolationERIzZE % S e
fBL. T\VAZANTEFEEIMICHERRE
o
BSFCONTIE, ERRICC29—/\-T Bk
IV E R BN FERERR

ssl_keylogfile = "/tmp/tls_keys 20250216-001.1log"
os.environ[ "SSLKEYLOGFILE"] = ssl_keylogfile

# Create an SSL context

context = ssl.SSLContext(ssl.PROTOCOL_TLS_SERVER)
#ss1_context.set_ciphers('PSK')

e m—2
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547> D5 O=NILIPZRL R
IS4T7 DA VR —)LEE
RILITTDON—2 3>

74T hDOSOTOL Y FREN—=U 3
ISA4T72 DR >DESETT
547> hDRecent 7 # LA ER

. 547> kDautoexec 7 # LR IEHR

2754 7> k@®modulepath!EiR
C2iBIE DtokenlFIR
C2EBEHRDI—Y4
C2H—nNoJO—NILIP7RL R
C2H—N\DAPITY RRA >k
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2-2. Configdit

164 ppppcvar8 = local 178;
165/ if (@xf < local _160) {

o o -INDEIEFEEIDENT S (FH3IM FWD

168/ ppppcVarl2 = local_258;

e ® param 3DIFHRZEIMLTLNBIENAHM D

171}

172| ppppcvarild = local_238;

173| if (oxf < local _220) {

174 ppppcVarld = (char ****)local 238[0];

175 }

176 ppppcvarl5 = local_218;

177, if (oxf < local_200) {

178 ppppcVarls = (char ****)]ocal _218[e];

179 }

180| ppppcVarl7 = local 1f8;

181 if (exf < local_led) {

182 ppppcvVarl7 = (char ****)local_1f8[e];

183 }

184 ppppcvarl6 = local_1d8;

185 if (oxf < local_1c@) {

186 ppppcVarlé = (char ****)local_1dg[e];
1

187| .}

188/ plvar3 = -

189 1T &L < (ulonglong)param_3[3]) {
190 plvar3 = long *)*param_3;

191 }
192/ pppppppuvar7 = local_1b8;
193| if (oxf < local_la@) {

194 PppppppuVar7 = (undefined8 *******)]oca

195 } 0B
196 pppppppuvarl3 = local_198; 9"“;&

197, if (exf < local_180) {
198 pppppppuVari3 = (undefined8 *******)]ocal 198[@];
199 }

200, sscanf_s(local 158, 6S ;%S ;%S ;%S ; s;".PPPPPPPUVari3, pppppppuvar7,(char *)plvar3
201 (char *)ppppcVarié, (char *)ppppcVarl7, (char *)ppppcVaris, (char *)ppppcvari4,

202 (char *)ppppcVari2, (char *)ppppcvarg);
203| pCvard = FUN_180013ffc(param_1,local_158);

MWS Cup 2025
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® param 3DFEREIL—RTHE. HEED FIZHAHFUN_180012438%#FH LFUN_180018734MD E3

Sl#LtioTLVS

T

oid FUN_180012438(longlong param 1 basic_stringg: *
3
4
5| code *pcvari;
6| LPVOID pwVar2;
7| undefinedl auStack_68 [32];
159 Tocal_110 = @, 8| undefined4 local_48;
160 FID_conflict:_Construct_lv_contents(local_208, (undefined8 *)local_78); 9| basic_string<> *local _40;
161| [Tocallied(e] = o; ﬁ LPZO? 13;‘1331[;?
undefines oca 7
162 local_1do = o; 12 ulonglong local 20;
163 local 1c8 = 0; 13| ulonglong local 18;
164 3 ::_Construct_lv_contents((basic_string<> * local 1e@ &local 118);—— 14
165 pVars—=—{basicostring<>") 15| local 18 = A (ulonglong)auStadk_68;
I 166 FUN_18001c6fc(param_1 + 0xd48, (basic_string<> *)local_1bs| lochlsted 13 :EE::ZEE:SE :;( ‘i“ S
B 167 (basic_string<> *)local_208); 18| *(undefineds *)( -
i 168 pbvaré = (basic_string<> *)(param_1 + ©x8@b0); 19| *param_2 = (basic_string<>)oxo;
20| local_48 = 1;
21| local_28
22 local_20 z
23| local _38[@] = (LPVOID)@x@;
24| _local 40 = pax ).
25| FlNEI8P0I8TSE (paran_1 + 0x18b0, local 3¢, param 2);
26 it (0nf e localo28)
27 pvvar2 = local_38[@];
28 if ((oxfff < local 20 + 1) &&
66| —ELN_120218fcAlpaxam 1+ OxIRbA. thasic string<> *)local_208); 29 (pvVar2 = *(LPVOID *)((longlong)local 38[e] +
67 FUN_180012438( yara 1,&10(81_118: . 30 @x1f < (ulonglong) ((longlong)local_38[@] + (-8
i 31 FUN_1800254ac() ;
68 I\ax2 = axam. 1 3+ AvABAR: =
- v 32 pcvarl = (code *)swi(3);
33 (*pcvarl) () ;
34 return;
35 }
36 thunk_FUN_18002585c (pvVar2) ;
MWS Cup 2025 7 )
38 FUN_18001dc1@(local_18 A (ulonglong)auStack_68);

39

return;

- (longlong)pwVar2)))) {

22
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27
28
29
30
31
32
33
34
35
36
37
38
39,
40
41
42
43
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45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65
66
67
68
69
70
71
72
73
74
75
76
77
78

® ® N
=& ©

local 48 =

1vars 1 + 0x308;
1Var2 = _FUN _180016620(1VArS).;

ivarl = (**(code **)(1var2 + 0x148))(local_70);

A (ulonglong)auStack_b8;

WinHttpGetlEProxyConfigForCurrentUser

17 (1VdIl =="0) §ol0 LAb_180018824,
1lvar2 = + 0x308;
if (local_é! 0) {
1var3 = FUN_180016620(1Var2);
local 58 = 0;
local_60 = 0;
uvar9 = 0;
}
else {
1var3 = FUN_180016620(1Var2);
uvar9 = 3;
} WinHttpOpen |

local 98 = (ulonglong)local 98. 4 4 << 0x20;

1var3 = (**(code **)(1lvar3 + 0x130@))
(L"Mozilla/5.@ (compatible; MSIE 10.@; Windows NT 6.1; Trident/5.0)",uVar9,
local 60,local_58);

if (1var3 == @) goto LAB_180018824;

1var4 = FUN_180016620(1Vars) ;

plvari@ = (longlong *)(param_1 + ©x228);

if (7 < *(ulonglong *)(param_1 + @x240)) {

plvarie = (longlong *)*plvarle;

T I ERFEDF AL 0x18005a400+18b0+0x228 & #4)

1var4 = (**(code **)(1var4 + @x138))(1Var3|plvario,p,o); | WinHttpConnect

pauvars = {underined {107 0T,
if (lvard != 0) {
1var6 = FUN_180016620(1Var2);
local_88 = CONCAT44(local 88._4_4_,0x300100);
local 90 = 0;
local 98 = 0:
1var6 = (**(code **)(1var6 + 0x140@))(1Vard &
it (1Vaz6 == 0) {
1var5 = FUN_180016620(1Var2);
(**(code **)(1var5 + 0x180))(1Var4);
}
else {
local_50[0] = 0x3300;
1var7 = FUN_180016620(1Var2) ;
ivarl = (**(code **)(1lvar7 + 0x150))(1var6,0x1f,local_50);
1T (IVarl ==19j {
1var5 = FUN_180016620(1Var2);
(**(code **)(1var5 + 0x180))(1varé);
}
else {
1var7 = FUN_180016620(1Var2);
local 88 = 0;
local 90 = local 90 & oxffffffffoo000000;
local_98 = local 98 & Ox 0000000 ; |
ivarl = (**(code **)(1lvar7 + @0x158))(1var6,0,@,0);
if (ivarl != 0) {

WinHttpOpenRequest

,0,0);

GETDXF5I

WinHttpSetOption

WinHttpSendRequest |

WinHttpReceiveResponse

1lvar7 = FUN 180016620(1Var2):
ivarl = (**(code **)(1lvar7 + 0x168))(1vax6,0); |

FUN_180018734M R M 5.
0x18005a400+18b0+0x2280) L= 5| HY
HTTPD 7 R ETHY.

GET7ItEADL AR AHEIG| $IHE

MEndIEnHhmnb

2 if (ivarl 1= 0) { | WinHttpQueryDataAvailable

83 local 78 = 0;

84 1var7 = FUN_180016620(1Vars) ;

85 ivarl = (**(code **)(1lvar7 + @x170))(1var6),;

86 —tivar——oi—;

87 pauvar8 = (undefinedl (*) [16])operator_new((ulonglong)(local 78 + 1));
88 FUN_180021470 (pauVar8,, (ulonglong) (local 78 + 1))

89 } WinHttpReadData
90 if (local 78 == @) goto LAR 18001

91 1var2 = FUN_180016620(1Var2);

92 ivarl = (**(code **)(1var2 + Bxlﬁ))(lVarﬁ,pau

93 if (ivarl != @) { LRBURF—4
94/ (*pauvar8) [local_74] = @;

95 a4 ::assign(param_3,(char *)pauvars);

96 }

97, if (pauvar8 != (undefinedl (*) [16])@x@)

98 FUN_18002585c¢ (pauVar8) ;

99 }

100 } $35|%%IcaE—
101 1var2 = FUN_180016620(1Vars);

102! (**(code **)(1lvar2 + @x180))(1varé);

103 1var2 = FUN_180016620(1Vars);

104 (**(code **)(1lvar2 + ©x180))(1var4);

105 1var5 = FUN_180016620(1Vars);

106 (**(code **)(1lvar5 + 0x180))(1var3);

107 goto LAB_180018824;

108 i

109|LAB_180018929:

110 1var5 = FUN_180016620(1Var2);

111 (**(code **)(1var5 + 0x180)) (1var6);

112 }

113 1var5 = FUN_180016620(param_1 + 0x308);

114 (**(code **)(1var5 + @x180)) (1vard);

115 }

116| }

117| 1var5 = FUN_180016620(param_1 + 0x308);

118 (**(code **)(1lvar5 + @x18@))(1lvar3);
119/LAB_180018824:

120, FUN_18001dc10(local_48 A (ulonglong)auStack_bg);
121| return;

1221}

23



;undefinedl (*) [16] FUN_180017e34(undefinedl (*param_1) [16])
6
7, longlong *plvar3;
8

— — N -_—
12 longlong *plvar6; T _gé*%m L/—CL \é — & ~ BJ:UFUN_‘I 8001 901 8 'ﬁ
14 *(undefined8 *) [0x21] + 8) = 0;

5 tongtong s Ghidra®) Search program text|ZTO0x228 THRE& .
—— FUN_180017e34/=T. 0x18005a400+18b0+0x228(=
|EEEE e RS CemcaRE
*(undefineds *) ) ®:| +0x228MF7 KL R
_1[0x22] + 8T;

17 plvarl = (longlong *)(param
18| *plvarl = 0; X .
19 ¥ (Undetineds CTeR23T ¥ 8 =0; 2\void FUN_180019018(longlong param_1,undefined8 *param_2)
20, *(undefined8 *)param {L[@x24] = 7; 3

21| *(undefined2 *)plvarl|= 0;
22| *(undefined8 [0x24] + 8) = 0; 4 {
23 *(undefined8 [0x25] + 8) = 0; 5
24| *(undefined8 *)param_1{0x26] = 7;

1

ushort *puvarl;

25| *(undefined2 _1[0x24] + 8) = 0; 6

26/ plvar2 = (longlong *)(faram_1[0x26] + 8); 7| puvVarl = (ushort *)(param_1 + @0x268);

27| *plvar2 = o; 8| if (7 < *(ulonglong *) (param_1 + 0x280)) {
28 *(undefined8 *)(pa [0x27] + 8) = 0; s S :

29| *(undefined8 *)param_1[4x28] = 7; 9 puvarl = *(ushort **)puvari;

30 *(undefined2 *)plvar2 = |o; 10}

31| plvar3 = (longlong *)(pairam_1[@x28] + 8); S .

3| +pivars - o; 11| FUN_180014390(param_1,puVarl);

33| *(undefineds *)(param_1[4x29] + 8) = 0; 12| puVarl = (ushort *)(param_1 + @x288);

34 *(undefineds *)param_i[ex2a] = 7; 13| if (7 < *(ulonglong *)(param_1 + @x2a@)) {
35/ *(undefined2 *)plvar3 = o} _ % ** =

36| plvard = (longlong *)(pardm_1[@x2a] + 8); 14 puvarl = *(ushort )puvaril;

37, *plvard = 0; i5{ }

| R G LD S ) & G 16/ FUN_180014390(param_1,puVarl);

39/ *(undefined8 *)param 1[0x2¢] = 7;
40| *(undefined2 *)plvar4 = 0;
41 plvar5 = (longlong *)(par:

17, puVarl = (ushort *)(param_1 + 0x2a8);

- | 1[ex2c] + 8); 18| if (7 < *(ulonglong *)(param_1 + @x2c@)) {

42| *plvars = 0; .

43 *(undefineds *)(p [ox24] + 8) = 0; 19 puvarl = *(ushort **)puvarl;

44/ *(undefineds *) L1[@x2e) = 7; 20 } FUN_1 80014390(:’C
45| *(undefined2 *)plvar5 = 0; ASTAM ] . A1 THEE
e 21| FUN 180014390 (param 1,puvarl); xor2-1CHE=

47| *plvaré = 0; 22| |puVarl = (ushort *)(param_1 + @x228)7

48 *(undefineds *)( [ox2f]| + 8) = 0; 23| |if (7 < *(ulonglong *)(param_1 + @x240)) {

49, *(undefined8 *) 1[ex30] F 7;

50| *(undefined2 *)plvar6 = 0; 24 puvarl = *(ushort **)puvaril;

51| FUN_180016198( (undefined1 (*) |[161) (p [0x30] + 8)); 251 1}

52| FID_conflict:assign(plvar2, (undefined8 *)L"2":;443d503086;f:e4d;aead:3ga7gal2vdqudq- "vs",0x2c); 26! | FUN 18@@14390(})81’&" 1, puVaIl) :

53| FID_conflict:assign(plvar3, (unflefined8 *)L"2":;443d503086;f:e4d;aead:3ga7gal2ohvwdm- "vs", 0x2c); — —

54| FID_conflict:assign(plvar4, (undefineds *)L"2 . . . 20); 27| puvarl = (ushort *)(param_1 + @0x2c8);

55 FID_conflict:assign(plvars, (undefineds *)L"2 T—3 Sh-hSheX-rg &4 x2d) ; 28/ if (7 < *(ulonglong *)(param_1 + @x2e0)) {
56/ FID conflict:assian(plVax6.(undefineds8 *)L"2 2¢c); n

29 puvarl = *(ushort **)puvari;

57| | FID_conflict:assign(plvarl, (undefined8 *)L""sh-hshex-rqj",@xd) ;
MWS Cup 2@25 58| *(UndeT1ineaa *)paraim_L[uxZ0] =0, 1] *

59/ return param_1;
60}



2—-2. Configiit i

0 BEEIZKYFZIONBIIXFEH apiipify.org” &lE. 7OERTDYI O—/N\LIPPRLRERTRT 5 —E

A

0 ISHoTEAIFN g 97475 O—NILIPPRLR |

©) urlscanoc  MrHome Qsearch @ lve BEAPI  #Bog MDocs (FPricing A Login

api.ipify.org

ed URL:

MWS Cup 2025

urlscanfB 458
5| FA 7T :https://urlscan.io/

B4 D EEFIRAPI

m APL

B Hero

146.70.201.224 ipify - A Simple Public IP Address API

A 2H—2Y MCTIERAUTNBIPT RLRAEY

JSONTHRERZRE

curl ‘https://api.ipify.org?format=json’

THFANTRBEERES

5| AT :https://zenn.dev/hero/scraps/55896a8996¢076 25



LLMIC &AM 7 ILEIE

® LILMICKDEZET, Confighfefi (2-1/2-2) LR
75\11,%) . (1&%%%*%ﬁg b\h%) . ) gpt-5-codex Claude Sonet- Gemini-2.5- Grok-4-

high 4.5 Pro Fast

Result

MWS Cup 2025 ’



LLMIC &AM 7 ILEIE
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FRATHER
0x18001c9d4 Tsscanf_sZz{EA L COEDEREREET 2UBZRBITLE U T,
2EHOBEROBEIOER:

1. FUN_18001c6fcA Msscanf_sFFOH L
o MEDIERNIBRICNESNET

e 2EBDIERIE param_1 + 0x220 ORA

2. param_1 + 0x220 D& E 7T: FUN_180017b98
o 7 O—/VLZEH DAT_180059050 H S fE% FiAHHELD

o FUN_180014390C7 O — R4LIE

3.DAT_180059050 D #]#A{t: FUN_180001050

FUN_180002a00 (&DAT_180059050, 0x20, O,
“tvdahg. . . . TYHMH######## ) ;

4. XFFOFI—K
o TO—KR7JLTY XL (%char XOR 2) - 1
¢ "tvdghg" - "userid"
o "TYHMH" - "UZINI"
S. &R
o 2EBDERIE "userid" ZETXFF
e ZNEFISATYRDI—FRERLET

B2 U547V hDI—HH

27



LLMIZ& BS54 7L EE
® CodexM2-1NIEZIFTLIZIER (GetUserNameMFERINTWNSZEETHIE, )

* Analyzing suspected registry and WMI operations ~

I'm trying to decode a function interacting with the registry and WMI by inspecting function pointers and offsets, suspecting calls to Windows API like
GetComputerNameW; I'm exploring how fields at offsets like +0x200 and +0x240 relate to stored data such as install language or computer name by
tracing related functions and pointers.

* Analyzing aggregator's called functions

* Analyzing function pointers and data structures »~

I'm exploring how a function uses pointers at specific offsets, likely referencing Windows API calls like GetComputerNameW or GetUserNameW. To
confirm which function is called, I'll investigate the data copied into these structures and correlate with known option lists, examining related functions
that fill these data fields. This might help distinguish which API corresponds to what data offset.

* Analyzing function pointer usage

* |nvestigating function pointer structure »~

I'm tracing how a function pointer at an offset is set up within a structure, aiming to identify the API it calls. I'm planning to find initializing code that
loads those function pointers, possibly from system DLLs, by looking for functions writing into related structure offsets and analyzing call sites to
narrow down the data sources.

MWS Cup 2025
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® CodexM2-2MEEITPVULIZELWLNHTTPTEREL-T—30NERIPEROHITH) AV, KEHIERE

MWS Cup 20:

Finished working

9

Analyzing argument order in assembly call

Tracing pointer origin for third argument ~

I'm digging into how the third string argument, passed via RAX and stored on the stack, actually points back to param_3 —a pointer to some string
structure. | want to understand what data param_3 holds at the call and how it fits into the overall concatenation before sprintf_s . I'll look for
function call references next to get clues about param_3 's real meaning.

Analyzing parameter roles by call inspection
Checking string at FUN_180018734

Mapping data retrieval via WinINet and WinHTTP ~

I'm analyzing functions accessing structured fields, trying to connect stored strings to computer name, user name, or OS details. I'm focusing on
FUN_180018734 which seems to open a WinHTTP session using WinHttpOpen with a "Mozilla/5.0" user-agent, possibly to fetch the global IP or
related network info. | want to piece together how these COM calls and offsets in the structure relate to data gathered for C2 communication.

Analyzing HTTP request and response handling »~

I'm piecing together how the code constructs HTTP requests using wide strings like "GET" and "POST," then sends these requests using Windows
HTTP APIs. It looks like the function fetches an HTTP response string—probably the external IP address from a remote service—which then gets stored
as the third parameter passed to the command-and-control message. Next, | want to confirm what the first and fourth parameters represent by tracing
their data origins, especially the fourth parameter which might relate to network interface info.

Analyzing likely third info value

AL
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¢ NI=RCAIFIKSAD -1 )L %21E T SPXORT ZE(CNEEITOIREDSNBEBEDRCALE (FRRD. 7’)((:71_125'13)’1“0” ZOUFThTFa-RY

® {HIH (10/27)IZJPCERT/CCLYRATD sz enIsET
H %ﬁgEﬁX7 I) 70|~75§/_L§§ o import base64

def CustomRC4(key: bytes, data: bytes) —> bytes:

# — KSA —

S = list(range(256))

. 6;58551% _gwﬁﬁﬁ:ﬁ -C:E)/Eﬁ ?0; ?cund in range(n):
iR=i0

AT 4. o

raise ValueError("key must be non-empty”)
for i in range(256):
= (j +SLi] + key[i % keylen]) & OxFF

EDOF wer SCil, SCj1 = shil, SCil
Y PEFILERTELAD. Ho53ZAL)—BROTIE?
t 2 # — PRGA —

(J Analysis Center (@jpcert_ac) el

out =[]
JPCERT/CCIC TASF6AH 58 ICH' S THERE L 7-APT-C-60IC & ZBAREIC for b in data:
DVTEBLTVLET, CERBLHDETITOTIMRI LS. "M = (i +1) & OXFF
i =@ +S[il) & OxFF
X X 10/21/202510:52 AM k = SC(SLil + j) & OxFF]

SCil, sCil = SCil, SCil
s ® k2 = SLC(SLCC >> 3) = (0x20 * j)) & OxFF] + SL((0x20 * i) = (j >> 3)) & OxFF]) ~ OxAA) & OxFF] + SL(S[j] + SLil) & OxFF]
out.append( (b ~ k = k2) & OxFF )
return bytes(out)
HABTRELE!
RZ5%2T3H06HDEIHNEDHITRFRT!

decode (base64in) :

&2 ® key = b”90b149c69b149c4b99c04d1dcIb940b9”
decoded = CustomRC4(key, base64. b64decode(base64in))
print("Result: ”, decoded)
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