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NICTER Stream Detector v1.0
(C) 2025 National Institute of Infomation and Communications Technology.

| No. | Last Seen[l v| Src IPaddr[s] | ORG | CcC | Scanner[al | Countlc] | ppsip]l v| Proto | Portset | JA4T tag | JA4T

| 1 | 2025/06/03 09:40:11 | 185.91.127.81 | Tube-Hosting | DE | — | 14106 | 305 | S | S:20947 | | 138_65535_2-1-3-1-1-4_1460_8:2304. .

| 2 | 2025/06/03 09:40:11 | 113.249.159.56 | China Telecom [RCNN== | 255 | 8 | S | S:456,8:2217.. | Nmap:236 | 132_1024_2_1460_0:14, 138_1024_2_1460_0:54.

| 3 | 2025/06/03 09:40:11 | 207.90.244.17 | Cogent Communic | US | Shodan | 540 | 15 | & | S¢51,5:85,5:131.. | | 100_56307_2_1460_0:1, 12_20932_2_1240_0.1..

| 4 | 2025/06/03 ©9:40:11 | 199.45.154.190 | Censys-arin-83 | US | Censys | 386 | 8 | s, | S:21,8:22,5:25.. [ | 115_42340_2-4-8-1-3_1460_10:5. .

| 5 | 2625/06/03 09:40:11 | 71.136.67.9 | Beijing Guanghu | CN | -- | 414 | 10 | I T | |

| 6 | 2025/06/03 09:40:11 | 138.197.15.182 | Digital Ocean [RESHE== | 95 | 5] 8 | S:8888 | Modified ZMap:90 | 102_65535_2_1460_0:16, 131_65535_2_1460_0:14.
| 7 | 2025/06/03 09:40:11 | 159.89.52.125 | Digital Ocean | US | — | 69 | 2| s | S:5903 | | 116_65535_2-4-8-1-3_1460_7:1..

| 8 | 2025/06/03 09:40:11 | 124.44.72.125 | NTT-ME Corporat | JP | —- | 8 | e |s | s:23 [ | 138_54176_2_1414_0:3, 131_54176_2_1414_0:1..
| 9 | 2025/66/03 ©9:40:11 | 120.61.233.37 | BSNL | IN | —- | 16 | 1]s | s:23 [ | 13_1765_0_00_00:3, 102_1765_0_00_00:1..

| 10 | 2025/06/03 09:40:11 | 167.94.145.30 | Censys—arin-82 | US | Censys | 389 | 9 | s | $:21,8:23,5:25.. [ | 102_42340_2-4-8-1-3_1460_10:81.

| 11 | 2025/06/03 09:40:11 | 83.222.191.130 | SS-Net | BG | —— | 11804 | 257 | § | S:13,5:80,S:81.. | masscan:11804 | 13_1024_0_00_00:1283, 29_1024_0_00_00:781..

| 12 | 2025/06/03 ©9:40:11 | 115.231.78.10 | China Telecom | CN | — | 2484 | 55 ) &y [RS s RSS2 NS <2 D100 | | 29_29200_2_1460_0:639, 100_29200_2_1460_0:556..
| 13 | 2025/06/03 09:40:11 | 190.73.86.239 | Cantv | VE | -- | 6 | @ | s | s:23 | | 12_29200_2-4-8-1-3_124@_5:1.

| 14 | 2025/66/03 09:40:11 | 15.235.227.163 | OVHcloud | cA | — [ 6390 | 136 | S | s:23 | | 29_65535_2-1-3-1-1-4_1460_8:489.

| 15 | 2025/06/03 09:40:11 | 179.43.191.98 | Private Layer | PA | — | 3897 | 88 | S | 8237777 | Zmap:3897 | 101_65535_0_00_00:68, 138_65535_0_00_00:589.
| 16 | 2025/06/03 09:40:11 | 64.62.197.68 | Hurricane Elect | US | Shadowserver | 953 | S7A[S | S:3000,U:523 | Zmap:864 | 12_65535_0_00_00:81, 100_65535_0_00_00:47..

| 17 | 2025/06/03 ©9:40:11 | 13.89.125.29 | Microsoft Azure | US | —— | 7923 | 154 | S | S:443 | Zmap:7923 | 13_65535_0_00_00:7310, 115_65535_60_00_00:613
| 18 | 2025/06/03 09:40:11 | 65.49.1.177 | Hurricane Elect | US | —- [ 515 | 31 | s | s:8030 | Zmap:515 | 29_65535_0_00_00:26, 108_65535_0_00_00:27..

| 19 | 2025/06/03 09:40:11 | 88.218.193.55 | Detai Prosperou | DE | —— | 135 | 3]s | $:21,8:22,8:23.. | | 138_64240_2_1460_0:28, 29_64240_2_1460_0:15.
| 20 | 2025/06/03 @9:40:11 | 74.82.47.19 | Hurricane Elect | US | Shadowserver | 151 | 34 | S | S:33060 | Zmap:151 | 102_65535_0_00_00:31, 13_65535_0_00_00:21..

| 21 | 2025/06/03 09:40:11 | 134.122.68.196 | Digital Ocean | US | == | 25 | 0| S | S:80,S5:443,5:8001.. | Modified Nmap:25 | 102_1025_2_1460_0:7, 100_1025_2_1460_0:1.

| 22 | 2025/06/03 09:40:11 | 46.173.209.136 | Garant-Park-Int | RU | —- | 8 | @ | s | s:80 | masscan:8 | 29_1024_0_00_00:1, 12_1024_0_00_00:1.

| 23 | 2025/06/03 09:40:11 | 88.218.193.30 | Detai Prosperou | DE | —— | 151 | 20Es | $:21,8:22,8:23.. [ | 138_64240_2_1460_0:19, 62_64240_2_1460_0:1. .
| 24 | 2025/06/03 09:40:11 | 179.43.186.240 | Private Layer | PA | — | 378 | 918 | §:311373,552222, . | masscan:378 | 131_1024_0_00_00:48, 138_1024_0_00_00:60.

| 25 | 2025/06/03 09:40:11 | 152.32.207.229 | Ucloud Informat | HK | —- | 11 | 1]s | S:81,8:554,5:1024.. | | 102_29200_2-4-8-1-3_1412_7:1..

| 26 | [ [ | Us | | 344 | 10 | S,L | S:2,8:21,8:25.. [ |

2025/06/03 09:40:11 | 167.94.138.154 Censys 102_42340_2-4—-8-1-3_1460_10:46..
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Please Stop Knocking on My Door:
An Empirical Study on Opt-Out of
Internet-Wide Scanning

TAKAHIRO KASAMA ™, YUKIKO ENDO, MASAKI KUBO, AND DAISUKE INOUE

National Institute of Information and Communications Technology. Koganei 184-8795, Japan

Corresponding author: Takahiro Kasama (kasama@nict.go.jp)

ABSTRACT Internet-wide scanning is prevalent due to the availability and widespread adoption of high-
speed scanning tools, e.g., ZMap and Masscan, which can be used to perform Internet census tasks. However,
benign scanning traffic can create undesirable noise for network administrators or researchers monitoring
network traffic for security-related events. To mitigate the negative effects, previous studies have proposed
best practices to guide ethical and well-regulated Internet-wide scans. In this paper, we are the first to shed
light on the practicality of these best practices, with a primary focus on opt-out practices. By analyzing
large-scale darknet traffic, we identify 46 scan organizations, including some that have not been reported
in previous studies. We found that nearly 70% of the scanners we considered to be for survey purposes
did not reveal their identity. In addition, we demonstrated that among scanners with identifiable identities,
approximately 50% did not implement effective opt-out measures, which suggests that the effectiveness
of opt-out practices is limited. Furthermore, only seven scanners confirmed that an opt-out request was
sent from a legitimate administrator, indicating a challenge in terms of verifying the authenticity of opt-out
requests. Based on these findings and reactions from scanning organizations, we revisit best practices for
scanning organizations and recipients to facilitate effective and sustainable Internet-wide scanning practices.

INDEX TERMS Internet-wide scan, darknet monitoring, ethics.

Spoki: Unveiling a New Wave of Scanners through a Reactive Network Telescope

Raphael Hiesgen
HAW Hamburg

Large-scale Internet scans are @ common method to identify
victims of a specific attack. Stateless scanning like in ZMap
has been established as an efficient approach to probing at
Internet scale. Stateless scans, however, need a second phase
to perform the attack. This remains invisible to network tele-

Thomas C. Schmidt
HAW Hamburg

Abstract

Ly canture the first
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Freie Universitit Berlin
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Alberto Dainotti
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level of the Internet [9]. One of the major sources of [BR are
scanners that systematically send probes to regions of the IP
address space to identify vulnerable hosts. Naturally, network
telescopes detect such behavior [13]. Nevertheless, telescopes
are passive measurement instruments and the second phase
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DarkSim: A Similarity-Based Time Series Analytic Framework for

Max Gao Ricky Mok
CAIDA/UC San Diego CAIDA/UC San Diego
San Diego, CA, United States San Diego, CA, United States

magao@ucsd.edu cskpmok@caida.org
Eric Li Shubham Kulkarni
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San Diego, CA, United States San Diego, CA. United States
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Abstract

Network Telescopes, often referred to as darknets, capture unso-
licited traffic directed toward advertised but unused IP spaces, en-
abling researchers and operators to monitor malicious. Internet-
wide network phenomena such as vulnerability scanning, botnet
propagation, and DaS backscatter. Detecting these events, however,
has become increasingly challenging due to the growing Lraffic vol-
umes that telescopes receive. To address this, we introduce DarkSim,

Darknet Traffic

The Age of DDoScovery: An Empirical Comparison of
Industry and Academic DDoS Assessments

Marcin Nawrocki
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University of Kassel
Kassel, Germany
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Have you SYN me? Characterizing Ten Years of Internet Scanning

Harm Griffioen
Delft University of Technology
Delft, The Netherlands

Georgios Smaragdakis
Delft University of Technology
Delft, The Netherlands

ABSTRACT

Port scanning is the de-Facto method to enumerate active hosts and
potentially exploitable services on the Intemnet. Over the last years,
several studies have quantified the ccosystem of port scanning. Each
work has found drastic changes in the threat landscape comparcd.
to the previous one, and since the advent of high-performance
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of network traffic. DarkSin
cessing with statistical apy]
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against DarkGLASSO, an e
LASSO algorithm, using d4
Based on our manually clal
perfect preeision and an ovi
tections in contrast to Dark|
and detection overlap of 37
strate DarkSim's capebility
case studies: (1) an increase|
public disclosures, and (2) sH
ning patterns that indicate
a detailed and interpretab)
anomalies, representing a
analytics.

CCS Concepts

« Networks — Network 1

Keywords
Network telescope; Interne

ACM Reference Format:
Max Gao, Ricky Mok, Esteban
claffy. 2024. DarkSim: A Simila)

Can Public IP Blocklists Explain Internet Radiation?

Simone Cossaro
University of Trieste
simone.cossaro@studenti.units.it

Martino Trevisan
University of Trieste
martino.trevisan(@ dia units.it

Abstract—Network telescopes (IP addresses hosting no ser-
vices) are valuable for observing unsolicited Internet traffic from
scanners, crawlers, botnets, and misconfigured hosts. This traffie
is known as Internet radiation, and its monitoring with telescopes
Telps in identifying malicious activities. Yet, the deployment of
telescopes is expensive. Meanwhile, numerous public blocklists ag-
gregate data from various sources o track IP sddresses involved
in malicious activity. This raises the question of whether public
blocklists already provide sufficieni coverage of these actors,
thus rendering new network telescopes unnecessary. We address
this question by analyzing traffic from four geographically
distributed telescopes and dozens of public blocklists aver a two-
month period. Our findings show that public blocklists include
approximately 71% of IP addresses observed in the telescopes.
Mareover, telescopes typically observe scanning activities days
before they appear in blocklists. We also find that only 4 out of 50
lists contribute the majority of the coverage, while the addresses
evading blocklists present more sporadic activity,. Our results

Damiano Ravalico
University of Trieste
damiano ravalico @ phd.units.it

Rodolfo Vieira Valentim
University of Turin
rodolfo.valentim @unito.it

Idilio Drago
University of Turin
idilio.drago@unito.it

has explored allernative telescope designs. Authors of [10]
leverage CDN infrastructure to study Internet radiation traffic
reaching the distributed replica servers, showing how this
traffic differs from traditional telescopes. Attracted by the
live CDN nodes, attackers target the nodes with a variety
of attacks not observed in classic telescopes. DScape [11]
introduces cloud-native telescope deployments, while systems
like Spoki [12] and others [13, 14] augment telescopes with
the ability to respond to some incoming requests through
honeypots

Regardless of its type, a telescope deployment is expensive.
1Pv4 addresses are a scarce resource that can hardly be spared
for such a monitoring infrastructure.! Yet, several works [16,
3, 10] have shown that the information observed from multiple
telescopes is complementary. In other words, distributed tele-
i chinralrreirhi ik (e wi e ol cuibdnsiiey ik i

Georgios Koursiounis
Delft University of Technology
Delft, The Netherlands

Christian Doerr
Hasso Plattner Institute
Potsdam, Germany

1 INTRODUCTION
When a new host connects to a public TP address, it takes only
seconds for the first traffic to arrive. This unsolicited data mainly
consists of port scanning, probing the machine for any services
that might be open to the Internet, and is usually a precursor to a
later attempt to exploit vulnerable hosts With the casy availability
of tools and the universal belief that port scanning is the necessary
default for computer discovery and exploitation, it is not surprising
that by now 98% of unsolicited TCP traffic consists of SYN scans.
This situation can be attributed to better tooling and an increased

number of vantage points. When the high-performance scanning
tools ZMap [21] and Masscan [26] were released in 2013 and 2014,

pectively, ithmic advances duced by them enabled
users to scan the entire Internet in minutes from a single [P ad-
dress [36], a process that would have taken days or weeks using
established software before. Only soon after, the Intemet threat
landscape fundamentally changed with the advent of the first 16T
botnet Mirai [5], which from the get-go overshadowed previously
seen distributed denial-of-service attack (DDoS) volumes by a fac-
tor of four. The hundreds of thousands of compromised IoT devices
did not only drastically alter DDoS, but Mirai and its siblings made
also a landslide shift in port scanning, as cach device performs
continuous worldwide scanning to spread the infection further [28]

Indeed, when we look at quantifications of Internet-wide scanning,
aver the past decades, we see that the ecosystem has drastically
changed. The assessments of Pang et al. in 2004 [44), Wustrow ct
al. in 2010 [53], Durumeric et al. in 2014 [18], as well as Richter and
Berger in 2019 [45] show drastic increases in traffic volume, actors
involved and capabilities of these actors. While these papers show
a very dynamic ccosystem, they cannot explain the dynamics and
actual develapments of the threat landscape over the years

In this paper, we demonstrate this volatility using a datasct that
is collected using a large network telescope of three partially pop-
ulated /16 address blocks aver 10 years (2015-2024). Our results
uncover the steady increase in unsolicited traffic on the Internet, and
show that the port scanning ecosystem is so volatile that quantifica-
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