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.text: 8000008000A51A92
.text:0000000000A51A93
.text:000000BB0BAS1A9A
.text:0000000000A51AA1
text:0000000000A51AA4

.text:0000008000A51AA9

Ltext:0000000000A51AE0 1.

.text:000BRRERRBAS1ABS
.text:0000000000A51ABC
text:0c00e00000A51AC2
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The following table summarizes how parameters are passed:

Parameter type

Floating point

Integer

Aggregates (8, 16, 32, or 64 bits)

and __m64

Aggregates (other)

__m128

How passed

First 4 parameters - XMMO through XMM3. Others
passed on stack.

First 4 parameters - RCX, RDX, R8, R9. Others
passed on stack.

First 4 parameters - RCX, RDX, R8, R9. Others
passed on stack.

By pointer. First 4 parameters passed as pointers in
RCX, RDX, R8, and R9

By pointer. First 4 parameters passed as pointers in
RCX, RDX, R8, and R9

W(‘.ybchcfensc

nop
mov
movsxd
Xor
call
lea
call
MOVZX

rcx, [rbp+va
rdx, [rbptva
rd, r8
sub_4@B630
rcx, [rbp+ho
GetLocalTime

eax, [rbptvar

ject+4] ; lpSystemTime

=11ER
2L L0

eax, c¢s:dword_ AFB@38
short loc_AS51AD3

https://docs.microsoft.com/en
-us/cpp/build/x64-calling-
convention?view=vs-2019



Windows API @%Efudtﬁ@lﬁ‘-
Ecfs L 7cIDBTIZAPIZ R L TL 2 HY SRR %&Lﬂcémm\é

Jtext:depoee0eA43318

lea
call
mov
call
mov
call
mov
lea
lea
call
mov
call

call
maw

rdx, aluUZa

sub A41146

rcx, [rbp+var s78]

sub_ 418598

rcx, rax ; lpLibFileName » 5
LoadLibraryd @

rbx, rax

rcx, [rbptvar s78]

rdx, afAz3ZasZ]

sub A41148

rcx, [rbptvar s78]

sub 4108598

rcx, rbx ; hModule
rdx, rax ; lpProcName

GetProcAddress 1
cs:InternetOpend, rax
rcx, [rbp+var s63]
rdx, aAz3ZaFZAj

sub A41148

rcx, [rbp+var s63]

sub_ 418590

rcx, rbx 3 hModule
rdx, rax ; lpProcName

GetProchAddress 1
cs:InternetConnecth, rax

WCybc rDefense
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loc_AS51A92:

nop

mov rcx, [rbptvar s18F8]

movsxd rdx, [rbptvar_sler4]

xor ré, ra

call sub 4BBG38

lea rcx, [rbp+hObject+4] ; 1pSystemTime

call GetlLocalTime

MmO T W PAYV [thﬂ-l—\ra-’_:" ] 221
eax, cs:dword AFB@38
short loc_AS1AD3

movzx eax, [rbptvar s11E8]
cmp eax, cs:dword AFB@34
JL snort Loc_ASIAEW

I loc_ AS1AD3: ; dwMilliseconds
“cx, cs:qword_AFAFF3 mowv BCN,

*dx, [rbp+var_s18F&] call Sleep @

*8d, [rbptvar_s1@F4] jmp short loc_AS1A92

=
=



1-1 BRI CREIENTLBAPIC DLW TS

loc_AS51A92:

rcx, [rbptvar_s18F8]
rdx, [rbptvar_s18F4]

ré, rs
=ih ARRARIG

rex, [rbpthObject+4] ; lpSystemTime

GetLocalTime

eax, |roptvar_s11ES |
eax, cs:dword AFB@38

short loc_AS1AD3

GetLocalTime function

2018/12/05 - &XT = TOPERRL: 2

Retrieves the current local date and time.

To retrieve the current date and time in Coordinated Universal Time (UTC) format, use
the GetSystemTime function.

Syntax
C++ M-

void GetlocalTime(
LPSYSTEMTIME lpSystemTime
)5

WCybchcfcnse

SYSTEMTIME structure

2018/12/05 - BT £ TOPREER: 2 5

Specifies a date and time, using individual members for the month, day, year, weekday,
hour, minute, second, and millisecond. The time is either in coordinated universal time
(UTC) or local time, depending on the function that is being called.

Syntax
C4+ Bapr—

typedef struct _SYSTEMTIME {
WORD wYear;
WORD whonth;
WORD wDayOfWeek;
WORD wDay;
WORD wHour;
WORD wMinute;
WORD wSecond;
WORD wMilliseconds;
} SYSTEMTIME, *PSYSTEMTIME, *LPSYSTEMTIME;



1-1 & DER |

........................... A
BBBBBBBBBBBBllEF# ‘;Er‘?slllm Copy Chrle C :
db ? Undo Struct var... Ctrl+Z
db ?
db ?
jE z mh Data D : :
db ? ; (BF Structvar.. Alt+0
s 5 db ? € a structur e current!)
db ?
db 2 MName Size
:gb;ect B B _svSTEM_INFOuSATO7B71COG0B6D10F73AT1917EARATIF 00000004
db 2 & _SYSTEM_INFO:SAT07B71COG0BED10F73AT1917EASATAF... 00000004
@ F db ? B _osvERsIONINFOW 00000114
YV VYV VY LEG var_s11E@ SYSTEMTIME 2 By SySTEMTIME 00000010
' 1 svsTEMTIME £ 00000010
Toe AS192: & _OSVERSIONINFOEXW 0000011C
nop - 11F3 db 2 B coinfo 00000014

mov rcx, [rbp+va
movsxd rdx, [rbptva
xor rg, rg8
call sub_48B630
lea rcx, [rbp+var_s11E@] ; lpSystemTime
call GetlLocalTime
movEX ~ eax, [rbptvar_s11E@.wHour]

eax, cs:dword AFB@30

short loc_A51AD3

movzx  eax, [rbp+var_s11E@.wHour]
cmp eax, cs:dword AFBG34
jl short loc_AS1AE@

WCybchcfcnsc



1-1 % s e
IB1EEEZ A dword AFB030 & V) % dword AFB034 ot!&')ﬁ‘ﬁ-d)k-’a? loc AB1IAEQ &
AIBAEH, ZNUNDOEZ TIZ1000= UMMEIEL /=2 @__L-tfﬁs*aﬂ@iiér%% HaRd

loc_AS1A92:
262 nop
20 mov rcx, [rbpt+var_s18F3]
movsxd rdx, [rbptvar_sl1@F4]
xor ré, ré
call sub_4@8B63@
lea rcx, [rbp+var_s11E@] ; lpSystemTime
call GetLocalTime
MOVZX  eax, [rbp+var_s11Ee.wHour ]
e eax, cs:dword AFB838
age j short loc_AS1AD3

eax, cs:dword AFBG34
BE2 j short loc_AS1AE®

Bea eax, [rbp+var_s11E@.wHour] I

loc_AS1AD3: ;3 dwMilliseconds
cs:qword_AFAFF3 2E6 mov ecx, 1eas
[rbp+var_s1@F8] e Sleep @
[rbpt+var_s18F4] oee jmp short loc_AS51A92
4E1DB

WCybchefense
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1-2. sub_A44F60 [FRRFEDERENE L TH—/UIIEETS E@@Fﬂﬁiﬁﬁn sub_A44F60 %
BETL T, MUTFoEREDS S, RETN2IBRFIATEREL. (25)
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1-2 WinAPI» S UREE S % BER

mowv edx,

XOr rg, r8

call sub_40B630

call cs:GetSystemDefaultLangID
MOVEX eax, ax

mov [rbx+ ], =ax

mov [rbp+nSize],

lea rcx, [rbp+Buffer]

mowv edx,

xor r8, ré

call sub 40B&30

lea rex, [rbpi+Buffer] ; lpBuffer
lea rdx, [rbp+nSize] ; nSize
call cs: GetComputerNamel

mev [rbp+nSize],

lea rex, [rbpivar_sC8]

mowv edx,

XOTr r8, r8

call sub_40B630

lea rcx, [rbp4var_sC8] ; lpBuffer
Tam el FekemlnQd val - L
call cs: GetComputerNameW

lea rex, [rbx+W

lea rdx, [rbp+var sC8]

call sub_A3EEQD

lea rcx, [rbp+VersionInformation]
mowv edx,

Xor r8, r8

eall sub 40RE30

mowv [rbpiVersionInformation.dwOEVersionInfoSize],
lea rex, [rbpi+VersionInformation] ; lpVersionInformation
call cs:GetVersionExA

test eax, eax

loc A4AS053: :_name

lea rcx, [rbpiBuffer]

call cs:gethostbyname

mov rsi, rax

q>Cybchcfcnsc
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1-2. sub_A44F60 [FRRFEDERENE L TH—/UIIEETS E@@Fﬂﬁiﬁﬁn sub_A44F60 %
BETL T, MUTFoEREDS S, RETN2IBRFIATEREL. (25)

® I.F1—49%F

MAC F L2

F—— FEC
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loc_AS1CD@:

280 cmp [rbp+var_sc8], 4 3
Be loc A51D83

loc_AS1D83:

[rbp+var_sC8], 5
loc




oc_A522BC:

ea rcx, [rbptvar_s183(C]
all sub_A4EFCE

oV [rbp+var_s188C], &
oV [rbp+var_si1@9e], 4
oV rcx, [rbptvar_s18Fg]
ovsxd rdx, [rbp+var_sleF4]
or rg, rd

all sub_48B638

ea rcx, [rbptvar_s183(C]
oV rdx, [rbpt+var_s18Fg]
oV r8d, 58h

all sub_488B68

ea rcx, [rbp+nNumberOfBytesTolrite]
oV rax, [rbptvar_s18Fg]
ea rdx, [rax+58h]

oV réd, 4

all sub_488B68

oV [rbp+var_s18EC], SCh
oV rcx, cs:qword AFAFFB
oV rdx, [rbpt+var_s18Fg]
ov rod, |rop+var_sidcl |

all sub_A4EA3D

:vyPﬁﬁwtwwﬁﬂi°

EHIEORIEISFOEENT L Bsub AMEASOETERT 5

loc_A52083D:
nop

mov eax, [rbpt+var_sBaC]
add eax, eax

add eax, eax

add eax, eax

add eax, 5Ch

mov [rbpt+var_s1@EC], eax
mov rcx, cs:qword AFAFFB
mov rdx, [rbpt+var s18F8]
mov réd, |rbpt+var 518EC]
call sub_A4EA3D

UL _mooonu

loc_AS1E@6:

rcx, rex
rdx, [rbptvar_s1828]
rg, rd

rg, r9

dword ptr [rsp-1
dword ptr [rsp-1
[rsp-1 h+arg_28],
[rsp-1 h+arg_30],
rax, [rbpt+var_sFCe]
[rsp-1 h+arg_38], rax
rax, [rbptvar_sFAZ]
[rsp-1288

28h+arg_40], rax
rax, cs:CreateProcessW_6_@
gword ptr [rax]

rcx, [rbptvar_s1@3C]
sub_A4EFCE
[rbp+var_si1@aC], 5
[rbpt+var_slese], @

rcx, [rbptvar_sl1eFg]
rdx, [rbpt+var_sler4]
rg, rd

sub_4@B&30

rex, [rbp+var_s183C]
rdx, [rbpt+var_s1@Fg]
r&d, Ssh

sub_4@8B6@
[rbpt+var_s1@EC], 58h
rcx, cs:qword_AFAFF8
rdx, [rbpt+var_s1@Fg]
Touy T opYvar sTenC]

sub_A4EA3D

Jnr- AE32AR

q>Cybchcfcnse

lea
lea
mov
call
lea
call

rax, [rbpt+va
rcx, [rax+58
rdx, [rbpt+va
réd, 4

sub_ 498860
rcx, [rbptva
sub_A4EFCE
[rbpt+var_si@
[rbpt+var_sie
rcx, [rbptva
rdx, [rbpt+va
rg, rd
sub_4@B&30
rcx, [rbptva
rdx, [rbpt+va
r&d, Ssh
sub_4@8B6@
[rbpt+var_si@
rCX, CS:Igwor
rdx, [rbpt+va
e R
sub_A4EA3D
acw  Trhniu
Sleep_ @
loc_A538AD




av Y REF OO OHE
sub AAEA3OD SN H I NAIBICBERONELHZ

» ANV FETE, C2NBREREL LR LAY B

loc_A43808: 3 hConnect

mov rcx, rei

lea rdx, aGet 5 lpszverb

mov r8, [rbp+lpszObjectName] ; lpszObjectMame
lea r9, szWersion

mov rax, [rbp+lpszReferrer]

mov gword ptr [rsp+dwFlags], rax ; lpszReferrer
mov gword ptr [rsptdwService], @ ; lplpszAcceptTypes
mov [rsptvar_s3e], ; dwFlags
mov rsp+dwContext], @ ; dwContext
call cs:HttpOpenRequestA

mov rdi, rax

loc_A4384C:

test rdi, rdi

jnz short loc_A43871

mov rcx, rbx 3 hInternet

call cs:InternetCloseHandle

mov rcx, rei 3 hInternet

call cs:InternetCloseHandle

mov eax,

mov [rbptvar_s&4], eax

jmp lec_A43C19
loc_A43871: 5 lpString

lea rex, [rbptStringl]

call 1strlenA

mov rcx, rdi ; hRequest

lea rdx, [rbp+Stringl] ; lpszHeaders
mov réd, eax ; dwHeadersLength
mov rad, 3 dwModifiers

call cs:HttpAddRequestHeadersA

cmp cs:dword_ADICCE,

jz short loc_A43912

lea rcx, Buffer 53 lpString

WCybchcfcnsc



0000000000AS1EDS

.data:PeeenereeaADB323

CreateProcessW Z {# 5 QT_LEET“% Hob
lpCommandLine (rdx) ZZ=BB L. (EQRATTEHE

13 UHEND T FLAARERT S

off_ADBB18
ol ADDE2E
off_ADB828

of f_ADB833

offset
l_;:._)l:‘_
offset

offset

loc_AS1E06:
_lphApplicaticnName = rex

; LPCWSTR lpApplicationName

XOr lpApplicationName. lpApplicationName
LpCommandLLne = rdx

mowv _lpCommandLine, [rbp+lpCommandLine] ; LPWSTR lpCommandLine.

xor rg, r8

Xor 3, =3

mov [rsp+dwCreationDisposition],

mowv [rsp+dwFlagsAndAttributes],

mov [esp+hTemplateFile],

mev [rsptvar_s3E],

lea rax, [rbp+var_sFCO0]

mov [rsp+var_s40], rax

lea rax, [rbp+var_sFAS]

mev [rsp+var_s48], rax

CreateProcessW = rax

mov CreateProcessW, cs:CreateProcessW 0 _0

call qword ptr [CreateProc:ssW]

lea rex, [rbp+var_s103C]

quword AES4CE

Credieconsuiescreenuffer
CrkateProcessH_B

ullr\ AGTO3D

off_421878

0000000000AS1DES

F25|TH B

IpCom'ma:ndLihe

3 -
DHRATE

call sub_408]360

Liil=ht rAX [r‘ :"\-l-(?RV_I!1ﬁF'Q]

lea rax, [rax+ ]

mov [rbp+lpCommandLine], rax

lea rex, [rbpivar_sFCO]

mowv edx,

XoF rgé, r8

call sub_40B630

oL THD &

HIBRA v X b= ZFRIHEDIXZIHAR DD oW & oHEH

q>Cybchcfcnsc
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1-4. 77 I*L-Z OxA52852 h'5S OxA52B89 (D 1— RH'EITT 2. HEEHNSOSGHEUTOENIER
£ (3:2)

BSEFAOEED T 71 IL=EE
C2 H— ) I~DESED I 7T ILEE

EEOIN FEIT

JOvZ—E0EE

IO PO A Rl

WC}-'hcrl_)cfc:nsc



loc_AS52968:

1-4 APIEUH L DTN A B8R

mov rcx, [rbp+var_sEs] add eax, [rbp+nNumberOfBytesToRead]
call  sub 418920 add Bax,
mov rcx, rax ; lpFileName mov [rbp+var_s18EC], eax
mov edx, ; dwDesiredAccess mow eax, [rbptvar_s18EC]
mov rad, ; dwShareMode sub BEN,
xor ;9, I;EI o B lpiecur‘_li.;)i!ﬁttrih;:is ionp " mov [rbpt+var_s1698], eax
mov word ptr [rsp- arg_18], 3 ; reationDisposition i .
mow dword ptr [rsp- +arg_2@], ; dwFlagsAndAttributes mav d ?;h’ ~boivar ___’:UFlégi
mov [rsp- +arg_ 28], ; hTemplateFile TROLS I x, [rbptvar_s1BEC] ; dwBytes
call CreateFilel @ text: 0008000008845 2A8D call GlobalAlloc
mov dword ptr [rbp+hFile], eax L [rbp+1lpRoctPathName], rax
mov eax, dword ptr [rbp+hFile] lea rex, [rbptvar_s183C]
cmp FEx, mov rdx, [rbp+lpRooctPathName]
jnz loc_AS2A2C maov r&d,
loc AS2AZC: ; hFile mov ecx, dword ptr [Fopt+hFile] ; hFile
Mo ecx, dword ptr [rbp+hFile] mov rdx, [rbpt+lpRoctPathMame]
xor rdx, rdx ; lpFileSizeHigh ;g:sxd f:;* 2:2
" " ¥
call GetFileSize lea rdx, [rdx+rax+ 1 3 lpBuffer
mov [rbp+nNumberOfBytesToRead], eax mov réd, [rbp+nNumber0fBytesToRead] ; nNumberOfBytesToRead
mon eax, [rbptnNumber0fBytesToRead] lea rd, [rbp+NumberOfBytesRead] ; lpNumberOfBytesRead
mov [rbptnNumberOfBytesTolrite], eax mov [rsp- +arg_18], @ ; lpOverlapped

call ReadFile

77 AINEZAIACUEBTH S Z &
ZOHECIIBEAITS =

WCybc rDefense
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1-4. 77 I*L-Z OxA52852 h'5S OxA52B89 (D 1— RH'EITT 2. HEEHNSOSGHEUTOENIER
£ (3:2)

ERAOEEO I 7-1)LEE

JOvZ—E0EE

IO PO A Rl

WC}-'hcrl_)cfc:nsc



1-b VI = T OREAEBES 5

1-5. B8 sub AAC2F0 7 Ht

ED LD IR

._-.,J-'] 'I:-_‘ih

o SN

BA4CCSE

lea
lea
call
lea
lea
call
lea
lea
call
lea
call
mov
lea
lea
call
lea
lea
call
lea
lea
call
mov
lea
call
mov
lea
mov
xor
call
mov

mov
lea
call

rcx, [rbp+stringl]
rdx, ashel
sub_A3EDD@
rox, [rbp+stringl]
~dx, al32D
1strcatA
rex, [rbp+stringl]
rdx, all
1strcatA
rcx, [rbptstringl]
LoadLibraryA_@
_é_’ -

¢, [rbp+stringl]
'4\, ashfil
sub_A3EDD@
rcx, [rbp+stringl]
rdx, aEoper
1strcatA
rex, [rbp+Stringl]
rdx, aAtionw
1strcatA

lpstringl

1pstringl

1pLibFileName

1pstringl

lpstringl

rcx, rsi ; hModule
rdx, [rbp+stringl] ; lpProcMame

GetProcAddress_1
;', rax

¢, [rbptvar_s428]
nq\

P

sub_4@B63@

W(‘.ybchcfcnsc



1-5 GetProcAddress

P i : N
s roc, [ebprstringa) GetProcAddress % FE UM H L’CAPIOD N L R % R
lea ~dx, ashel
call sub_A3EDD®
lea rcx, [rbp+stringl] ; 1lpStringl ? She||32d”
lea rdx, al32D 1 1
e, el « SHFileOperationA
lea rcx, [rbp+Stringl] ; 1pStringl
lea ~dx, all
call lstrcata
BAACCSE lea rcx, [rbp+stringl] ; lpLibFileMame
call Lcadle aryA_@
mov rsi, rax
lea cx, [rbp+stringl]
lea "I\, ashtil
call sub_A3EDD@
lea rcx, [rbp+stringl] ; 1lpStringl
lea rdx, aEoper
call lstrcath
lea rcx, [rbp+stringl] ; lpStringl
lea rdx, aAtionw
call 1lstrecata
Mo rcx, rsi ; hModule
la= celac inall ; lpProcName
call GetProcAddress 1 is handle
mov
lea LoadLibraryEx.
mov
xor
call an ordinal value, it mu
mov
mov
mov
lea ds, the returr e address of the
call

the return value is NULL. T ¢ ion, call GetLastError.




15 U S W BAPIERET 5

SHFileOperationA function

12/05/2018 = 5 minutes to read

Copies, moves, renames, or deletes a file system object. This function has been replaced

in Windows Vista by IFileOperation.

Syntax
C+ ™ copy
int SHFileOperationA(

LPSHFILEOPSTRUCTA 1pFileOp
)i

Parameters
1pFileop
Type: LPSHFILEOPSTRUCT

A pointer to an SHFILEOPSTRUCT structure that contains information this function needs
to carry out the specified operation. This parameter must contain a valid value that is not
NULL. You are responsible for validating the value. If you do not validate it, you will

experience unexpected results.
Return Value

Type: int

Returns zero if successful; otherwise nonzero. Applications normally should simply check

for zero or nonzero.

SH FILEOPSTRUCTA struhctufe

Contains information that the SHFileOperation function uses to perform file operations.

Note As of Windows Vista, the use of the IFileOperation interface is recommended

over this function.

Syntax
CH+ y3akE—

typedef struct SHFILEOPSTRUCTA {

HWND ' H

UINT wFunc;

PCZISTR pFrom;

PCZISTR pTo;

FILEOP_FLAGS fFlags;

BOOL fAnyOperationsAborted;
LPVOID hNameMappings;

PCSTR 1pszProgressTitle;

} SHFILEOPSTRUCTA, *LPSHFILEOPSTRUCTA;

WCybc rDefense
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wFunclZTFO DELETE, fFlagsiCFOF _ SlLENT&FOF.NOCONFlRMATlON’S_’
%€ L TSHFileOperationAZMRHET Z &L Y XA T D?“%Hjé?‘
A I ZHIBRT B

xor rg, re

U call sub_48B638

- mov [rbp+SHFILEOPSTRUCTA.wFunc],

- mov word ptr ['bp+5I-=Z_EJ35‘Z!L.IZ"—..—'='_a,_25],
- mov [ L|.+‘-I— LEOPSTRUCTA. pFrom], rbx

- lea » [rbp+SHFILEOPSTRUCTA]

®  text:e022000000A4CCDF clall rsi 5 SHFileOperationA

- test eax. eax

H OH B H H O W W m
a g ad g a g a

OF _MOCONFIRMMKDIR )

W(‘.yhchcfensc


https://github.com/wine-mirror/wine/blob/master/include/shellapi.h

loc_AS244A:

2 add
mov
movsxd
xor
call
lea
mov
lea
mov
call
jmp

rcx, [rbptst
mov edx, 888h
xor rg, rg

call sub_48B638

lea rdx, [rax+58h]
call sub_A3EE@®

call 1strcath

call gword ptr [rax]

[rbp+var_s134], 1
rcx, [rbptvar s18F8]
rdx, [rbp+var_s1@8F4]
rg, ra

sub_4@B638

rcx, [rbptvar_s138]
rax, [rbp+var_s18F8]

sub_4@3B68
short loc_AS24BF

q>Cybchefcnsc

ingl]

rcx, [rbptStringl]
rax, [rbptvar_s18Fg]

lea rcx, [rbptStringl] ; 1pStringl
lea rdx, word_AS3A9C ; lpString2

mov [rbptvar_s134], @
lea rcx, [rbptStringl]
lea rdx, [rbptvar_s138]
mov rax, cs:off_ADB228

[rbp+hFindFile], rax

short loc_AS5244A

lea
call
mov
mov
mov
movsxd
xor
call
lea

call

call

rcx, [rbptvar_s183C]
sub_A4EFCE
[rbp+var_s188C], 7
[rbp+var_s1@90], @
rcx, [rbptvar s18F8]
rdx, [rbpt+var_s1@F4]
rg, ré

sub_4@B638

rcx, [rbptvar_s183C]
rdx, [rbptvar_s18F8]
r&d, 5&h

sub_483B68
[rbp+var_s18EC], S8h
rcx, cs:qword AFAFFS
rdx, [rbptvar_s18F8]
réd, [rbp+var_s18EC]
sub_A4EA3R
loc_AS1A92




.text:0000000000A52367

lea
lea
call
mov
lea
lea
mov
call

-6 S NB T KL AARRS 2

rox, [rbp+5tringl] ; 1lpStringl
rdx, word_ AS3ASC ; lpString2

lstrcati

[rbp+var_s134],

rcx, [rbptStringl]
rdx, [rbp+var_s138]
rax, cs:off_ADEdQS
gword ptr [rax]
[rbp+hFindFile], rax

loc AS24BF:

mov rcx, [rbp+hFindFile]
lea rdx, [rbp+var_s138]
mov rax, cs:off_ADADGS
call gword ptr [rax]

test eax, eax

setnz  al

cmp al,

jz short loc_AS2487

R A A e — i e

cbff ADB228 dq offset F1r1dF1r‘5tF11E'.-|I 1

WELADB236

—

q>Cybchcfcnsc

B A

e

il off_ADB238® dq offset off_420DE@

of f_ADADSS
of f_ADADG@
off_ADAD6S
off_ADAD7@
off_ADAD78
off_ADADS®

uffset
offset
offset
offset
offset
offset

byte AFAB3E
off_426F@0
FindNextFilel
off_42@8DA0
qword_A7AD2@
byte AESF84



FindFirstFileW function

12/05/2018 = 5 minutes to read
Searches a directory for a file or subdirectory with a name that matches a specific name (or partial name if wildcards are used).
To specify additional attributes to use in a search, use the FindFirstFileEx function.

To perform this operation as a transacted operation, use the FindFirstFileTransacted function.

Syntax

C++ Mcopy

HANDLE FindFirstFilel(

LPCWSTR 1pFileName,
LPWIN32_FIND_DATAW lpFindFileData
)i
Parameters
lpFileName

The directory or path, and the file name. The file name can include wildcard characters, for example, an asterisk (*) or a question mark
-
This parameter should not be NULL, an invalid string (for example, an empty string or a string that is missing the terminating null

character), or end in a trailing backslash ().

If the string ends with a wildcard, period (), or directory name, the user must have access permissions to the root and all

subdirectories on the path.

In the ANSI version of this function, the name is limited to MAX_PATH characters. To extend this limit to 32,767 wide characters, call

the Unicode version of the function and prepend "\?" to the path. For more information, see Naming a File.

Tip Starting in Windows 10, version 1607, for the unicode version of this function (FindFirstFileW), you can opt-in to remove
the MAX_PATH character limitation without prepending "\\?\". See the “Maximum Path Limitation" section of Naming Files,

Paths, and Namespaces for details.

lpFindFileData

A pointer to the WIN32 FIND_DATA structure that receives information about a found file or directory.

16 UM NBAPIEHRETZ

FindNextFileW function

12/05/2018 = 2 minutes to read

Continues a file search from a previous call to the EindFirstFile, FindFirstFileEx, or FindFirstFileTransacted functions.

Syntax

cHt M copy

BOOL FindNextFileW(
HANDLE hFindFile,
LPWIN32_ FIND DATAW lpFindFileData

)i

Parameters @

hFindFile

The search handle returned by a previous call to the FindFirstFile or FindFirstFileEx function.
1pFindFileData

A pointer to the WIN32 FIND DATA structure that receives information about the found file or subdirectory.

yberDefense
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Jtext: eeeeaaaeaA53A9C I|.v|i|:|-r‘|::| AEBAEC dw "¥'

rcx, [rbp+5tringl] ; 1pStringl
rdx, word_A5S3A9C ; lpString2
1strcath

[rbptvar_s134], @

rcx, [rbptStringl]

rdx, [rbptvar_s138]

rax, cs:FindFirstFileW 2
gword ptr [rax]
[rbp+hFindFile], rax
[rbp+hFindFile], @FFFFFFFFFFFFFFFFh
short loc_AS244A

'7/(Jl/|\j7—|~7§:?aEL’C R
FindFirstFileW & FindNextFileW %
BEC s DA 4»@ B2 s
95

loc_AS5244A: (o}
e add [rbptvar_s134], 1 @ i
020 mov rcx, [rbp+var_s18F8] a
208 movsxd rdx, [rbptvar_s18F4] a
2ee xor ré, rd 2]
Bea call sub_48B638 @ 3
288 lea rcx, [rbptvar_s138] 2]
BEE mov rax, [rbptvar_s10F8] 2]
228 lea rdx, [rax+5Ch] 2]
BEE mov rdd, 258h (e}
288 call sub_483B68 o}
028 jmp short loc_A524BF a

loc_AS24BF:
2 mov rcx, [rbpthFindFile]
2 lea rdx, [rbptvar_s138]
rax, cs:FindNextFilel @
aword otr Trax]

WCyberDefense
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JILE) T 2 IBICERENEES

;5 _unwind { // sub_48D9AB

.text : 000020080A42D60 push rbp
push 14
push
push
push
push
sub
mov
mov
mov
mov [rbptarg @8], rcx
mov rcx, [rbp+arg_0]
call sub_48F51@
nop
lea
mov d
xor rg, ré
call sub_48B63@
lea rcx, [rbp+var_s38]
lea rdx, aPzl
call sub_A3EDDO
lea rcx, [rbp+var_s3@]
lea rdx, aS3w
call sub_A3EE30
lea rcx, [rbp+var_s3@]
lea ~dx, alLhe
call sub_A3EE3e
lea rcx, [rbptvar_s38]
lea ~dx, aMan
call sub_A3EE3e
lea rcx, [rbptvar_s3@]
lea rdx, aFxs
call sub_A3EE30
lea rcx, [rbp+var_s3@]
lea rdx, align

W(‘.ybchcfensc
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.text
-text

:BeoaeeeRREAL3141
:BpaoaaaaRa 43141
L:eeaaaaapaaid3144
:BaoaaaRRR 43148
BaaaaaaRa 43140
:BpaoaeeRREA43158
: BeaaaaaaRRAL3154
:BpaoaeeRRRA43158
: BpaoaeeaRRA4315D
: BeaoeeeaRa 43161
: BeaeeeeRRRA43165
: BeaoaeeRRRA43169
: BeaeaeaaRaA4316D
:BeboaeeRRRA431T1
:BeaoaeeRRRA431TS
:BpaoaeeRRRA431TI
: BeaoeeeRRRA4317D
:BpboaeeRRR 43181
:BeaoaeeRRRA43185
: BeaoaaaRRRAL3189
: BpaoaeaaRRA4318D
: BeaoaeeaR8A43191
: BeaeaeeRRRA43195
: BeaoaeeRRRA43199
: BeaoaeeRRR 43196

2-1 FRE

2T — 7). PzLS3wlhemAnfxsUiGNOgT5R6aH9" KyD8Cocd04EFIvWBQJZXpJ1qtu2rkb7Vl\/IY"-
YOIERT AXFRERT — T LREBED""

algn_A43141:
align 4

aPzl db 'PzL',@ ~
as3w db 'S3w',8

alLhe db 'lhe',@

aMan db 'm&n',@

afFxs db 'fxs',@

align db 'UiGN’,®8

adgt db '0gT",@

asré db 'SRE',8

afhg db 'aH9',8

ak 5 db "~TK',@

a¥dg db 'yD8",8

aCoc db 'Coc',@ >'
aDedq db 'de4’ .8
aEfi db 'EFI',8
avwb db "viiB',8
aQjz db 'QIZ",8
aXpj db 'Xpj',@
algt db 'lqt’,8
alzr db "uZr',@
akb7 db 'kb7',8
avmy db "VMY',@
asc_A43199 db "!",8
align 2eh

e

q>CyberDcfcnse

PzLS3wlhemAnfxsUIGNOgTER6aHI" KyD -
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2-2 7Y R LEBRES 5

sub_A48458 proc near

ptr
ptr
ptr

~sp

rdx

r8d
mov cx, rbp
lea rdx, [rbp+var_s2E]
mow ré, ro

.text:0000ER0B00AMBATL call sub_A3EEAB |

5 junk
xor rex, rex
mov rod, edi
sub rad,
cmp ecx, rod
jg loc_A41118
add rad,
loc_A4@8599:
lea rax, [rbp+var_s12E]
add byte ptr [rax],
; Jjunk
movZX rax, [rbptvar_s12E]
movzx r8, byte ptr [rax+rbp+2Eh]
3 junk

W(‘.ybchcfensc
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=it & L DRCARIE | :
FMEOYN Y2777 I VEEBL THRE2CTEFEFHEINTL S

Daserf Oni 9 : Plead
4. BSESNET—IDES KR4 BBOFEIRRT

NS

0x10005010 [Z#&#
F—RITEBLIh
M THD. CHT—%
EARLTHONHREMED
NXFNEER K, BH, BB
Shi-BENRIIT7L
encrypted config.bin &L T [E)##

Z8l Base64 71— I* RCATHRET MM, W—-SINCHWRAT—I~DT7FLA,
WS, WESIRNT IS 1 XHNEFAETRAY, K
YRR T—F~DTFLANAD

2) 7 FEEEZ rRc4 EF

ES LT —~% LZNT1 THEM
Friday, October 12th
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2-2 FREF

| _int64 _ fastcall sub_A40450(__int64 al, _ int64 a2, int a3, _ int64 a4)

i

__int64 v4; // rbx

__int64 v5; // rsi

int v6; // edi

int v7; // ecx

char v8; // r8

__int64 _@; // [rsp+@h] [rbp+@h]

char vars2gE[256]; // [rsp+2Eh] [rbp+2Eh]

unsigned _ int8 vars12E; // [rsp+12Eh] [rbp+12Eh]
unsigned _ int8 varsl12F; // [rsp+12Fh] [rbp+12Fh]

v4 = al;
v5 = a2;
vé = a3;

sub_A3EEA@G((__int64)& @, (__int64)vars2E, a4);
v7 = @;
if (v6 -1>=0)
{
do
{
v8 = vars2E[++vars12E];
varsl2F += v8;
vars2E[vars12E] = vars2E[varsl2F];
vars2E[varsl2F] = v8;

*(_BYTE *)(v5 + v7) = vars2E[(unsigned __ int8)(vars2E[vars12E] + v8)] » *(_BYTE *)(v4 + v7);

++v7;

while ( v7 != v6 );

}
return sub_A40430(& @, vars2E);

CRRLAES R

}

v = 9;
if (a3 )

v3 = *(_DWORD *)(a3 - 4);
*(_BYTE *)(a2 + 256) = @;
*(_BYTE *)(a2 + 257) = ©;
v4 = 0;
do

*(_BYTE *)(a2 + v4) = v4 + 5;
++v4;

while ( v4 );
vS = 9;

v = 9;

v7 = 0;

do

if (v6 >=v3 )

v8 = 0;
else

v8 = *(_BYTE *)(a3 + v6);
if ( ++v6 >= v3 )

v = 9;
vS += v8 + *(_BYTE *)(a2 + v7);
v9 = *(_BYTE *)(a2 + v7);
*(_BYTE *)(a2 + v7) = *(_BYTE *)(a2 + v5);
result = v5;
*(_BYTE *)(a2 + v5) = v9;
++v7;

while ( v7 );
return result;

q>CyberDcfcnse
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Y i el Sl R
int arc4_set_key(struct crypto_tfm *tfm, c
unsig int key_len)

crypto_tfm_ctx(tfm):

2-2 IR

WCybchcl'cnsc



https://elixir.bootlin.com/linux/v4.1/source/crypto/arc4.c

BEDORCA [0, 1 ... 255]

[, 1, 2, 3, 4, 5,6, 7, 8 9, 10, 11, 12, 13, 14, 15, 16, 17, 18, 19, 20, 21, 22, 23, 24, 25, 26, 27, 28, 29, 30, 31, Gicumiis
32) 33, 34,35, 36, 37,738, 30, 40, 41, 42, 43, 44, 45, 46, 47, 48, 49, 50, 51, 52, 53, 54, 55, 56, 57, 58, 59, 60, 61, fraii -
62, 63, 64, 65, 66, 67, 68, 69, 70, 71, 72, 73, 74, 75, 76, 77, 78, 79, 80, 81, 82, 83, 84, 85, 86, 87, 88, 89, 90, Ol %t

, 92, 93, 94, 95, 96, 97, 98, 99, 100, 101, 102, 103, 104, 105, 106, 107, 108, 109, 110, 111, 112, 113, 114, 115, 116,

117, 118, 119, 120, 121, 122, 123, 124, 125, 126, 127, 128, 129, 130, 131, 132, 133, 134, 135, 136, 137, 138, 139, 140, = : ==
141, 142, 143, 144, 145, 146, 147, 148, 149, 150, 151, 152, 153, 154, 155, 156, 157, 158, 159, 160, 161, 162, 163, 164 i: s -
, 165, 166, 167, 168, 169, 170, 171, 172, 173, 174, 175, 176, 177, 178, 179, 180, 181, 182, 183, 184, 185, 186, 187, 18i.: ‘= '«

8, 180, 100, 191, 192, 193, 104, 195, 196, 197, 198, 199, 200, 201, 202, 203, 204, 205, 206, 207, 208, 209, 210, 211, 2% 1v =

12, 213, 214, 215, 216, 217, 218, 219, 220, 221, 222, 223, 224, 225, 226, 227, 228, 229, 230, 231, 232, 233, 234, 235,
236, 237, 238, 239, 240, 241 242, 243, 244, 245, 246, 247, 248, 249, 250, 251, 252, 253, 254, 255]

RIZED A X X LRCA[5, 6 ... 255,0 ... 4]

[s, 6, 7, 8, 9, 10, 11, 12, 13, 14, 15, 16, 17, 18, 19, 20, 21, 22, 23, 24, 25, 26, 27, 28, 29, 30, 31, 32 33 34 35 :
36, 37, 38, 39, 40, 41, 42, 43, 44, 45, 46, 47, 48 49 5@ 51 52 53 54 55 56 5? 58 59 6@ 61 62 63 64 65

, 66, 67, 68, 69, 70, 71, 72, 73, 74, 75, 76, 77, ?8, ?9, 8@, 81, 82, 83, 84, 85, 86, 8?, 88, 89, 9@, 91, 92, 93, 94, R

5, 96, 97, 98, 99, 100, 101, 102, 103, 104, 105, 106, 107, 108, 109, 118, 111, 112, 113, 114, 115, 116, 117, 118, 119,

120, 121, 122, 123, 124, 125, 126, 127, 128, 129, 130, 131, 132, 133, 134, 135, 136, 137, 138, 139, 140, 141, 142, 143, " -
144, 145, 146, 147, 148, 149, 150, 151, 152, 153, 154, 155, 156, 157, 158, 159, 160, 161, 162, 163, 164, 165, 166, 167 s
, 168, 169, 170, 171, 172, 173, 174, 175, 176, 177, 178, 179, 180, 181, 182, 183, 184, 185, 186, 187, 188, 189, 190, 19 5

1, 102, 103, 194, 195, 196, 197, 198, 199, 200, 201, 202, 203, 204, 205, 206, 207, 208, 209, 210, 211, 212, 213, 214, 2
15, 216, 217, 218, 219, 220, 221, 222, 223, 224, 225, 226, 227, 228, 229, 230, 231, 232, 233, 234, 235, 236, 237, 238,
230, 240, 241, 242, 243, 244, 245, 246, 247, 248, 249, 250, 251, 252, 253, 254, 255 @, 1, 2, 3, 4]

WCybchcfcnsc



b
w
sl

WA XLEBRTS

sub_A431A8 proc near
var_s@= dword ptr

push rbp
sub rsp,
mov rbp, rs
xor rg,

loc_A431B4:

mov rled, rod

test rled,

jbe short loc_A431CD

shr rad,
xor rad, loc_A431CD:
jmp short loc_A431D1 shr rad,

loc_A431D1:
add eax,

cmp eax,
jnz short loc_A431B4




Tl
Z L WEEEDXorSFER

Google

EDB&8320

HMETTESE - Wikipedia
https://ja.wikipedia.org » wiki > WMEITTRBEE ~

NICEREENT
CRCMETF - ¥ LT=CRC - F43
COA—TIE 2 MPIERLT

Al

CRC-32 - SlideShare

Ay =t
CRC32 - Greenend

hitps:iwww.greenend.org.uk » rjk » tech » crc » SMR— % ERT

initial value of R is FFFFFFFF and the final result is XOR'd with FFFFFFFF. The binary

es out as EDB8832|

versed, as are '

CRC-32{CDUT - merom686's blog
merom686_hatenablog.com» 7 OS5 =>4
od—F&



2.2 2l L, GDEE?E

vint32_t cro_table[256];

void make_cre_tablelvoid) {
for Cuint32_t i = 0; i < 256; i++) {
uint3z_t & = i;
for (int j = 0; § < &; jee) {
c = (e & 1) 7 (0<EDBSE320 ° (c >> 110 - (o »» 1);
i

cro_tablelil = o;

H

vint32_t erc32(uinti_t #*buf, size_t len) {
uint32_t ¢ = OsFFFFFFFF:
for (size_t i = 0; 0 < len; i+4) {
¢ = ere_tablel(c ° buf[il) & OxFF] ° (e >> 223

1

return ¢

0%FFFFFFFF;
oc_A431B4

mainfuoid)

make_cre_table();
wint32_t cre = ero32(l;

return 0;




W(‘.ybchcfensc



3-1 <)Ly 7%—:%%'3—5

LEEEROEFR (Emdivi. Daserf. Oni. Plead &)

E _l
= X

« WAV ITORHEEICAREREEFRATESD



3-1 OSINT(Google)
INE TOMRITIERZEICOSINT L TlRfZ 12

Japan Security Analyst Conference
i » JS akatsuru_jp

16FEMWS CUPERERE
Daserf
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APID T O — K AL ‘
e R o e ERE NI XFHERLT

call lstrepyA

lea rcx, [rbptvar_s48] ; 1pStringl
lea ~dx, aXshgxhs

call 1strcpyA

lea rex, [rbp+Stringl) ; 1pStringl
lea rdx, off_A414F2 ; lpString2
call 1strcatA

lea rcK, [rbp+Stringl] ; lpStringl
lea ~dx, asc_A414F6

call 1strcatA

lea rex, [rbp+Stringl] ; 1pStringl
lea ~dw, asc_A414FA

call lstrcatA

lea rex, [rbp+var_s4@)| ; 1lpStringl
lea rdx, alwvnrS57

call lstrcatA

lea rex, [rbp+Stringl] ; 1pStringl
lea ~dw, aMxk3d

call lstrcatA

lea rex, [rbpt+Stringl] ; 1pStringl
lea rdx, akLgc

call lstrcatA

lea rex, [rbp+Stringl) ; 1pStringl
lea rdx, aHhnpgz

call 1strcatA

lea rcK, [rbp+Stringl] ; lpStringl

lea -dx, azots Minzen(XXMM) H Datper Th5H ﬂﬁ%ll\iﬁi\—l%—b\
11 1strcatA

;:a 'cx,c?'bp+:a“_si2\ ; 1lpStringl

EE?1 ;?E:,?E:gzhs Q?(JyDC|Jchcnsc


https://www.paloaltonetworks.jp/company/in-the-news/2017/tick-continues-cyber-espionage-attacks

3-1APIT 20— KALEEIZEH T 5 2

aa_get_proc_address_routine
aa_get_proc_address_routine_0

mov cs: InternetOpenfA, rax

lea rex, [rbpdvar_s68]

lea rdx, aAzr3ZaFIAj

call sub_A41140

mowv rcx, [rbptvar_s68]

call sub_410550

mov rcx, rbx ; hModule
mov rdx, rax ; lpFrocHame
call GetProcAddress 1

mow cs: InternetConnectA, rax

lea rex, [rbpdvar_s60]

lea rdx, aZaaSEZWzbIhj

call sub_RA41140

mowv rcx, [rbp+var_s60]

call sub_410550

mov rcx, rbx ; hModule
mov rdx, rax ; lpFrocHame
call GetProcAddress 1

mov cs:HttpOpenRequestA, rax

lea rcx, [rbpdvar_s58)]

lea rdx, aZaaPzWzbIlj

call sub_RA41140

mowv rcx, [rbp+var_s58)

call sub_4105390

mov rcx, rbx ; hModule
mov rdx, rax ; lpFrocHame

call GetProcAddress 1

File Details

Ty O— K NAAPIDTEAA BT

All Details:

B 7e3006f77d59c4b7ad9a8b6542a7d634f16246b5.r

e3006f77d59c4b7ad9a8b6542a7d634116246b5K

137KiB (139776 bytes)

PE32 executable (GUI) Intel 80386, for MS Windows

2f6745ccebfBeld9e3e5284a895206bbb4347cf7daa2371652423aa9b94dfd3d B

> ] VIRUSTOTAL

SUMMARY DETECTION DETAILS RELATIONS

Ikal us> L) nujarn-puwinuduc. AyciiL
N =

Jiangmin Q} Trojan.Datper.g

K7AntiVirus (1) Trojan ( 7000000f1 )
7GW (1) Trojan { 7000000f1 )
Kaspersky (I’,‘l HEUR:Trojan.Win32.Datper.gen

MAX 4 e (ai Score=100)
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R e Eéﬂfbt%Ai:/747#‘ﬂ—Péﬂfm
* aa load configDdLIBA= TS AT 47 U)ﬂ ED]
TRYISNT WD Z & EBET 3

call suh_MzﬂDE}

mov rcx, [rbp+var_s48]
call sub_A42988
BASBD3E maw cs:dword_AFB838, eax

lea rcx, [rbptvar_s38)]
o ke o dusnrd AEBRAN mov rdx, bp+var sC88
IQ wrefs to dword_AFBO30 lea -8, agc E.EB'FEII- ]
Direction| Typ Address Text mo rod,

call sub_A423D8
E Up w aa_load_config+37E mov  csidword_AFB030, eax mov rex, [rbptvar s38]
B r iaa_main_thread+BaC ‘cmp  eax, csdword AFB030 call sub_A42568

mow cs:dword_AFB@34, eax

lea rcx, [rbptvar_s38]

mow rdx, [rbp+var_sC88]

lea ré, asc_ALBF24

mowv rod,

call sub_A423D8

lea rcx, gword_AFB@38

mov rdx, [rbp+var_s3@]

call sub_48FABS®

lea rcx, [rbp+var_s28]

mov rdx, [rbp+var_sC88)]

lea ré, asc_ASBF24

mns rOd
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