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Ghidra®Bookmark

o MFEDT7U—,THELIVvIIT—IOMIFEETHH-T=T=Ghidrad Bookmark
KREZF - CRIBEZ BRI EFH

e YV—)L/\— — Window — Bookmark

| Bookmarks - (filter matched 5 of 13)
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MNote
MNote
MNote

Filter:

0101

par Defined Strings %
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By | Category | Description

(D0040296aDCALLEF S TR TENZMIZAE DAL
FUN_00401ba3%@54 L. BE SO ISR DS/ JOIEEEEE..
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1/ Bookmarks *
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[IREE &% . Human-Operated Ransomware (RMBSHLHIT)
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Japan Security Analyst Conference 2020
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e PDB OfF#HMNZINTLD
o NEPHILIM.pdb

e NEPHILIM TH#ERT HELKDOHD
Meet NEMTY Successor,

JATEENAHDOMND Nefilim/Nephilim Ransomware

a R

Defined Strines - 2 items (of 143) B |
r String Value Ransomware families NEMTY, Nefilim and Nephilim continue to evolve and merge, taking on

00403540 NEPHILIM
00404418 CHav¥suck¥if¥pdb¥Release¥NEPHILIM pdb

aspects of other successful variants that aim to encrypt and extort.

Filter: nephilim|

/' Bookmarks x oo Defined Strings
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The flag is: MWS{NEPHILIM}
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e 0040296aMCALLAF 4 TIEDAT _004051M0MDEMNIEUHEIN D

o DAT _00405110I1ZI&GetProcAddress TH 4% L 7=ShellExecuteAD 7 kL X
MA-TLVS

PUSH s_shell32.dll_004035c8
CALL E KERNEL DLL:
MOV [DAT_00405114],ERX

LAB_00402
CMP dword ptr [DAT_00405110],E
JNZ 40295¢
PUSH s_ShellExecuteR_004035d4
PUSH
RNEL LL:

[DAT_00405110],ERX

PUSH
PUSH
PUSH

€9 5 ESI
MWS Cup 2@2@ ff 0 o CALL dword ptr [DAT_00405110]
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ShellExecuteAlZ&DATURNDES

e ShellExecuteA HINSTANCEhShzllExec_J:'—:A.(
fobe b [ — 4= HIWND wnd,
o E3EIMICIEEITIEIFAI LPCSTR 1pOperation,
o HASIBUZFIZEDSIHZIEET D LPCSTR 1pFile,
LPCSTR lpParameters,
e cmd.exe/c LPCSTR lpDirectory,

o bcdedit /set {default} bootstatuspolicy ignoreallfailures INT  nShowCmd

o bcdedit /set {default} recoveryenabled no )

o wbadmin delete catalog -quiet & wmic shadowcopy delete
o IVTVFMDULIE

o T—rRDRI—F7YTEBEEDICTS

o N\wIFPvTHRAOT DHEIk

o MRYa—Li¥FHoaE—DHIK
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GetDriveTypeW®D:;EY{E

e GetDriveTypeW MiRYEH2,3,4DIGEDHBEFILES LS

Return value

The return value specifies the type of drive, which can be one of the following values.

Return code/value Description

DRIVE_UNKNOWN The drive type cannot be determined.
0

DRIVE_NO_ROOT_DIR The root path is invalid; for example, there is no volume mounted at the specified

eap() ; ! i

TR *)HeapAlloc (hHzap,dwFl

DRIVE_REMOVABLE The drive has removable media; for example, a floppy drive, thumb drive, or flash card
2 reader.
&local 18;

FUN_00401314(slocal_18); DRIVE_FIXED The drive has fixed media; for example, a hard disk drive or flash drive.
i : teThread ( (LPSECURITY_ATTRIBUTES) 0x0,0,FUN_00401b8 3

DRIVE_REMOTE The drive is a remote (network) drive.
4

DRIVE_CDROM The drive is a CD-ROM drive.

MWS Cu p 2020 DRIVE_RAMDISK The drive is a RAM disk.
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The flag is: MWS{123}
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e

1. C\aaa.cmd
A\bbb.log

Amwscup2019.pdf NEPHILIN
el

‘$Recycle Bin\deleted.txt
\Python27\python.exe
A\Python27\READMETXT
A\Python27\DLLs\sqlite3.dll
A\data\mws2018.mp4

209

N\data\mwscup2020.pptx
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B ERRI7ZLILDEH

e FindFirstFileW [Z WIN32 FIND DATAW #&:i& A% & A

e FUN_004013fe [T IstrcmpiW TI74 )L EHhsRF% LLER
o FHICHTEHEFLHEWGERFIT7MILERESE

e@ Data Type Chooser Dialog
N32 FIND DATA!

.cFileName);

lstrcatW( &&

10, (LEWIN32_FT I=0)) ss&
NI ss

&&

if (hF
do {

iVarl = lst
if (& 0)) &
lstrcmpiW (

lstrcmp

o
1)) ss

I=10)) ss

arl != 0 &&

NN
] _418);

DN ss
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YERFDRAAR(?)

FUN _004017b2 %219 LB S{ELT-
274 ILDYEEFELT .NEPHILI | Z3E
Mg bZELHmns,

36T FUN_004013fe 52T 5L B

(iVarl

NEPHILIM £BA BE LTINS E . e

lstrcpyW (£ ,3t%”;;;1;;;1,

1strcatW(t

MoveFileW(src_ -ll-1aT~ filename nephilin);

return

= lstrcmpiW (lpSt

1strcmpiW (1lpSt:
rl = lstrcmpiW(lpStringl,L"

((((iVarl = lstrcmpiW(1lpStringl,

BleEnf=T7AILIZfTIFENBHLEF
Z1D C:\mwscup2019.pdf. NEPHILIN

LESERRELD,

MWS Cup 2020

((iVarl

(iVarl = lstrcmpiW (1} ringl,L"

Varl = lstrcmpiW(1lp

src_filename);

-----

= lstrcmpiW(1lpStringl,L".1nk"),
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The flag is: MWS{369}
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EPEIFEEES

o EREMLEEKDORETHEAMNLL finderypt 5
py-findcrypt-ghidra

FindCrypt for Ghidra written in Python. All constants are referenced from finc

Installation

clone this repository and add the cloned path to Script Directories in Script Manager of Ghidra.

Usage

Run findcrypt.py after installation. once successfully done, this script will show the found algorithm name and

address, like following.

findcrypt.py> Running...

[*] processing non-sparse consts

[+] found CRC32_m_tab_le CRC32 at 4b2992de
[+] found SHA256_K for SHA256 at 4b28d9e@

[*] processing sparse consts
[+] found SHA256 H for SHA256 at 4b2edb2e

[+] found MD5_in ~ MD5 at 4b37a61@
[*] processing operand consts

MWS Cup 2@2@ findcrypt.py> Finished!
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findcrypt
e AES @ sbox MEDMABMD T, sbox M XREF Zil>TH5

~' Console — Scripting

findcrypt.py> Running...

[*] processing non-sparse consts
[+] found Rijndael sbox for AES at 004030a0
[+] found Rijndael inv sbox for AES at 004031a0

[*] processing sparse consts
[*] processing operand consts
findcrypt.py> Finished!

MWS Cup 2020
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AT LMBHETXREFEZWLS

o SbOX 0) XREF 75\[5 e _lc = (LPVOID) ((

2l (((int) loc L AR < 0) |1

00401000 — 0040128f — 004017b2 £ T (Qoca1_ic = (urvorD) 0

(SBORROW4 (local 24,

XREF #ill &, Windows API A3 s
FEHNTWAHEMFETEETS stes = Drese

ap = GetProcessHeap();

. Read File V ) -~ = HeapAlloc( 1S5
SetFilePointerEx (local c, CONCAT44 (] 2
— FUN_0040128f (AES M sbox 22 R) [ IS ——"
FUN_0p40128f (extraout ECX 01, (int)loca
N erteFIIe ' . (undefined *)local Jve

SetFilePointerEx ( ) , CONCAT44 (1locse

DRNNRZDHDT, el fosee, o ot s,
0040128f WO 7A LIS {LALIE D B 4K e

} while

MWS Cup 2020
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The flag is: MWS{0040128f}
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AES DLHR=mHEERT S

o findcrypt M5 AES 2EH MO TLVAD T, EVMZRE T DIEHTIRT

o BERICESTIVVFREDRHENELS

128-bit plaintext

----------------------------------------
» £

Round keys
(128 bits)

Encryption Round ?

Round N,
AddRoundKey | : (slightly different)

»
--------------------------------------

MWS Cup 2020 128-bit ciphertext

Key expansion

Cipher key
(128, 192, or 256 bits)

“ Key size
o5
12 192
Relationship between
number of rounds®)
and cipher key size

26



AESORE

o BEIZLITMD3ID

o 128 bit = 16 byte
o 192 bit = 24 byte
o 256 bit = 32 byte

o ERMNDMNILEVREL LMD

FUN_0040128f (undefined4 param l,int key,int param 3,uint param 4,undefined4 *param 5,

undefined *param €)

{
char *pcVarl;
int iVar2;
uint uVar3;
undefined local_c4 [17€];
undefined4 local 14;

MWS Cup 2020
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DS RILE

e FUN_0040128f Bt 51 #%3U5

o EDAMMELIER
o SystemFunction036 Z#|FAL TS 4 L7i16byteZ £ R

RtIGenRandom function (ntsecapi.h)

2 min

12 2

void _ cdecl FUN_00401d0é& (undefined4 param 1)

[The RtiGenRandom function is available for use in the operating systems specified in the Requirements section. It may be

== (HMODULE) 0x0)

LoadLibraryA !
GenRandom function.]

altered or unavailable in subsequent versions. Instead, use the C

The RtlGenRandom function generates a pseudo-random number.

08 == (FARPROC
tProchddress(

Note This function has no associated import library. This function is available as a resource named
SystemFunction036 in Advapi32.dil. You must use the LoadLibrary and GetProcAddress functions to dynamically link

return; to Advapi32.dll.

MWS Cup 2020 28



IOV REBER I ERT

o sbox BELNTLNAEHOEYERET &, - N
004017b2 HY AES DA/ ALIBIZE% Y

o TUUNEIEL10

£ ESI);

aa_SubBytes (uns

aa_ShiftRows():
aa_AddRoundKey() ;
return;

MWS Cup 2020
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004040f8DT—3NDFEER
A-Za-z+/ TSN T=-3XF3I

r_xl
-

5 _BgIARRCKRRABSUOExARgARRFRROB/FUVX 004040£8

= = |

FT

2

rx

004040£8 4:
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004040f8DT—ARNDE M EHEER

e FUN_004024d3TZEEINTLVS
o WinCrypt& B # % & RifiEiR

o CryptStringToBinaryA
m CRYPT_STRING_BASEG64

o CryptimportKey

e CryptimportKey TA > R—

RSADEE =
From Base64 ©
Za-z0-9+/=

MWS Cup 2020

1

ntextA(s

length: 368
lines: 1

+0O03)E=

BgIAAACKAABSUBEXAAgAAAEAAQB/FUVXt7T58/+rvMEUgMY tLLSGTE3wb8GOrvnc6hHRWXTOZ9
49kzYnuSHt9gZ5+QRG+QcHLzh9g4xg6yVL Joh@qwd2+mOL97W7pDSEHVI 1 Tv+E1z912QHzauml
itpEG85U5zgIpAQIEVKUE suxXOPRQ8/1KIQIUEDi@OHSBARWVISbu2qK4/cmqD2H559n358FxH
5+IG36GQVW7RqoIQPIG1SphLo15g6uBQd6RS7krwAn14AFMBPCweKLFXFADGP+ZtvMebXqH1by
YxpOmHhSxVOjrqbLmtJI4epDVWKMcor5FS6raZyevpCiOfXeTiSOoRr4pFAdxKuA2GdRA1cG+

Input

time: 2 —
g 276 @ID@E 0
1

Output -
lines:

..... H..RSAL..........EW- "UGy«¥A. .f-,».|M3OA.%ul&.NYtoIp=.6"1!

i6.yli.FU. ./8}. . 8%K&. t«.vic.+p»h4. .ReNy.x2el.6jé. .UD.IT¢8.1.. .RO.Ex

\aNCI&(.5P@E0AL. .VT. .»]. c.gR..A{>

mi..vi. !.E.T@.252.9. .zE.4 . "x..0.AA3. JwAlcpfOlypé.voc.N.xRASE® | E.Oxz.OXE.

¢%EK2a0g’ "n(.}}. . # FX)..q*a6.0x.A%

33



Q)

Q)

)
et
)

antr

-

HeapAllec (hH

= GetProcessHeap():

= (undefined *)HeapAlloc(hH=ap
CryptEncrypt (sxtrac
CryptEncrypt (extrac

ECX, (int)2E

(int)i

S

r

void _ cdecl CryptImportKey(BYIE *bData,DWORD dwDatalen)

HCRYPTPROV hProv;

cc == (HMODULE
LoadLibrary:

[

L ("

2 |void _ fastcall FUN_00402623 (undefined4 param_l,int param 2,undefihed *param 3)

} while (iVar
(DAT

if

=s)i 27 | if (BVar2 0) {
ExitProcess(0); ; A
}

return;




The flag is:

Base64I>a—FEN1=RSAD AR T
HY. S LERLI-AESOIES@LIVE
SS9 HDICHHATS

(ChizkY, HBEOFOMEENTTNIETDFIILED
HDZEW/BTELLLED)

MWS Cup 2020
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ERMERDORNEHT (R~ )

) _ﬁ‘-ﬁﬁlﬁ if (DAT 00405028 == (FARPROC)0x0
© “%TEMP%gOdeg” @K?ﬁl] *: ; = CfetPrécAddress DAT 0040502c, "GetWindowRect") ;
o FUN_004027eb T CryptDecrypt [Nt _[
HFEALTANLLDT—4%

1215

= (HI‘VIODT]LE)F'»‘M) {

Bitmap YERLR D API FEUN L [y
FUN_004027eb TS LT= S
T —%4% DrawTextA T bitmap
[ZHaE
MWS Cup 2020
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ERERDORNZTHRD (BF)

hFile = CreateFileW (gc 0 00,0, (LPSECURITY ATTRIBUTES) 0x0, 2, 0x80, (HANDLE
Y fﬁﬁlﬁ if (hFile != (HANDLE)Ox
. . . WriteFile (hFile, &biitmap fileheade , &1 18, (LPOVERLAPPED) 0x0) ;
@) CreateFlle + erteFIle C WriteFile (hFile,bitmap ir o, 0%28, &local 18, (LPOVERLAPPED)

WriteFile (! , | Ca, ’ 18, (LPOVERLAPPED) 0x0) ;

PEFTICHEOTLVT—F [
Z “% TEMP%god.jpg” [ZH 73 8 (T o - SorthommghTR,
o SystemParameterinfoW T

god.jpg Zfa A LoD

= GetProcAdd

5048) (local )i

O m =JL == DeleteObject (1 . de).s
/ \7)(_9ttl—c I:IXE if (DAT_00405084 == (HMODULE)0x0

5084 = LoadLibraryA ("use

i == (FARPRO
W = GetProcAdd 2 084, "SystemParametersInfoW");

return;

MWS Cup 2020



AR (AT ~ P 3F)

e DrawTextAD 5| DAE
o FUN_004027eb 5, EESF RO T—43 DAT 00403990 M XREF #R %
o DAT 00403990 & FUN_ 00401314 THEHLNTEY.
"NEPHILIN-DECRYPT.txt DXFMNoBZBHXDIERMEHBITES
o DrawTextA TEZFAFNST—RIIRELEZEEXTHY. god.jpg (B BEEE
HERITES

| Decompile: FUN.00401314 — (b8066b7ec376bc5928d78693d23

lstrcpyW(local 220,param 1);
1strcatw(loc 0, L"NEPHILIN-DECRYP xE")
I 14 = CreateFileW (1l 220,0x40000000, 0, (LPSECURITY ATTRIBUTES) 0x0, 2,0, (HANDLE) 0x0) ;
1 != (HANDLE) 0x0) {

40
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TIPS: DAT_00403990 O INEDFEER
WinCrypt APl Z{F>TEBTTHENTES

MWS

from ctypes import windll, c_void_p, byref, create_string_buffer, c_int
import base64

PROV_RSA_FULL = 1
CALG_RC4 = ©x68081
CALG_SHA1 - 0x8084
CRYPT_EXPORTABLE = 1
CRYPT_NO_SALT = 0x00800010

note = base64.b64decode("017RAu5d70F1Z1Qy5v6PadIpzy++fYGjDN8xcVngzr2w2k23vmAe2S9gHASLjqRncc

hProv = c_void_p()
windll.advapi32.CryptAcquireContextA(byref(hProv), ©, @, PROV_RSA FULL, ©)

hCryptHash = c_void_p()
windll.advapi32.CryptCreateHash(hProv, CALG SHA1, @, @, byref(hCryptHash))

data=b'aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaasaaaaaaaaaaaaaaaaaaaaaa’
bdata = create_string_buffer(data)

dwdatalen = c_int(len(data))

windll.advapi32.CryptHashData(hCryptHash, bdata, dwdatalen, 9)

hkey = c_void_p()
windll.advapi32.CryptDeriveKey(hProv, CALG_RC4, hCryptHash, CRYPT_NO_SALT, byref(hkey))

bdata = create_string buffer(note)

bdatalen = c_int(len(note))

windll.advapi32.CryptDecrypt(hkey, ©, 1, 8, bdata, byref(bdatalen))
print(bdata.raw[:bdatalen.value].decode("utf-8"))

Cup 2020

Two things have happened to your company.

All of wour files have been encrypted with military grade algorithms.
The only way to retrieve vour data is with our software.
Restoration of wour data requires a private key which only we possess

Informat ion that we deemed valuable or sensitive was downloaded from wvou
We can provide proof that wour files have been extracted.
[f wou do not contact us we will start leaking the data periodically in

To confirm that our decrvption software works email to us 2 files from r:

You will receive further instructions after vou send us the test files.
We will make sure wou retrieve vour data swiftly and securely and that w
[f we do not come to an asreement wour data will be leaked on this websi-

Website: http://corpleaks.net
TOR link: http://hxt254aversziein.onion

Contact us via email:

Johnrachford@protonmai | . com
jeremvharfman@tutanota. com
Tombambfort@srotonmai | . com
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MM <HRT ()

e SystemParameterinfoW D 3|#DAE
o AP|I DEI#ZERAET DL, 0x14 TEMMD/INTA—FZEIETE
o BEXDEMIMEBRETAVMIIZERELTLS

W = GetProcAddress (DAT 00405084, "SystemParametersInfoW");

SPI_SETDESKWALLPAPER
0x00fH]

Note When the SPI_SETDESKWALLPAPER flag is
used, SystemParametersinfo returns TRUE unless
there is an error (like when the specified file
doesn't exist).

MWS Cup 2020 42
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MWS Cup 2020

ff % Two things have happened to your company.
‘:_: bt
ECERON, || | fecol | Mtops K1 All of your files have been encrypted with military grade algorithms.
The only way to retrieve your data is with our software.
D’o jﬁ . Restoration of your data requires a private key which only we possess.

Fratey — —FISHE Chent netwoTkeen
Information that we deemed valuable or sensitive was downloaded from your network to a secure location.

Aﬁ . . We can provide proof that your files have been extracted.
o

If you do not contact us we will start leaking the data periodically in parts.
sepublicoa,

Chiomeé

To confirm that our decryption software works email to us 2 files from random computers.

A You will receive further instructions after you send us the test files.
rf!p;,a . will make sure you retrieve your data swiftly and securely and that your data is not leaked when our demands are met.

If we do not come to an agreement your data will be leaked on this website.

g . Website: http://corpleaks.net

it nimii TOR link: http://hxt254aygrsziejn.onion
f . Contact us via email:
CCleaner  commerciak.. Johnrachford@protonmail.com

Jeremyharfman@tutanota.com

. Tombambfort@protonmail.com
£ ANY B3R

VLC media  frontsure.r, .,
player
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The flag is:

B HERDENEHTHT.
BEfLELTRETS
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BRBICERLI=7ILOT 7D/ afE

b8066b7ec376bc5928d78693d236dbt47414571df05f818a43fb5f52136e8f2e
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