IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII

MWS

MWS Cup 2022

FEZI




ANTI MALWARE ENGINEERING \wORKSHOP

MWS Cup& (2 ? MWS

NIz 7P AN —KEBEOBETERTZFE S AT AN

MWS Datasets ¥ ZILIRIKEE - YL = PHEREZEMICU T
EENGEENHEI N,
S ABSHINAEE. BHBEFR D H DI RIEHREL© £00

V—I)L - T—Fty NER/N\NVHY Y 25
Y IV T T ERRRRAT 25
NILT T 7 REBRD 29
DFIR (A @M. 7A4L>Yv7) 25

T 100 =



IMNY—E

. F—LH 14
L FLAT 8 77

. MEMTLA ¥ —H 51
L HAARE 6017
BB AYSAVBM 47 : 30




ANTI MALWARE ENGINEERING \wORKSHOP

IYh)=F—L—K

DIAE S

SakanaCushion AR TEKREF

F.SE NN

M EREERTAENEO REREWRBIZERIMTAKZE R KE

KAWACry BiEHEXF

we love MR BERRAEXE

UNZEH BRBEXRFE. NTTAZa2=Z45—y3>vX

CE NP [ LI K=

AT Xakuro HEREMAY, BEAKE. BHAAF. HIZE/ER.

NB¥fT_Sapphire BEAE, AR, RREMAR, FRIEHMAP. AR, HIZIVRATLALX
AT _Emerald BEAZ. FAKE. RREHAZ. HIZEErR

N8l _Nitamago EHREMAY, BAAR, ERERAY. Bia8ER. HIZIVATAX
& hENH NTTdZa2=Z5—y3>vX

MAKUSHITA NTTdZ2=Z49—3¥3> Xk

Enduring Pug fif] | LI A



R

. BREER

. BREEE

- NV AV UEFIERE
. ERRYFR T AR IR
. REDITERFIEES
. DFIRER & B

10
z

AN

%/

IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII

MWS

BENDENTF—LFEITTEHL,
SEFEOM T F—LIZEMED

SOIFAMEEEFRDRBEHBER(C
o TELITETHARL.

- | ZER P =]

RERET D




IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII

MWS

MWS Cup 2022
DFIREBFIZ=RS




IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII

MWS

F—/I SakanaCushion
(KBRTK)

DFIRREE 24/25 pts



7 £ b a0 Q@ -
(@, LT AT =1~ Sl e <G

]

)" I 2 ) g

IZ, \\V%///‘\\\ﬂ% \\@///gg\\/\ﬂ.\\\x\/\\«% h.\» \h\\hl IV ;.a.»\m /ﬁ_/ﬁ“ — %W

el NNl et s RN 2 e

/ AN o NS ANIESS UST PO INR N
@vE%ﬁ@M%%?W%gggﬁ&%@S\ N S TICN | A%

SShe| N

e

IS

e
A

/4

Zz

-,
i

72—

5SS

a

AN
paY

7
i3
o/

N

=
S
\5\\
=2\
\\\‘R\\\“ : X
=

NN
AN
7z

72
—
\“Ir»

NN
N\
=

2
SN

TR

Q2=
NN
NN
S
e
-

\

7

SO
7

A\

7%
Aalhi
s II/,//W

SH

Gz

1
J
il |

[

77,
g7

55
2

!

T

g2 INDF L7,

=
s

.

77l
IS

Y

=E=

i

=

c
(]

2022410 H 26 H

N TEHRALHL

<A

N\

>-.

-

—

1
&<\/
4

D

A

=

5
MR B
£
&&=

Y]

/i

/

1

i
-

)

H
T
N

=
%

a
%

NN

<S5
U
5
S
S5

S\

<52

=~
22
L,

— %t ]
¥
g’

st

ik

%

; 0, iz
O\
®

G
H
y

)z
I

™

223,

3

g
il

MWS2022

g
N

7

FFICix b 1B F5 7 i

=L/
MWS Cup 2022 DFIRZF I8 bs

X
RYA
H

F— 2 SakanaCushion
<

R7-DF—LlE, VY 2 TXNRMBAMEBEKTY —27 > ay 7D

A
D ! )
° =
» Aoy >
\v v, w\ﬁ
Sh e
AR
7 (PN
> ) ¥ é A\
¢ LS
g =N\
vJ O Ny
~ !
- A ‘/,//
N tJ 7 a
RN NN ~ =
A L\ ,§ —
W= - IS
o M) )
NP QN 2
N S ——
N o M
e -
Y
o o 5>
ULy i
o ) L N
N A I—
A AL
VIR AR A4 : (JE
/« _._“,.a )0 o))
Nz )
VN
N, RN YN
VS 2l :
NI o\ AR 09990, KT
NN & mimilay I S-S Sy AING
&%%%%ﬁﬁ@%%?@é%ﬁ@?k
NN L 0 =) G\ A 77| [N 7 )
NA\Z R\ IS SN =A== $ N = 7
b R =
i ///////////V////A\A%AA//@///MM/\\C DTSR NI < ,




IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII

MWS

MWS Cup 2022
=B 2t aB PR




IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII

MW/S
F—L we love 3E

(RHEHXEF)
REDTERE 25/25 pts

Members Score Entries

we love AR 53 0.93400



T b a0 Q@
O LN W ) A x..%. P, <O G
ﬁ%%%%%@%§§%§é%ﬁww
48> 8\ ) Vel M CSSa @ NN = /1)
\% S s\ S\ \\,0#1\\\\\\\\\\\\\\\\[\.////@4,% NN .=
WS\ S NN S - §.= S \ DN ;\ ~
%%/éév«%gﬁ%(v&§ﬁ%§\2 afe me«,wﬁ w,w.:.« ﬂgg__ 1&

/ AN N>
ST e

e

IS

e
A

/4

Zz

-,
i

72—

5SS

a

AN
paY

7
i3
o/

N

=
S
\5\\
=2\
\\\‘R\\\“ : X
=

NN
AN
7z

72
—
\“Ir»

NN
N\
=

2
SN

TR

Q2=
NN
NN
S
e
-

\

7

SO
7

A\

7%
Aalhi
s II/,//W

SH

Gz

1
J
ol

[

77,
g7

55
2

!

T

=
s

.

77l
IS

Y

3

2022410 H 26 H

N TEHRALHL

<A

T
N\

—

7=
EZS
>,

ZEE
5|
i!ﬂ
&

A}
{
7z
=
]|

N

H
0

)

[\

1
X
N\

f

5
=
2

NN

\\\,‘,
=<
St
ZENN
S

S\

<52

R

— %t ]
¥
g’

st

ik

%
; 0, iz
O\
®

H
y

)z
I

™

223,

3

g
il

MWS2022

g
N

[P Cix b BFH R 2 I £
A

3

[=LIN
MWS Cup 2022 FJ& 7 k&

W

I

Z

%
LE
EES\

<5

F— I welove IRE
7z DF — L, vy = THREMFEAMERTY —27 v ay 7D

N

Iz

b -

o

: 5
Ay
B
5%

10 ¢ce
s

BT, KT
L £,
A

Z
9

—

=

SOS
AL

>

 a
-
- >
bb

Cx
>
7

>
)4

X2
=

§

N
Nz

\\\\“\

Az

27

ST

”/

&z
U

lie
DI

ANy

Ztrz,

=

5o T,

L

=
%

WS Cup 2022 |

I

L7z
—~ o0
%
— N2

"=

\'\

M
§W<;

q-ﬂ%vNitl&e\\\\\\\\\\\.,\ N
O
N2 L f)” AT,
&2 &l >S5k
oz
S N7
N el

2N — > s
2 il i

&
M

QAQ Qg cﬁ
K 2% v, V\o AA_
2 Nie (A Qg ..q:

g AN / .v.w;ﬂw%v‘ 2 hm\\ ' lvf s
ey
S\ S =[SO NN RN S IR T
ﬂl/% \\\ ///////,///v%f///u#r/\/\/V//M./Vﬂdr//‘W \\\\_.hb<.‘-r //NNN//v / /////&;o Q —— ‘
R RS YR =

v §
TR

a]
/




IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII

MWS

MWS Cup 2022
AR RUBRIT AR =R



IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII

MWS

F—I KAWAcry

(RHEHEXE)
FRRBRIRERRE 25/25 pts




2777

aOaOaOEO_,,;,;:; . R 27 =

e WV
@ B >SS\ YIRS )
& TS I E SSSS\ezg =\ S0 777> S = N =
= N7/ S LSSl = PSS\ 22> S\ , Z A\
= I eI e S ‘“‘“‘mm\\ iy l\]]“\ U o
P27 i/ N e =\ DI
2 /\\\" = %}"é"““ Ty “ = ’//// N
N2 = S lQ'*llj X NN
N Q" I I~ /7‘\\//\\
9 {f
N N

N
%)
e

2N
2\
>
,A’\
N
W

NN A NN
N4 S NN NN
IONN AN\ NN
N AR N
NN VO ZVNNA
ON NN 23\
NN (TEVENN
NS 22NN
Qe S 2\
- MWS Cup 2022 EHfEHTE S
=INNY Z\L
A= N ¢ A
RN F — W o
it L KAWAcry =
N BN N
VoA S
N 2N 2 (Y
NLJINEN 27~2\\Q\\%Z
%‘)ﬁ% N > Sofss S ° 5%‘?%\(@5
S WA AN gu [y A NN T
PR DTF = LE, AT 2 TR M ERY -7 ay T
" N
g G Im

%\@\v MWS Cup 2022 iIZEB T, FETEFI TR DIEF REHE IO
L7, £oT. TTICEZLF T,

20224E10H 26 H

— M R TR 2
MWS ##Z B K &H 5
MWS2022 EITERERE A

S\ 772 <
N\ . Yy NI i B aNS 0 ST NS T P2 R D S S bt N Pepsssss =



IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII

MWS

MWS Cup 2022
INY 1Y D RBPIE B




ANTI MALWARE ENGINEERING \wORKSHOP

I\“J7J‘/ = 3] 23 79/25 pts




A

Q72
T o
P NN e —

M TR e
S S

e

L2 7 7/ N RS SY
@) A ez SR e
Q//, /. S NG = - =N\ =
= S eSS > S W’”{’(’”m"“"\i\i‘\g
MBMBMBISBKXX
X/

i)

\:
/§\ ="\
N\

N
2
N

2
N 1
VAEN 7

QN
\2>>>>/////’////

A

ANVAESA(RS I
% \l/// (ff@: \\ y §’q A
N A= o9
ONANVVAWR NN
N )N ( '5%:\ N
s N
N NN
N v V)OS N2\
3 MWS Cup 2022 »~ v 1 v v 35BS R
> /NN OSVNRS
NI 8

77/

4

N
4

F—2 UNE» e

&) N

Z8) N\ Y
N BN o™
TILINEN SN
L BREOF— LR wAY = THEFRAMERT -2 v 3 8
PN R72D VAL N VIRT FL H va v 7D 2

(>
QL
t@\)}&
=2
A2

S
(S

NN

Q\i MWS Cup 2022 K_ﬁb)"(\ Ny 71 V%BFﬁfﬂ%%fﬁﬁﬁ}ﬂifﬁ%ﬂl&b
- F Ll koW, ZZIIEKELIET,

N

D
7
\Ga s
?"CC
&

R 2022410 H 26 H

So OB

% N =+ ~

@ R AL A
MWS fHiZ B E &H B

MWS2022 EITREE FA MW

A
N
g

—

eSS

gl

';} SN & NG, 5 o . ‘.‘.‘i;‘/\??":"'\ﬁi’.f’ - 0 S eSS P psnnns >
E =N\ E ST o e s s SN @ a8 07T SV PN T i@ 257 1 25 YR I8 s R, o 4 € g0 2 007
WS s b il ST S Wy S S S N Y[ SUS AN S e ‘?‘%"{?‘% B s OS2t X =



IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII

MWS

MWS Cup 2022
oo £ =0



F—L UNFHH>

IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII

MWS

(BEREEXKE. NTTA=S2=Z9—Y3y X)

INYAY 2 (FREET)
AR (FRRE2)
REZ (ERE3)
DFIR (&84)

A&t

23.79
21.00
21.00
16.00
81.79

KKKKKK

Github

zzzzzzzzzzzzzzzzzz



=\ Lhihu TR

S AT
227
22222772
=

N\

=74 /7% ~
AN =
N )
N —
N WA\ %”{lmﬁ\\\«/{(\’\’\"}}
Qé/%ﬁ&%%%&@' : = O\
N SR
N — NG
INISN ~SINON
2/§\//¢§g§b SO
. MWS =
=\ N Y N
up 2 VALY A 0N
p 2022 #& o
e 1 2N
Y
AN

7
7
N

k

— %

T
1\

Q

>
Q

TN
I
P

&

(]

NT DN

N N

&%@%ﬁ?%ﬁ —

Ly VAN

N N

‘§¢4/§\2%

SENY N

,. =Y

IN )
Y
AN
N\

S

S
Sl
SN
ST
’7)]

S

HInTzDF
) e cj:‘ S
MWS Cup 2022 i %‘;ﬂ/ i i?ﬁﬂiﬁﬁ%kﬁiﬁ:}ﬂi 7 — s |
Y Ho>C. ZZIcEE <. ;ﬁﬁé\f%"ﬁzﬁz@fﬁ%\%f o V= AVA))
N chﬁﬁjbij—o 2 gm,ﬁ%‘uy&bi Lj",,.
20224£10H26 H

£,
A R A
N7 B /ava = =
- MWS #i#ZaE &H b
S2022 RITRER FAKME

—
S

>

il

S

:%\ \‘ \ oo ag -\t
z PN g 0p &
A 2 i \E’\%%\ W%rfl‘/{ifz&?g\\\\\\\\ﬁo\!-»vx\\\ii-‘ﬁ«f'o o
Ao W S Cn 5 A§\\\\\\\\ §\\ = o NG P
JQ K S \\\\\\\\ \‘\ L&Y \I“\\W%{{{“\“‘\\\\\\%@Z/////%%?////]/T@:;!;\&K\E —’ / ,"‘4\\\; ‘/?§ 51;‘!\*\\\ Q %//////// /53 = Yo
: e 7S ST Q/(§‘\\\\ %o ﬁi '//// %‘ 2 é////; = :\7‘1‘;"4&\\!{4/((,!15,’_, S , 4
% s> E=E s mositbige o e Dsssses
UFRte et % sl



IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII

MWS

MWS Cup 2022
o 120



(RHEHEXE)
Ny hYY(RE1) 2075
ORI (RE2)  25.00
REMT(RE3)  23.00
DFIR (iR4) 15.00
&t 83.75

IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII

MWS

F—L KAWAcCry

MWS Cup /\v IV 2V Re8
py-spice



L \'J a9

By, SN @) B0 Ko 7Y
DENNNSSS ol Sl @) M@, 8N 1
N\
N INGS

A N
A %//
\

> S\
IS0 RN N i SN
S N LSS R©) ._.-Lﬁ@_\\\\
“ oﬂ(%w.? Y ¢ a::vl

JOd

G

> 7% Waw ) S
TSIt SR 77 s
S \\\\\E/f//f////////////////%//&/v K é/d/\\\\ S

AFFAA/A\@_/MHA S %{. L SR <7

=

A

00—

2/

N AN
>

i

AN
paY

2
s
\

N
1\

XS
W

T =
Nl
RN AN

Pz

7NN

7

AN

AN

77

T2
NN

AR

227

x4
\\\\///

7.

7L
&

il

L

D7

T,

Y=

;

K
g

Y

-
z
<

&
A\

QA

=7

g7 INDF L7,

it
2022410 F 26
kK

I

=
%=
s

ZRER
5
S
\ o

N S
S

f
%

—

s

{

A

)
7
U

—

=

2
W

VIR
N
NN
=
S\

v

S\

e
o

=

— %t ]
¥

%:/

=

)z
l 725z

]

1%

3

3

DI1EFS 72 X

MWS2022

iz

N

VA
,é-""
==

V) 1 {
:;;;f[/////“

j

/

I

I

,.Tﬁ/u
f,.w.“,
) ; )

82

F—2 KAWAcry

AN

e
N
N

MWS Cup 2022 #& 5k

=

=

A0
|~ / N F.
¥ he
S v a8
\ % , = P——
[y N )
N < | |
N @M@ \)
N
NN
AT

> 77
T
SSS

AN
2

(%
2

—x

=

¥
9

A4

\\\\\\,,

Hrl-DF—LiF, VT =2 THNERBEAMEBERKTY —27 >3y 7D
5

V\\\\

N
o
)
) 0

AN
R

\"\

MWS Cup 2022 iIZF T,

2
< Iy,
%?v?ﬁ@s%\\\%\;ﬂ ]

7 \\%\\)/ yvVlwv‘, 1144 ccv»ﬁ 4
0 e ) T/ A PRSI
LN e 57 N ) - Ay ‘Q 02 v,

IR \\mﬂ&%ﬂ\\ \%gﬂ\%%%%.\ovg o 4l (u%§ %'///W\%

QAQ Qg

[y

N> §? a¢§\\\\ 2 IS N A —=777%) e \;_ _—

N\ S A e L 7.1@@&_ N RS NS
K200 = e i Ni\tZ Q%iﬁ gr0
O U M«\@,@@DW/V/\/V\V/%/VVN\@@ G NS =

‘4«\(



RESR  IRR—5&

INY Y Y

ANTI MALWARE ENGINEERING \wORKSHOP

MWS

rfT N ©ONO O A WN —

KAWACcry

UNZE

we love &

F.SE

X1 T o EIK
<hHEWH

rE A A EERIE ENEO
SakanaCushion
NBEMT_Nitamago
NBEIT_Sapphire
MAKUSHITA
Enduring Pug
NoBET Xakuro
NoBE T Emerald

(RE1)

20.75
23.79
22.50
21.35
17.66
15.37
14.42
12.88
10.67
12.10

9.44

0.00
10.52
12.54

25.00
21.00
22.00
10.00
20.00
19.00

3.00
11.00
12.00
15.00
10.00
14.00

2.00

2.00

23.00
21.00
25.00
24.00
20.00
14.00
13.00
1.00
©.00
1.00
©.00
7.00
1.00
1.00

15.00
16.00
10.00
14.00

3.00
15.00
15.00
24.00
15.00
14.00
11.00

3.00
14.00
11.00

EREVEEMT | RIE DT
(FRRE2) | (FRRE3) |(FREE4)| 7" 7

33.75
31.79
79.50
69.35
65.66
63.37
50.42
48.88
43.67
42.10
36.44
29.00
217.52
26.54



ANTI MALWARE ENGINEERING \wORKSHOP

8RI977

100.00
75.00
50.00
25.00

0.00

= DFIR(:ZE4) « REHI(REI) » HIMAT(RE) » /\vHY > (2E1)



