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o MWSORIRE{ERKLIZCHT->TUTDRIZEEEZMATLNET
o FLIRTUY R FrvEEo1=547JVVEEBDLURILDER
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Ghidra Tips: Go To

o GHX—TRiIKGo ToF (47T IZ7KRL XOlabelx A 1
o FEEDIGAHIZHEIZEE)
o MIETIETRLANIEESNTINSAZENZLND TWLZAE!

g@ GoTo..

ent Enter an address, label or expression:
00402eb
Case sensitive Dynamic labels

Cancel

security_init_cookie
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Ghidra Tips: T—%2 0 5E %%

o EELIEWT—RDEBEEHRY)YD
o AVTXAMAZa—hBData > TEHET HEAZEIR

Choose Data Type...

Create Array...

TerminatedCString

?
byte n
char
double
dword
float

DAT_0

Bookmark... int

Clear Code Bytes C long
Clear With Options... longdouble

Clear Flow and Repair... pointer
qword

Copy
i string
Copy Special...
opy Specia b
ulong

Comments word

Data Last Used: TerminatedCString

MWS C u p 2@2 3 Disassemble




Ghidra Tips: T—40)aE —1

o E—L/=ULEIHEZER
o AVTHXFARAZa—MH5Copy Special => IFELETA—TVREFER

00412450 7d 22 B q@ Copy Special
0041e451 bl 22 Blh

004le452 bl 22 B1h Select Format
00412453 e2 RO
004le454 e2
0041e455 16

Bookmark... Ctrl+D 00 m men.ts
Byte String

Sk o Clear Code Bytes c Byte String (No Spaces)
0041457 47 22 Clear With Options [Python Byte String

00412458 7c

0041e459 b0

0041e45a b0

0041e45b el 22

0041e4Sc 15 22 Copy Special...
0041e45d 15 &

Clear Flow and Repair

Copy Ctrl+C
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Ghidra Tips: T—20aE—2

e Bytes sk TIaE—T 5

|E Bytes: payload_x86

Addresses Hex Asdi

00407320 | 2c 73 40 00 58 73 ¢ 7c 7 00 23 dl 8a 06 | ,s@.Xs@.s@.%...
00407330
00407340
00407350

00407360
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173al 73 40 00
004073b0 73 40 00
004073c0 8 ]
00407340
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Bookmarks

BIREIZEHE T 57 KL A%ZBookmark& L TE KX H

Bookmarks — (filter matched 7 of 383)

Tvpe B Category Description Locati... Labkel Code Unit

Note MAS 2. 0/ R4 1 0122d.. FUNO0122db40  PUSH EBP
Note MAS 1. a9V 3 O [NIE2 01230... FUN01230730  PUSH EBP
Note MWS 4 s | # 01230... 9% LEB. ..
Note MAS 5-1, 5-2. 53 B2 LU L 01222.. FUNO1222260 PUSH EBX
Note WMAS 6—1 2 01223.. FUN01223270 PUSH EBP
| Note MAS 6-2. /0142 01223.. FUN(O12235f0  PUSH EBP

Note MWS 7. 7= 012265... |DIlEntry

e e
5 Console X Bookmarks X
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1. AT R i
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1. AN > Rl
2

Static Analysis (<)L T 77 DFRIERT(CRE T ZRETI.
BIRE D 7 ()L sample.dll.gzf Z4H>0O— L. Ghidra T
BT U TR W CEIEZ L TLIZE0,

FUN_01230730 AT, WILD T FZICEESNTWVWAIOTY
F#EEX L. OV PXFEINEE T 39RIE1 DDV
»RELCHOY IR TE,

* sample.dll.gzf

0/2 attempts
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1. AR5

o BEELI-XFFIEDAT 01255¢78% EE
stricmp CLLER T DAL N H S
o ATV RXEF DL E NI

e DAT 01255e78MSREEIEHST
OXURRZEHADS

55e78, (ushort *)sdec_|

ad ( (LPSECURITY_ATTRIBUTES) 0x0,0, FUN_0122béc0

LE)0x0) {

0(param 1,5,L"Error2:\

ivVard icmp((ushort *)&DAT 01255278, (ushort *)sdec UploadFilelk);
E & : 0) && (iVar3 == 2)) {

FUN_O (param 1, (undefined4 *)&DAT 01 8)s

goto LAB_|

278, (ushort *)sde
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1. AR5

o LMDOMNDXFIEEBRBINTIWVELNDTT—REEZTFEETS

o Data —> TerminatedUnicode

j_ca\_o12501c4
012501c4 &3 00 &4 unicode
Sc

a0

DAT_012501cc
012501cc €3 22
012501cd 22
012501ce & 2?2
012501ct 22
01250140 22

S5 T S5 T o8 )
e W

o
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1. AR5

Sysinfo
Download
UploadFile Ok
RemoteRun
Computer
Shell

cd

dir

s

del

Exit
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1. AT R i

The Answer is: 11
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2. AT RRIT

Challenge 0 Solves

2. AN > REEMT
2

FUN_0122db40DESH = LI TFH 5 EREF L.

O LR FUDOERICEDKEIL

O RILIDTTFDAZA =)L

O Ry FO—UADAIRFROFERRE
O 2 RFT ABFHROIE

0/1 attempt

Submit
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2. AT RRHT

o OAXUNXFHMLHTE
o HANXFIIMHTE

goto LAB 01230c3b;
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2. AT REHT

The Answer is: Y AT LTER OIS
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3. A FLER2
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Challenge 0 Solves

3. 1< > RALIEL
2

FUN_01230730 &3id+. BEULE I 7 I)ILEFE(TI33Y
> PICEET B EAIEN RT3 7 FLAZES T L.
EZZ:FUN_01230730D%2EMHES01230730

0/2 attempts
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3. AT RLE?2

e RemoteRunDLIEED A TWinExechHhEITINTLVS
o  WinExecD5IEUIFERIL SN T=3HEFUN_012221d0IZ;E SIS
o PELXIOBEHTC 206N T—42%FaE—

o ZOMEBANRHIBINSTRLRAZIERT S

__stricmp((ushort *)&DAT_01255e78, (ushort *)s&dec_RemoteRun);
' & (iVar3 = 2)) {
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3. AV RLE?2

The Answer is: 01230871
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4. AT F5IH
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Challenge O Solves

4. A< > R5|E
2

FUN_01230730D%25|#(Cdir /c "C:\Users\ghidra
naster\Downloads" M5 BNIZEZE, FUN_012293100D#%
TEOT FL-R012307818 = T01256278(CAZMASNLTL)
BNFINEEZ L.

0/2 attempts
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4. AT F5IH

o MIEXTIEEINT=XFJFIIFFUN_01229310
DEIGIHITESINLTILNS

4int _ fastcall FUN_01229310(LP

dir /s “C:¥Users¥ghidra master¥Downloads”

Swoid _ fastcall FUN_01230730 (HANDLE param 1,LPCWSTR param 2)

IR )

FUN_01229310(param 2);

20
2
2
2
2
2
2
27
28
28
2
3

o W
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4. AT F5IH

DAT_01256278%Z 889 HmemcpyDALIEZFIES

0122946c 51 E param 1=>DAT 01255e78
0122946d 29 55 £3 40V dword ptr [EBP + local_c],EDX=>DAT 01256278
01229470 8 7b ac FID conflict:_memcpy

memcpy (void * Dst, void * Src, size t Size)
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4. AT F5IH

o SIHMMOLAR—REZHEEL. AR—ZARYYTXFIHE=HEIT S
e 0x400Z&(Z01255e78[zaF —

\».csncmr (ps

0) Il (locs
< (int)local_

10 (LPCWSTR) 0x0;
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4. AT F5IH

o FIHMMHLANR—RZIEZEL . AR—XARXYYTXFIHNZE2E|T S
e 0x400=&(Z01255e78|zaE—
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4. AT F5IH

o IE—UMEARDOOLFRRDT—HHEE

01255e78 — >

dir
01256278 —>

/c
01256678 >

o (01256278 =01255e78 + 400 * 1

MWS Cup 2023

C:¥Users¥ghidra master¥Downloads
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4. AT K5 ¥

The Answer is: /c
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5-1. lEE7ILTYX L

Challenge 0 Solves

i BRIV TR IS
2

FUN_01222260 THIBENTWBES7ZILT U LZMTMN
5&ERE L.

D RC4

D RC5

O RC6

O AES-128
D AES-192
D AES-256
O DES

O 3DES

D Salsa20
D Chacha20

0/1 attempt
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5-1. lEE7ILTYX L

o FI5|IHMDOESFRENDIFSFIIZFUN01221530[ZE=N S
o F25|HUXTO—NILEHEZTARXFEHNEBLI-{ENIE—NS

LPWSTR
LEWSTR

frow_o1

FUN_012222

-1, (LPWSTR)

o

FUN 01222260

[ r=1

-

NN NN
w w

o
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5-1. lEE7ILTYX L

e FUN 01221530 TTlXHF O—/\)LEMMSBIN TS
o BIHDT—AFRIMOFUN 0122190082 TAIEL TLVS
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5-1. lEE7ILTYX L

e FUN_01221000% [EFE{EEAES:vftableZx R DIT5

o Rijndael S—box

0122100c

01221016
01221017
0l

012210

012210

0122103c

01221046

MWS Cup 2023

dword

dword

dword

dword

dword

1 104]

00 63
10 ca
20 b7
30 04
40 09
50 53
60 do
70 51
80 cd
90 60
a0 e0
b0 €7
c0 ba
do 70
el el
f0 8c

The column is determined by the least significant

al

03
7b
7d
26
c3

ia
ed
o

8f

ec
dc
0a
6d
2e
66
11
od

04
f2

fa

36
18
ib
20
43
92
5f

22
49
8d
ic
48
69
bf

05
6b
59
3f

96
6e
fc

4d
9d
97
2a
06
ds
ab
03
d9
eb6

AES S-box

06
6f

47
7

05
5a
bl
33
38
44
90
24
4e
b4
f6

8e
42

07
cS
fo
cc
9a
a0
5b
85

68

o8

07
52
6a
45
bc
c4
46
c2
6c
e8
61
Sb
41

99

67
a2
e5
80
dé

02
da

7e

ac
4

74
57
87

Ob
2b
af

fl

e2
b3
39
7f

21
3d
14
62
ea
if

b9
e9
of

Oc
fe

Sc
71
eb
29
4a
50
10
64
de
91
65
4b
86
ce

b0

od
d7
a4
ds
27
e3
4c
3c
ff

5d
Se
95
7a
bd
cl
55
54

Oe
ab
72
31
b2
2f

58
of

3

19
Ob
e4
ae
8b
1d
28

bb

ole, and the row by

of
76
c0
15
75
84

a8
d2

(s]]
79
08
8a
e
df
16

the most significant nibble. For example, the value 9ayg is converted into

b81.



5-1. lEE7ILTYX L

e FUN 012219007 L3 X LZRAE
o AESEFE{YT S

round version.

High-level description of the algorithm [=dit)]
1. KeyExpansion — round keys are derived from the cipher key using the AES key schedule. AES requires a separate 128-bit round key
block for each round plus one more.
2. Initial round key addition:
1. AddRoundKey — each byte of the state is combined with a byte of the round key using bitwise xor.
3.9, 11 or 13 rounds:
1. SubBytes — a non-linear substitution step where each byte is replaced with another according to a lookup table.
2. ShiftRows — a transposition step where the last three rows of the state are shifted cyclically a certain number of steps.

4. AddRoundKey
4. Final round (making 10, 12 or 14 rounds in total):
1. SubBytes
2. ShiftRows
3. hddRoundKey

3. MixColumns — a linear mixing operation which operates on the columns of the state, combining the four bytes in each column.

MWS Cup 2023
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5-1. lEE7ILTYX L

e AESOEwWrHIE?
o TIVRHTRES

The key size used for an AES cipher specifies the number of transformation rounds that convert
the input, called the plaintext, into the final output, called the ciphertext. The number of rounds
are as follows:

e 10 rounds for 128-bit keys.
e 12 rounds for 192-bit keys.
¢ 14 rounds for 256-bit keys.

MWS Cup 2023
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4 + (int)this);
4 + (int)this);
4 + (int)this);
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5-1. lEE7ILTYX L

The Answer is: AES-128

MWS Cup 2023
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5-2. I

MWS Cup 2023

JjI

Challenge 0 Solves

5-2. S
3

FUN_01222260MEES{LAE TER NI EBFT 16ERTE

Z . BEH-EN keyDIBS(dabes70

41



5-2. l§E&

e AESTIIKeyExpansionTHE & B2&Rijndael S—boxZ{E>THEB 1t
MIBIZHERBEEMRT D

1. KeyExpansion — round keys are derived from the cipher key using the . AES requires a separate 128-

bit round key block for each round plus one more.

e FUN_01221b10IZRijndael S—box&FUN_01221000D 15| #1ZziEL TLYS

4 *)((int)this + 0x104);

}

MWS Cup 2023
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5-2. IES&

e FUN_01221000(&KeyExpansionMDALIED K5

[-0

+ (int)this);

+ 4 + (int)this):;

i] + 4 + (int)this);

*(byte *) (

[-9] + 4 + (int)this);

The key schedule |

Define:
» N as the length of the key in 32-bit words: 4 words for AES-128, 6 words for AES-
192, and 8 words for AES-256
* Ky, Ky, ... K1 as the 32-bit words of the original key
* R as the number of round keys needed: 11 round keys for AES-128, 13 keys for
AES-192, and 15 keys for AES-256
o Wy, Wy, ... Wyp 4 as the 32-bit words of the expanded key’

Also define RotWord as a one-byte
RotWord([by b1 by b3])=[bi by bs b

and SubWord as an application of the to each of the four bytes of the word:

Sllb“"ol‘d([bo bl bg l)3 ]) = [S(bg) S(bl) S(bz) S(b;;)]
Thenfori=0...4R —1:

AES key schedule for a 128-bit
key.

K; ifi<N
W — Wiy ® SubWord(RotWord(W;_,)) @ rconyy ifi > Nandi=0 (mod N)
') Wiy © SubWord(W; 1) ifi > N,N>6,andi=4 (mod N)
Win®Wi, otherwise.
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5-2. l§E&

e FUN_01221000D 5| %% ->TLK
o DAT 0126c098I=F-&E UL

FUN_01221bl0(this,param 1, (int)this + 0x204);

Decompile: FUN_01221000 - (samapi= il
1
2lundefined4 * _ thiscall FUN_01221000(vo
3

126bc%4 = FUN_01221000(this, 0x126c098);

MWS Cup 2023

id *this,int

param 1)
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5-2. l§E&

o Tt TJYLEFERT HEDAT 0126c098IZ1F3XFF justforfun” MEASH
T3

b_justforfun_ﬂ124ecc:§:

0122£30a £3 0f 7 XMMO, qword ptr [s_justforfun_ 0l24eccg]
0124ecct

0122£312 a g DAT_ 01255558] ,EAX

0122£317 66

0122£31d &6

0122£328 &8

0122£324d ¢

MWS Cup 2023 45



5-2. l§E&

o AES-128M#HE K16/ N1 ~(128bit/8bit) %R D THE%E X)L THLiER
o ' justforfun¥x00¥x00¥x00¥x00¥x00¥x00’

o IETEDHAKIZEH

>>> key =
b'justforfun\x00\x00\x00\x00\x00\x00 "
>>> key.hex()
'6a75737466617266756€000000000000 '

MWS Cup 2023
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5-2. l§E&

The Answer is:
6a7573746661f7266756e000000000000

MWS Cup 2023
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5-3. ERXVTMERK

Challenge O Solves

5-3. 85 AU T MERK
3

FUN_0122f250 M—EDAME%R 557+, FUN_01222260 DAL

BTUTONXFNZEES UM FI RSB NER K.

MWS Cup 2023
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5-3. ERXVTMERK

o 5-1&5-2%E(Z1ERK

MWS Cup 2023

from Crypto.Cipher import AES

key = b’justforfun\

decipher = AES.new(key=key, mode=AES.MODE_ECB)
decipher.decrypt(bytes.fromhex("0469cb2edc87cd@557c85273c710ccOe3142
29050eb5ca0618749c05aa57c2491b6ff98ed3ccbccle5+09d1a23129e0c"))

>>> decipher.decrypt(bytes.fromhex("0469cb2edc87cd0557c85273¢c710cche31U
2a9050eb5caf618749cO5aa57¢c2u91b6ff98ed3cc6eccle5F09d1a23129e0c"))
b'AES-ECB_is_the_most_basic_of_block_cipher_modes!'

49



5-3. ERXVTMERK

The Answer is:
AES-ECB is the most basic of blo
ck cipher modes!
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6-1. A I14

MWS Cup 2023

Challenge 0 Solves

61 A% X471
3

FUN_01223270(30> )« & ES T IEHETHD. D
BICL>TESSNB I T IT —FD5EHEs) 1 FEE
eBBCaD

0/2 attempts
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6-1. a3 7445'1

e T /\AJLTIL Sourcet+td4ZREL

o _Sourceldundefined4 *E!(4/\A R)750) T4*4T0x10
e Listing ViewTClEZ &R

o EDI+ 0x10&%ZHLTL\5

01223762 75 dword ptr [EBP + local_28]

01223765 8d 47 10 ) EAX, [EDI + 0x10]

01223768 ECX

01223769
0122376a &b 0V ECX,EDX
1122376c e8 ff fa CA FUN_ 01223270

&

MWS Cup 2023



6-1. A I7«4451

o EDIDEZT=E B E&local 7T0DT

—53%

ZHE8

./ 25X

LTS

o local 70+0x10/\f b EE XN RDT—4
o YMILIDTATUHEDTT—E2DIEEIZEE

10 45 94 MOVUPS
MOV
MOV
PUSH
PUSH
MOV dword ptr [
MOVUPS xmmword ptr

MWS Cup 2023

al 70[0]]

d ptr

dword ptr

dword ptr

dword ptr

dword ptr

dword ptr

dword ptr

dword ptr

dword ptr

dword ptr

dword ptr

dword ptr

93



6-1. a4 1

The Answer is: 800C06232198D06A

MWS Cup 2023
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6-2. A T71%42

MWS Cup 2023

Challenge 0 Solves

6-2. A>Tt 4)2
3

COXRILD T T ICIFEREENRESNTS D, IV BRI
BoRBFOH LANCOY T JDFRIFUIZ/(RAD— BEF
F9 3. FUN_012235f0 CHEUNE S BFUN_0123a6feN'iE
SUEIY I« 0%270—-)0LZERCOE—93WETH
Do INAT— FMREEFEENZIJ0-)VLEBOT7 FLA%ZE
Z &, S DAT_012000007Z &e1200000

0/2 attempts
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6-2. A I142
e FUN_0123a6feMIEVH LEIET LIE@EM12BR DH S

‘Cf Decomplle FUN_ I]l2235f|] - {sampledll)

MWS Cup 2023
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6-2. A T71%42

o 1.aTUFRNIETHSHBLI-FUN 01230730 FEVH LITEiERT S

. :lb\_IEEEEIL\ Ib\bhékIEh\&é
o _stricmp® 5|
m 4 OTURSIHOEETRLIZ7ELR
m FUN_01222140TDAT_01262ad8/ i5aE—& =X F 5| (local_2360)

¢ Decompile: FUN_UI?3I]20[] - (sampledll)

DAT_01 . (1 tJ
ricmp((ushort *)s

MWS Cup 2023
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6-2. A T7142

The Answer is: 01262ad8

MWS Cup 2023
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1. 2734

MWS Cup 2023

Challenge 0 Solves

7. 7 L)
3

CNETONFERNS, TILITTI7 IUOLIEER
o

0/2 attempts
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1. 773) 4
o IS—H NXFH%GoogletiFE

o KeyBoyMDIoCHYARA/L—ILHAEWE &)

$error = "Error2” ascii wide

an't find [%s]!Check the file name and try again!" ascii wide

$s2 = "Open [%s] error! %d" ascii wide

GOOgle "UploadFileOK:\n\nReceive" X | & & Q $s3 = "The Size of [%s] is zero!” ascii wide
g $s4 = "CreateThread DownloadFile[%s] Error!™ ascii wide
$s5 = "UploadFile [%s] Error:Connect Server Failed!"™ ascii wide
QINT DER DoE QE O IavErd (62&R3 v—)L

$56 = "Receive [%s] Error(Recved[%d] != Send[%d])!" ascii wide

$57 = "Receive [%s] ok! Use %2.2f seconds, Average speed %2.2f k/s"
$s8 = "CreateThread UploadFile[%s] Error!" ascii wide
“UploadFileOK:\inReceive"” & D—(EH D FE A /1Pr 6

$s9 = "Ready Download [%s] ok!" ascii wide

UploadFileOK:\rinReceive (RREE (5l L): $510 = "Get ControlInfo from FileClient error!™ ascii wide
$511 = "FileClient has a error!™ ascii wide
Az N s 2 \ $s12 = "VirtualAlloc SendBuff Error(%d)” ascii wide
1ﬁ$7‘('{¢&+ﬁ[g ﬁjé%n%b Ejb Dafﬁ/uo $s513 = "ReadFile [%s] Error(%d)..." ascii wide
BEUTVWBR—I(CTRSIN TV IUERHN DI EETREL TH CLIESL, EEX $s14 = "ReadFile [%s] Data[Readed(%d) != FileSize(%d)] Error..." ascii wide
F [—FofEoA] TR, [—FoLIE] TBAULEZSLY, $s15 = "CreateThread DownloadFile[%s] Error!™ ascii wide

BEDDIEAR. Google TORRCHTZZOMDL> MBI EEL. dsieis iecmataityiecy Info sles ol asc
$s17 = "RecvData MyRecv_Info Tag Error!™ ascii wi

$518 = "SendData szControlInfo_1 Error!™ ascii v
$519 = "SendData szControlInfo_3 Error!™

) $520 = "VirtualAlloc RecvBuff Error(%d)"
GitHub

Lo N,
https://github.com » citizenlab > malware-indicators > blob  § $s21 = "Recvbata Error!” ascii wide

5 = ) s $522 = "WriteFile [%s} Error(%d)..." ascii wide
malware-indicators/201611_KeyBoy/misp.json at master

.. \rinauthor = \"Matt Brooks, @cmatthewbrooks\"\r\ndesc = \"Matches the new 2016 ... n$s7
"Receive [%s] ok! Use %2.2f seconds, Average speed %2.2fkVs ..

condition:

MWS Cup 2023 ) B} 60
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. TP

o =L5IZEHIET BHEKeyBoyD FFEENtryShellEhHhh b

MWS

F 9 IEEntryShell RICESHAENTVWBIXFIZNT L THET, WK ODNIFT—AyE—I%ZRT
LS BEEHMNAXFIINBICELEDET., ChSDOXFINETICREL THB E, githubEICARE
NTWB2016FICER S 1 fcKeyBoyZ BRANT 2 A DYara/L—ILBARDDD F U feo

APT_KeyBoyyar

202345 A (25 R L1zEntryShelllZ8o7z 201658 A IC{ER SN zKeyBoyDYara)L—Jl
BHOBIS-Xyt-Y

3. BRI 5 —X v E—I%ERTXFF &KeyBoyZIRA T B fcsd DYara)L— )L & DHEK
C u p 2@2 3 https://blog.itochuci.cojp/entry/2023/10/06/003000

®
VI rus Covering the global

IWRALD threat landscape Blog  Bulletin  VBTe

Unveiling activities of Tropic Trooper 2023: deep

analysis of Xiangoop Loader and EntryShell payload

Suguru Ishimaru

https://www.virusbulletin.com/conference/vb2023/abstracts/unveil
ing—activities—tropic—trooper—2023-deep—analysis—xiangoop—loader—
and-entryshell-payload/

BB RORBLH KT 7o—F @ £z wness-

BARLRSH A/ —Z AL A+ — S AR D222

FUWTTPS®RATRE

. EICSIATETRAVELAMINTVSHEARSE TRELBNSNTLRVEBACSHER
D <BALET.

== Pirate Panda FERKRDAET I1vIU T KE
BRETNEYIO0T 71 EEntryShell RAT

FETARDF vvhY—IWeChat TREINEZIPT7AIVICEENSExce I7 L DIIOVBA
J—Fl&.Base64TIVI—FENEfiZETI—FLTVBSCcript® 77L& T

COVBScriptld¥70—4 T http[:1//mail.mraden(.Jcom/win.rarz ¥~

programdata¥win.exeEUTRTLUET.
https://www.macnica.co jp/business/security/security-reports/pdf
/cyberespionage_report_2022.pdf
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7. 27V A(RIEF—LDDIT1—F73v%)

About sample.dll_ctfd

e PDBHEVHIZ! e -
o NILVITTF)AMNTHER
LI=DIZRIFTTLN ===

t Namespace
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7. 27314

The Answer is:
EntryShell or Keyboy
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REELD

1. 32U R4i: FUN_01230730 T, LY 7ISERESN TN BT REEE R &

1

2. AW URERHT: FUN_0122db40M EE% LI F A DRI & AT LIEBRDIGF
3. ITURMER: FUN_01230730 5, H8ELII7 M ILERTT DT URICEET ZMEN RIS 57 L REREE & 01230871

4. 3T URE|% FUN_012293100D4& T B D7 KL 2012307818 5 T01256278( A& MEh TLA X FFIEE % & Ic

5-1. BEE7 LT X L FUN_01222260 TRIFASN TLBEE B 7 LT YR LE L A SRR E & AES-128

5-2. BEE5 & FUN_01222260DEE S LB THEASN HBACHER TEA L

67573746667266756e000000000000

5-3. 85 XY T MERL FUN_0122f250 D—EDAEF A FUN_01222260 DUIEBTLU T DX FINEEE LI-XFIFAICHENEZ &K

AES-ECB_is_the_most_basic_of _block_cipher_modes!

6-1 3> 74%41: FUN_01223270(&a> 715 #1853 5B THD. COBMICL>TEBSNEGIL 15 T 2D FBRAMEEZ & 800C06232198D06A
6-2. 227452 INRT—FEMREFESI BT B—NIILERDTRLRZEZ & 01262ad8
7. 773 % CNETOMERIS. LT I7IYDBIEE AL KeyBoy or EntryShell
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chEELOLET

o KEELBOMED=DIZEHAEIADT—R/IN\YIMN
FETY !

SBOBRRIEROEZE E UTHRSADEBIRFEIEZH VDT, B ATENHEE
BRECTHNIET VIOETHELUTEBRRBEZNTY, (J1r—FR/I\vonizs
[CHOBBLNLUET « « «)

MWS Cup 2023

65



