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»  2007TEFSSIZBFD A >IN —/iEE) ARl
y  FEX>)\—: Fujitsu, Hitachi, HP, IBM, Intel, NEC, Oracle
» EHEIPAEE: promote, protect, and advance Linux
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Source: 2020 Backduck OSSRA
https://www.synopsys.com/content/dam/synopsys/sig-assets/reports/2020-ossra-report.pdf
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 OpenSSL: Heart Bleed: 201322123 CVE-2014-0160 record created

 Apache Stratus2: 2017==1
126

« Log4Shell: 2021

=11

1291 CVE-2017-5638 record created..

CVE-2021-44228 record created
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> Hearthleed=0penSSLORESS 4, 2014548 K E

y  =2ZUFRZIADOWebHn5894 N 73 DB [BER 7T H: 2014/4/18
source: https://xtech.nikkei.com/it/article/NEWS/20140421/551884/

y  AZI>OWebh5IL 2w hh— R EDE N BERITIE: 2018/517
source: https://xtech.nikkei.com/atcl/nxt/column/18/00001/00561/

) Apache Struts2: source: https://saas.gmocloud.com/service/websecurity/threat/struts2.html
O E3[EA THI20 40 FERNN H: 2017/6/6
Q) #FBET2IH ADELNIBHRNRL: 2017/4/13
3 GMORA A M= RITAHNEE L TLVD B MSE N IBERI2Z 4NN 2017/4/5
@ UHhEEZET 3P4 M5SIL 2y Mh— RIEHRS. 2R OB 8EME: 2011/3/7

> Log4Shell = LogdjDRES5 14 ETH
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Problem: Scaling up to the Open Source Ecosystem

open [snurce[insights Search for open source packages All systems ~ Q,

Ramnte ~rnde iniertinn In | nnAi

Summary
18.43k 8.04k 3.68%
TOTAL PACKAGES AFFECTED @ PACKAGES WITH A KNOWN FIX @ TOTAL ECOSYSTEM AFFECTED @

api - -
org.apache.logging.logdj:log4)-
core

Description

# Summary

org.apache.logging.log4j:log4j-api

Affected Version: < 2.15.0

Source: https://deps.dev/advisory/GHSA/GHSA-jfh8-c2jp-5v3q on 2022/1/10
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https://deps.dev/advisory/GHSA/GHSA-jfh8-c2jp-5v3q
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» Core Infrastructure Initiative: Hearthleed N2 B {LIE

Source: https://internet.watch.impress.co.jp/docs/news/646136.html

SBIXT R

#HAX>,)\—: Amazon Web Services. Cisco. Dell. Facebook. Fujitsu. Google.

IBM. Intel. Microsoft. NetApp. Rackspace. VMware
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2. Best Practices Security Badge Program
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President Biden's Cybersecurity Executive Order 14028 any company that
sells software to the federal government will be mandated to provide a
complete Software Bill of Materials (SBOM)
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https://www.whitehouse.gov/briefing-room/statements-releases/2022/01/13/readout-of-white-house-meeting-on-software-security/
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Open Source Security SummitE%Y: /RO M\ XA F14

https://www.whitehouse.gov/briefing-room/statements-releases/2022/01/13/readout-of-white-house-meeting-on-software-security/
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» M1 TI(E. Akamai. Amazon. Apache Software Foundation. Apple. Cloudflare.
Facebook/Meta. GitHub. Google. IBM. The Linux Foundation. Open Source Security
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Open Source Security SummitlZ%Y: KETEHER EEL JLinux
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https://www.linuxfoundation.org/press-release/linux-foundation-openssf-gather-industry-government-leaders-open-source-software-security-summit/
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Open Source Security Summit Japan: 2022/8/23 1_JLiNux
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« The Linux Foundation: Jim Zemlin, OpenSSF: Brian Behlendorf
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ANM=L1: BEXRBEZWICITF17RYVINIIVHAFEDEBEFETE ZINTDACHEE
Developing Secure Software (LFD121)

Secure Software Development: Requirements, Design, and Reuse (LFD104x)

Secure Software Development: Implementation (LFD105x)

Secure Software Development: Verification and More Specialized Topics (LFD106x)

©)
©)
©)
©)

ANJ—/A2 : 10,0004 _EDOSS 3> ih—%> MEERICUZ DT/ STy 5w 1R — REES
o ARIUA—YIRIEZE(CE DAY Oy 5y S 1k— R: LFX.io

AN=43 : YIRIT7I-ZATOT SAINEBZDERBZINE
- Free sigstore Signing Service to Confirm Origin and Authenticity of Software

AN)=L 4 XBVE-TJTRVSEZETIRZ DL T, ZLOMEIFEDODIRANR X ZHEFR
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ANJ—=/A5 : OpenSSFAI(COpen Source Security Incident Response Teamss1z
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ZNJ=149 : H5DZEB(CSBOM%E
o SBOMY—JLE R —=> 5% e Ui {EiE: SPDX, OpenChains2s
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s GNU GPLOOZE6IE A%

You may not impose any further restrictions on the recipients’ exercise of the rights granted herein.
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All advertising materials mentioning features or use of this software must display the following acknowledgement: This

product includes software developed by the University of Galifornia, Berkeley and its contributors.

Apache Software Foundation Webty 1 t: GPLv2&-Apache License ver2.0(XmnxZ U700
« Gopyleft

AOAN=IRIEOHDT11Z>A: GPLv.3
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SPDX: Software Package Data Exchange

d=)b: YIMNIITPHISAFI—2%BEN(CHBESERH. A
RIDVER - D IR T EBRYVINII T NV T =S D AT —H%
B -HEHIRBTESH T —IZREELY M EES

Standard for communicating the component and metadata
information associated with software

201NF8HI(CEE—hRU—X:

ETEEI 2L\

=45

RN A —T U CIE SR

fIAHFYI DT 7EFEY —)LELTEAL: ISO/IEC 5962:2021
124w —)L: SPDX License List, spdx-tools
SPDX Document: St AKRRI DIELETA— Y NCECEK
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SPDX v2.2.2 Document shall contain:
SPDX Documen t
Creation Information

SPDX v2.2.2 Document may contain:

Package Information L
File Information L
Snippet Information L
Other Licensing )
Information Detected I
Relationships between SPDX )
Elements Information ~
Annotations Information L
Review Information » 7

25



SPDX Specification History 1_JLiNux
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2010/02 - specification drafting began in a work-group of FOSSBazaar under Linux Foundation that came to
be called "SPDX"

2010/08 - "SPDX" announced as one of the pillars of the Linux Foundation's Open Gompliance Program
2011/08 - SPDX 1.0 specification - handles packages

2012/08 - SPDX 1.1 specification - fixed flaw in verification algorithm

2013/10 - SPDX 1.2 specification - improved interaction with license list, additional fields for documenting
project info

2015/05 - SPDX 2.0 specification - added ability to handle multiple packages, relationships between packages
and files, annotations

2016/08 - SPDX 2.1 specification - added snippets, support for associating packages with external reference
sources of information about packages, using SPDX License identifiers in files

2019/06 - SPDX 2.1.1 - conversion of specification from google docs to github as repository

2020/05 - SPDX 2.2 - include SPDX-Lite, more relationships, etc.

2020/08 - SPDX 2.2.1 - reformatting and prepared for submission to ISO.

2021/08 - 1SO/IEC 5962:2021 published

26



NTIA SBOM Guidance

Source:

Minimum Elements

Data Fields

Document baseline information about each component that should
be tracked: Supplier, Component Name, Version of the Component,
Other Unique Identifiers, Dependency Relationship, Author of
SBOM Data, and Timestamp.

Automation Support

Support automation, including via automatic generation and
machine-readability to allow for scaling across the software

ecosyst formats used to generate and consume SBOMs
includé SPDX, UycloneDX, and SWID tags.

Practices and
Processes

DeﬁneMtic}ns of SBOM requests, generation and use
including: Frequency, Depth, Known Unknowns, Distribution and
Delivery, Access Control, and Accommodation of Mistakes.
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http://www.ntia.gov/files/ntia/publications/sbom_minimum_elements_report.pdf

NTIA SBOM Guidance - Minimum Elements

Data Field Description
Supplier Name The name of an entity that creates, defines, and identifies
components.
Component Name Designation assigned to a unit of software defined by the

original supplier.

Version of the Component Identifier used by the supplier to specify a change in software
from a previously identified version.

(Other Unique Identifiers Other identifiers that are used to identify a component, or
serve as a look-up key for relevant databases.

Dependency Relationship Charactenizing the relationship that an upstream component
X is included in software Y.

Author of SBOM Data The name of the entity that creates the SBOM data for this
component.
Timestamp Record of the date and time of the SBOM data assembly.

Source:https://www.ntia.qgov/files/ntia/publications/sbom minimum elements report.pdf.
See also US Executive Order on Cybersecurity section 4(f)
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SPDX 2.2

(1ISO/IEC 5962:2021)
supports all required
minimum elements!

and much, much more!


http://www.ntia.gov/files/ntia/publications/sbom_minimum_elements_report.pdf
https://www.iso.org/standard/81870.html

SPDX Document{5: —&BT&#4 L JLinux

SPDXVersion: SPDX-2.2
DataLicense: CC0-1.0
SPDXID: SPDXRef-DOCUMENT
DocumentName: hello

FOUNDATION

DocumentNamespace: https://swinslow.net/spdx-examples/example1/hello-v3

Creator: Person: Steve Winslow (steve@swinslow.net)
Creator: Tool: github.com/spdx/tools-golang/huilder
Creator: Tool: github.com/spdx/tools-golang/idsearcher
Created: 2021-08-26T01:46:00Z

it Package: hello

PackageName: hello
SPDXID: SPDXRef-Package-hello

PackageDownloadLocation: git+https://github.com/swinslow/spdx-examples.git#example1/content

FilesAnalyzed: true

PackageVerificationCode: 9d20237bbh72087e¢87069f96afb41c6ca2fa2a342

PackageLicenseConcluded: GPL-3.0-or-later
PackagelicenselnfoFromFiles: GPL-3.0-or-later
PackageLicenseDeclared: GPL-3.0-or-later
PackageCopyrightText: NOASSERTION

Source: https://github.com/spdx/spdx-examples/blob/master/example1/spdx/examplel.spdx

29



SPDXDS 1 DAENLE L JLINuX

o SPDX3.0THLRZFELTWVDIA
o Licensing profile
o Defects profile
o Usage profile
o Build profile
o Al model & application profile
o Dataset profile

« SPDX 3.0(32023F(CISOZREE VS D R 1A A
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« OpenChain: ISO/IEC 5230:2020
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Global Third Party Certification (Mar 2019~) 1_JLiNux
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> Security Problems Are Primarily Just Bugs -- Linus Torvalds

>  https://github.com/kubernetes/committee-security-response/bloh/main/private-distributors-list. md

> LEX.i0: 2023<
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https://github.com/kubernetes/committee-security-response/blob/main/private-distributors-list.md
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