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Industrial-Grade Linux
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Establishing an

Open Source Base Layer

of industrial-grade software to
enable the use and
implementation of software
building blocks for

Civil Infrastructure Systems
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The key challenges

Industrial
gradeness

- Reliability
- Functional Safety
- Real-time capabilities

* Apply loT concepts to
industrial systems

- o e e
I — - —

* Ensure quality and | B Sustainability
longevity of products gl pppp
& Y P - Product life-cycles of decades

- Backwards compatibility
- Standards

* Keep millions of

connected systems secure Security

- Security & vulnerability management
CIVIL - Firmware Updates

INFRASTRUCTURE _ . . .
A — PLATFORM — - Minimize risk of regressions

-




Mapping CIP into the company ) '
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CIP Core E«:’
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CIP Kernel
(10+ years maintenance)

dlstrlbutlon
e e IIIIIIIIIIII
Products
Companies/ : Domam—speaﬁc Domain-specific
Divisions - extensions extensions

Firmware Update Security Hardening

Corporate team/ .

central project Kernel

Up to 70% effort reduction achievable for OSS license clearing
and vulnerability monitoring, kernel and package maintenance,
appllcatlon adaptation and testing for an individual product.
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The OpenChain Project
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Gﬂ The OpenChain Projects builds standards to define the key requirements of
-..._.\ quality open source license compliance and security assurance programs

stream
OPENCHAIN up i bound N downstream
Training
. Policy .
Process
outbound
- These are simple, effective standards for organizations of all sizes in all

markets. They are openly developed and freely available to all.

The OpenChain Project supports these standards with extensive reference
material, free self-certification and a vibrant community:
https://www.openchainproject.org/get-started
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Community

Main Community:
https://lists.openchainproject.org/g/main
Automotive Work Group:
https://groups.io/g/openchain-automotive-work-group
Tooling Work Group:
https://groups.io/g/oss-based-compliance-tooling
Telco Work Group:
https://lists.openchainproject.org/g/telco
Education Work Group:
https://lists.openchainproject.org/g/education
Specification Development Discussions:
https://lists.openchainproject.org/g/specification
Partner Network:
https://lists.openchainproject.org/g/partners



https://lists.openchainproject.org/g/main
https://groups.io/g/openchain-automotive-work-group
https://groups.io/g/oss-based-compliance-tooling
https://lists.openchainproject.org/g/telco
https://lists.openchainproject.org/g/education
https://lists.openchainproject.org/g/specification
https://lists.openchainproject.org/g/partners
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ISO/IEC 5230:2020

Information technology — OpenChain Specification
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ISO/IEC DIS 18974

Information technology — OpenChain security assurance

specification
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Linux Foundation® b —=>93>F7>YEU TR

Introduction to Open
Source License
Compliance
Management (LFC193)

Implementing Open
Source License
Compliance
Management (LFC194)
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ISO/IEC 5230 + DIS 18974 Conformant

This is a snapshot based on membership and select conformant organizations currently listed on our website. Total conformant numbers are far higher.

Example: PwC Survey shows 20% of companies in Germany with over 2,000 employees already used ISO/IEC 5230.



https://www.pwc.de/en/digitale-transformation/pwc-bitkom-study-open-source-monitor-2021.pdf
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Japan-WG
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A Supplier Education
Guide For ISO/IEC

5230

OPENCHAIN

Open Source Software License
Compliance General Public Guide

Linux (00

FOUNDATION ~ OPENCHAIN

AREE/RETTINITYbH

FAQ of License
Compliance based on
business practices

Updated: February 7, 2023

Freguent Misunderstandings
of OSS licenses V8

This decument summari
the internet and question:
Contants are fol

misunderstandings which are frequently appeared in articles on

Eminars etc.

seneral, and may be commen to many companies.
1f you have any comments about the contents of the FAQ, please contact the OpenChain

Japan WG,

+You can fresly use this document and make additions or modifications on this document, for
this docurment can be used under the Creative Commens CCO 1,0 Universal,

# The answers to the FAQ are based on business practices of Japan WG FAQ

Japan. The i 0SS license may vary

dependingon the customary practice and/or judicial district. Consult your
<company or organization's intellectual property counsel for specific issues.

+Authors and providers are not responsible for the contents of this manual.

[Pror aeubvgng_(_a_lanucmo ﬁung uu]]
[Coorperaton by urce License

https://openchain-project.github.io/OpenChain-JWG/

SPDX Lite
(Annex of
SPDX Spec.)

[ZSPDX

wAnnex G: SPDX Lite

Annex G SPDX Lite (Normative)

G.1 Explanation of SPDX Lite

The SPOX Lis prafile ds

The SPDX Lite profile consists of mandatory fields from the
Document Creation and Package Information sections and other

G3 Table of SPDX Lite fields
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BusyBox &f&A (2007-IR1T).
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» Cyber Resilience Act (CRA) ()

+ OSPO (Open Source Program Office) ZzZEL T
A-T2V-ZERICEDBOEEMEZ TS

o A-TVYV-ZATSATOADTOCAIRS A ME#E
ISO/IEC 5230 (OpenChain Specification) H'$%

E.g. \vJ R7PRessEE 22 VLI E
J\wJR7 : SolarWinds (2020)
AEs5E  : OpenSSL(Heart Bleed, 2013).
Apache Stratus2 (2017).
Log4Shell (2021) i

B

125 DR TERNBIRHEOMHER
- RATEREHEE

« YAN\-TFIVF(EXRE

« SBOMEIR(CE IS HERDEHENEFL
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» IMDRF (International Medical Device
Regulations Forum)

» FDA (U.S. Food & Drug Administration)
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ISO/IEC 5230 & T ISO/IEC RPF 18974 T® SBOM DKL
URAIRAITAY POBREEVTHREBOTND

1. Program foundation

2. Relevant tasks defined and
supported

3. Open Source content review and

approval

1.1

1.2

1.3

1.4

1.5
2.1

2.2

Policy 1. Program foundation

Competence

Awareness

Program scope

License obligations

Access 2. Relevant tasks defined and
supported

Effectively resourced

Bill of Materials 3. Open Source content review and

approval
License compliance

1.1

1.2

1.3

1.4

1.5
2.1

2.2

Policy
Competence
Awareness
Program Scope

Standard Practice Implementation

Access
Effectively resourced
Software Bill of Materials (SBOM)

Security Assurance

4. Compliance artifact creation and
delivery

5. Understanding open source
community engagements

6. Adherence to the specification
requirements

4.1

5.1

6.1

6.2

Compliance artifacts

Contributions

Conformance 4. Adherence to the guideline

requirements
Duration

4.1

4.2

Completeness

Duration
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ISO/IEC 5230:2020 (OpenChain Specification)
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3.1 2’095 LDEE
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3.1.2 he TOUSLSMEBONEZTED. NV—ZJPIETOAZEETS

3.1.3 Bt TOUSLSMEN, RIS —-RECOVT, TOUIACHIIBEENEFZRIIRE(CHDRERHOKEEZBLTND
3.1.4 J0J5 L0EREH 095 LA0EREFEZBAREICL TV,

3.1.5 IMCOAETE A 2%MHERL. LE1-9 3D TOtAN S

3.2 BIEEBDEREZIR

3.2.1 7R E£=F b‘b@OSS(LIE;eEJ?Z) F':ﬁ L\AD’GWDtiTE $J||E®K®®7Dt1b‘ﬁﬂﬁﬁfaﬁ5

3.2.2 T+ —BE 03L& KO BEADALSTEOTLAR)
3.3 A=TYY=2A0FIYDLE1—-EEER

3.3.1 ZB5mZ (Bill of Materials) SBOMOEIRTOLANS®D. 46V INIIT (LT 2SBOMZLIREIET S

3.3.2 AT A TIATR NAFIERTOEMDIZERE, FIBAOEMMEEKICICULFIEN DS

3.4 AV 547 ABEE R DERk L 1RTh

3.4.1 1TS54 7 ABEEER A ADITFA T A ERREY)ZBAFECL. BIBL TS

3.5 A=TVY=AAZ1=FABENDEBAF
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3.6 HIRERBIADET

3.6.1 b =) ISO/IEC 5230 NOE&%ZEBL TS

3.6.2 AR BEEENSIBZEISHBALUAT, INTOEREIER LTS
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BRICHBIFBFMEIADYIT AT AN ARG

- Compliance Activity
Queued for
Process =
+ $ g Outgoing Software
Own -g a }-‘E
Proprietary < ) v =
() - + wn (-
Software - 5 > 15 09.0 8 o g N Notices &
- w > Q = = = Attributions
@) Q _o o 4V) o) (10
3rd Party = g v o = - =
Software IS 8 g — % z §
E Q 2 > > () Written Offer
Open - o ks o
Source % > Q. a
- Q o
o <

Example of Compliance Management End-to-end Process

4 : Implementing Open Source License Compliance Management (LFC194)
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ISO/IEC RPF 18974 (OpenChain Security Assurance Specification)

o EOLSRYINITTIAVR— MeRIFAUTOWSNZBASINCL. LE1—EEERZIS T, BEICHI L%
ERID
o MEEEEIREUEBRTDIBEOTOTAXEN DD, MICKOEREEZEMITD

4.1 ’0J5L0EE
4.1.1 RS- A—=TVYV-2tF1VF74T721T750 AR —%TES, TOJSLASHIECAFILTNS
4.1.2 = TOUSLASIMBEONERTED. NL—Z I PIET A% EETS
4.1.3 SR TOUSLSIEDN. RIS—RECDOVT, TOJIACHIIZEENE ST 2RIZIIZE(CTHDRIRHROKEEFLTNS
4.1.4 075 L0EREH 075 L0ERESFE%ERFEICL TULVS,
4.1.5 EHETSHT A ADTEE BESs DI+ 1 7R VI NI TRFEDIEHDOFIEN 3D
4.2 B EEBDERL TR
4.2.1 71X MesgtE(CRE T 25 =ENSORIVEDEEOEM ISFIERED IO AN BIETHD
22 +ARUN— AR T0A5 hSINEQEEIZTEREL MNBERIN 22BN TT(\S (AESEHCEId A M PIZTKN BN AL A TINR)
4.3 A= OY—-AYIMNITIFIAOFTIYDLEL—E KR
4.3.1 VIR SBOM (Software Bill of Materials)DEIRTOCIN G0, #IGYINIIT(CRT2SBOMELIREIETS
4.3.2 tEIVFAT1T5OR HHEYIRIIZDSBOMICHDA—T>Y—-AVINITPEBGRICDWT ., TFIYT( 731752 AN DTOE AN $HS
4.4 HARFERBEDET
4.4.1 b=y ISO/IEC 18974 ADEEZEEELTLS
4.4.2 AR BEEENSBZEISHBALUAT, INTOEREIEL LTS
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Software Bill of Materials (SBOM) DEZ

B LE. Executive Order 14028 ZR—ACTEEZELTWVWBRLDICHAND

USq a formal record containing the details and supply chain relationships of various
components used in building software

EUsya a formal record containing details and supply chain relationships of components included
in the software elements of a product with digital elements

A&y  YINIIZIVE— MOTN SO EIROIERE S MR R S8 —BUR hOE

(1)  Whitehouse. “Improving the Nation's Cybersecurity”. Executive Order 14028 of May 12, 2021
Retrieved from: https://www.federalregister.gov/documents/2021/05/17/2021-10460/improving-the-nations-cybersecurity
(2)  NTIA. "The Minimum Elements For a Software Bill of Materials (SBOM)"
Retrieved from: https://www.ntia.gov/report/2021/minimum-elements-software-bill-materials-sbom
(3)  European Commission. "Cyber Resilience Act”
Retrieved from: https://digital-strategy.ec.europa.eu/en/library/cyber-resilience-act
(4)  Council of the European Union. “"Proposal for a Regulation of the European Parliament and of the Council on horizontal cybersecurity requirements for products with digital
elements and amending Regulation (EU) 2019/102"
Retrieved from: https://data.consilium.europa.eu/doc/document/ST-12536-2023-INIT/en/pdf
(5) BHEEEE [VYINIITERCHIITZSBOM (Software Bill of Materials) OB A(CEHI3F5| Ver. 1.0
Retrieved from: https://www.meti.go.ip/press/2023/07/20230728004/20230728004.html © 2023 Toshiba Corporation 32



https://www.federalregister.gov/documents/2021/05/17/2021-10460/improving-the-nations-cybersecurity
https://www.ntia.gov/report/2021/minimum-elements-software-bill-materials-sbom
https://digital-strategy.ec.europa.eu/en/library/cyber-resilience-act
https://data.consilium.europa.eu/doc/document/ST-12536-2023-INIT/en/pdf
https://www.meti.go.jp/press/2023/07/20230728004/20230728004.html

NTIA. The Minimum Elements For Software Bill of Materials (SBOM)
(F1T7 : 2021.06.12)

E.O. 14028 Z2X(I T, VINII7BTSAFI—2ICHIIBYINII7EBGmDOE IR ZHER I D128, SBOM OF
HOrROOFREROIEHZRT

FERRRUTRD3D

1. Data Field 3. Practice and Processes
I —— r—— IR -ERFDIRAEDSBOMEZEE T 3Y)
. THERK TZ. Machine-readable (#t%a] 5% 14%)
THBIE « XS (REZ2TOKFRERFROEE. RI\DIBESE
) ) primary (top-level) D> R—> NEBASINCT BE.
« Human-readable (AB]5E4%) CHHDIT —FTA—XY Nz F BIN(OEMU CHREE CEIZE(CEIMNE., )
AU, B EHRzN2CE

« Known Unknowns (Ik{FR{RDIFIEZERME(CT B L)
o BfnLiNG (SBOMEYTSAFI—>THEIBIL)
« 7R3> M- WHEITSU THEIBHREL TIRDTE)

- BHEVDEFE (SBOMEBIR(CODVWTURIEIBOEL Tl
FREEM(CHBIY)

» Software Package Data eXchange (SPDX)
* CycloneDX
» Software Identification (SWID) tags

NTIA. “The Minimum Elements For a Software Bill of Materials (SBOM)”
https://www.ntia.doc.gov/report/2021/minimum-elements-software-bill-materials-sbom
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Software Bill of Materials (SBOM) Di&HXICEI T 3E) M

“The Minimum Elements of Software Bill of Materials” i’ —TEDBZ (3> TS

2

EU)s) ;

Data Field LU COER/I\NEDEZRZIASNCI D (1£ih)
REIETOUGFREFZROMREE. &/]\DIFE(Eprimary (top-level) DIR—R> M2 T

RRINZEB S HSBOMDIEHRIBNERZTEDDIEPRFTD (ERICHEVT, 5FEAER)
WIEKED TORmMOE FAILAILOAFE R

A&,  USKABIEHOIEBOBNC. SPDXBESBOMDT 54—y NOPIRBECEES

(1) NTIA. "The Minimum Elements For a Software Bill of Materials (SBOM)"
Retrieved from: https://www.ntia.gov/report/2021/minimum-elements-software-bill-materials-sbom

(2)  European Commission. "Cyber Resilience Act”
Retrieved from: https://digital-strategy.ec.europa.eu/en/library/cyber-resilience-act

(3)  Council of the European Union. "Proposal for a Regulation of the European Parliament and of the Council on horizontal cybersecurity requirements for products with digital

elements and amending Regulation (EU) 2019/102"
Retrieved from: https://data.consilium.europa.eu/doc/document/ST-12536-2023-INIT/en/pdf

(4) BEEEE YINIIFERCHIITZSBOM (Software Bill of Materials) D& A(CEHI3F5] Ver. 1.0
Retrieved from: https://www.meti.go.jp/press/2023/07/20230728004/20230728004.html
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https://digital-strategy.ec.europa.eu/en/library/cyber-resilience-act
https://data.consilium.europa.eu/doc/document/ST-12536-2023-INIT/en/pdf
https://www.meti.go.jp/press/2023/07/20230728004/20230728004.html

Data Field: NTIA. Minimum Elements For SBOM

YINII7AVIR—R> N[ HFE I TEB D DRAKPRDIEHR

SBOM Minimum Field Description (5%BA)

Author of SBOM Data SBOMEZHBIEDIERE (Y7517 —EIFR5BL)

(SBOM®D{ERLE)
Timestamp — — .
(94 LRG> SBOMT —4%{ERk LTz HRFDECER
e SBOMEE S EBIA(C#3 1> 7R —> NOIRME D FR X (58RI 2R
Component Name - N ; e
(AVE—2YRZ) AVSFINOB T AV —HEDYT NI 17 EARD BN
Version of the Component T _ © seis
(Ao K—2> kDN —T>) ADM—2%> Maz@pl I DI DIN—>3>
oth . . JR=2> hOFEBIPOREET 27 —IN—-RDIW I 7y TF—EUTHIATED 1= —I735#
er Unique Identifiers B [E5R

(ROMBO—RBHREIF) ~ WSS HEIEIRORIAICHIFIT BTN EIAREENS, CPEPPURLAL,

Dependeneyii=iaionsiin RIS R MDY T MITPYICEEN B BRI (“included”)

(i&7FBIR)

% _FE2(F “The Minimum Elements For a Software Bill of Materials (SBOM)" M2 #k(CE DN, ROFIEIEF LT UH—EULEW © 2023 Toshiba Corporation 35



Data Field: NTIA. Minimum Elements For SBOM (cont.)

RARBROEDCHIZ T, #HERENDT—HT1—ILR

SBOM Minimum Field Description (5iBA)

Component Hash
AYR=%> b\ 11E)

Lifecycle Phase
(514941 V)V DEBS)

Other Component Relationships

(20D R—1> bEDREIR)

License Information

(G R1RER)

AVR—%> b1 =BT 2 DES 16/ \wS 118
- WEPHWEOBEOREICEREEZAND
X WNEBR(C(FFAERBEHDIN—2> MNOBEICEFIATES

VIRNIIT7REFEIATHAIINDEDEEPE (“stage"tB)HERT
- Y=XJ-R, EJLRA. EILREE, U-R1&., RETYINITITERN AL TBREND
NZBIcs
Ex1. AUSFIDY—-AD—-RICTARI-R2E0H. V-AFCSHRVNGES
Ex2. FANRET/\WITRDS4T U ETH, V)-ABFCEHRVESE
X _FERICPRSAN
> i—2R> MEIDBE%R
%" Minimum Elements For SBOM” Tld. EIENRMKFEMRCIEBRVIDR—R> NaEl OBz %z
FKIRI255EL T, “derivation” (k&) ° “descendancy” (&ik/tRR) BEZHIRIT D, TN,
AUSFIUEENINZSNTWD L Z R I Tesh. TBDITIREEORNBDIBINCERIZLIETET 3.

A= NMOBRINZ I/ RICEET 25K
— FRAEN-HIRIDEEZIRIET 2IcHCFBTES
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Data Field: A—J'YY -2 547 AAZ1=F1DRR
EVSFEROBRRNAHDE. FIBAITEENNTIREETES

SBOM Minimum Field Description (5iBA)

A i—R> bM2EUS I 210 DFES
Download Location - A A-yk EOOT—>3>
- N=23 BB T (VCS. GitRE) TORA>H—. ZDAth
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SBOME&ESDLCEDBEE{R
SBOM (CIESDLCICSURAT—IHhZEZBND

@ Build

SBOM

compilers, bujjg

tog
s, “o,,’
- I.q
(A
e,

@ Deployed

SBOM

Runtime
SBOM

@

Source: Types of Software Bills of Materials (SBOM) published by CISA on 2023/4/21 © 2023 Toshiba Corporation 38



https://www.cisa.gov/resources-tools/resources/types-software-bill-materials-sbom

SBOM Type Definition and Composition

Design

Source

Build

Deployed

Runtime

Analyzed

YINIIT DT YA AR EEEFE TDSBOM
WL EARETREREDSR—R> FOERBROBEICEANDS T1BAIND)

EILRRIOY —R0— R, E)LRTHIAF BRIz I 510 R—R>
MeZ O LI(CAERKLIZSBOM

YY—Z2N3VINII7OE) RTOTZATERKENSSBOM,
ETENAFUNMI-S v eRBi5E. Y-2D—R, k793R —
8 EIVROVIR—FI M, E)VREEOHFENDT —4. ZOAHREEET
3SBOMRRE)

SATAFIETBYVINITITICEAT BN NJ—EELTDOSBOM
FITO(REBIECTRIAT2YINI T 70> 431 -3 0%
HFENBRETIEBRREINS. tEX(E, MBDBUild SBOMEDFEAEDE
RENMETEIND,)

VINIIT S AT LATHREISETIZEED. S AT AZHAHRDSBOM
ENY (MU THIA I35 R—%> Mindi5E
“instrumented” SBOM F/z(& "Dynamic” SBOM LT, AT L%
13 5SBOMEL TEIET D)

FEATL CEERNSNIZSBOM
EAT/AFI )= AT FARBBN S DA X—2 ZfRIF LIRS
RBENEEEIND)

CISA. Types of Software Bill of Material (SBOM) Documents. M55
https://www.cisa.gov/sites/default/files/2023-04/sbom-types-document-508c.pdf

AARREDPRFPREICEDVTERKIND

VI NITTPRERKERMT (SCA) Y—ILDOH F3°. MEBIGU TFEZE TR &
IFURBIRICE DV TERKRINS

Source SBOM (B RTOCATIHEERDIBIRICEDINTEKINS.

SRAFT LAV A M= ENBBEOSBOMEZDT> T4F 1L —3VIEHROEEERIC
HO\WTAERIN S,

SATLAOFRITRIE(CAOT, YATATERBRICBEE ISV I MII7 DECERCE
DVWTAEKENS,

Y- RN —F1EHOFETY - I OB N RBECEDINTEMEN D,
CTTRATY—ILER S\ A FUBTY - LR ENEREEN S,
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Traceability

— ©

Deployed SBOM

- @

Build SBOM

- @

Build SBOM

©)

Runtime
SBOM

- @)

Deployed SBOM

- @

Build SBOM

— ©

Deployed SBOM

~ @

Build SBOM

- @

Build SBOM
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SBOMODEERT—HIA-IYH

A=T>Y—=RAAZ1=54TlE. SPDX 1° CycloneDX H'EERE(CRRDT ()

& | SPDX | CyconeDX | SWD______

FHFEEA

BH0Y—Z4F
(ERAIDOV)—REF)
BN\ —>3>
ERFRTEDFRE
=

X DIA -y b

SPDX Workgroup
(Linux Foundation)

2022 (2011)

2.3
A AT TFATR

VIRNITT7AUR—RINMIDOWT, /v —
. D7) AZRYMDRIE TIRA B,
PRAZAERRFS [SO/IEC 5962:2021(4.
V2.2 1CEDNTWS, V2.3TlE. NTIA
D B/ NEBRADMIEDHDBEFELHR
SNTL3. SBOMADZHR{LI3=—XIC
MEST Bled. TOTF7AIEVSBESRE A
FBV3.0TARDRETHEA TS,

JSON. YAML. CVS
(spreadsheet, XLX/XLSX).
Tag-Value. RDF/XMLRRE

OWASP

2023 (2017)

1.5
X171 72175>K

M= MNEIDBIFRR. VIR 7HE
U I aJsE N 0 DSMEBAPIE DB FRE
LWole, YINII7EH—ERDT—ADFHRN
REEIMR D, METEIEIBIRZIROELTE
%, V1.5Tl&. Machine Learning Bill
of Materials (ML-BOM)
Manufacturing Bill of Materials
(MBOM). Kubernetes Bill of
Materials (KBOM) h'#rL<CE AN
IZ.

JSONXMLRRE

* NIST Internal Report (NISTIR) 8060. “Guidelines for the Creation of Interoperable Software Identification (SWID) Tags”
https://nvlpubs.nist.gov/nistpubs/ir/2016/NIST.IR.8060.pdf

NIST

2015 (2009)

ISO/IEC 19770-2:2015
VINII7EEERE (SAM)

VIR 7 RHmD— RO FEZEDDE
DELTREZNIZ, 2009 £FICISO/IEC
TEEFMRENEIND, COAREFBETERE
HENTVSN. NISTH A Re—HfgZ B
LTW%*,

XML
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SPDX v2.3

SPDX : SPDX Workgroup WSRIE S DIA—NYh (https://spdx.github.io/spdx-spec/v2.3/)
V2.2.1 ($ 1ISO/IEC 5962:2021 £ U TEIBRZE#EAL,
E.0.14028VFEE I ANTIADH A RSA > %323 T\ V2.3(Ce]ET

Claus Catego Tag

6

Document
Creation
Information

(6.1) SPDX Version

(6.2) Data License

(6.3) SPDX Identifier

(6.4) Document Name

(6.5) SPDX Document Namespace
(6.6) External document reference
(6.7) License list version

(6.8) Creator

(6.9) Created

(6.10) Creator comment

(6.11) Document comment

Package
Information

(7.1) Package Name

(7.2) Package SPDX Identifier
(7.3) Package Version

(7.4) Package File Name

(7.5) Package supplier (x)

(7.6) Package originator

(7.7) Package Download Location
(7.8) Files Analyzed

(7.9) Package Verification Code
(7.10) Package Checksum

(7.11) Package Home Page

(7.12) Source information

(7.13) Concluded License

(7.14) All Licenses Information from files
(7.15) Declared License

(7.16) Comments on License
(7.17) Copyright text

(7.18) Package summary description
(7.18) Package detailed description
(7.20) Package Comment

Claus Categor Tag

X&) \151 ME. Minimum Element X iHIEE
% TagDAXZF(&. SPDX Lite TIRIIEH

V23TODERZEER

Clause 7 i

* License B8i#(3 £TOptional [CZE,

Annex. F [External repository identifiers]

o PESSMEEIRDIZ6IC “advisory” “fix” “url” IRE
ZBMN.

+ SBOMIA—~wNCISWID ZiENN

« ZBYANC gitoid (https://gitbom/dev) %
=18

Annex. G [SPDX Litel

« NTIA minimum elements for SBOM A®D%F
JEDT=8(C (7.5) Package Supplier&. RE551E
BIED=8H(C (7.21) External Reference %i&
(RO *)

Annex. H [SPDX File Tagl

 REUSE 5C/A% Snippet (CEMEBAT2

¥ 2. 3RS D NEYS

Build

+ build BE5®D SBOM 4mkICEE T Bi&sT
(OpenSSF 12 CNCF DX>/\—¢&1737)

3.0

+ fBOBOMZBIELIZETILOIERST

7 Package (7.21) External Reference (%)
Information (7.22) External Reference comment
(7.23) Package attribution text
(7.24) Primary Package Purpose
(7.25) Release Data
(7.26) Built Date
8 File (8.1) File Name
(3&#%) Information (8.2) File SPDX Identifier
(8.4) File Checksum
(8.5) Concluded License
(8.6) License Information in File
(8.8) Copyright Text
9 Snippet (9.1) Snippet SPDX Identifier
(3&#%) Information (9.2) Snippet from File SPDX Identifier
(9.3) Snippet Byte Range
(9.5) Snippet Concluded License
(9.8) Snippet Copyright Text
10 Other (10.1) License Identifier
(#&R#%) Licensing (10.2) Extracted Text
Information (10.3) License Name
Detected (10.5) License Comment
11  Relationship (11.1) Relationship
(3R¥%) between SPDX
Elements
Information
Annex External
F  Repository NEBSIRELL THIFEN3IEHREFLDD
Identifiers
Annex SPDX Lite Ny —SEfT TSBOMZ EIRERA I 30071l
G v2.0 NMSfEERAD
Annex SPDX File Tags FSFE (Free Software Foundation Europe)h'1glig9%
H REUSE ECi% ([CEDCEIFERUSI 2 ADRR
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SPDX Lite (Annex G of SPDX v2.x)

e SPDX{EAROYIYRTHD., AT RATFA 7O A0 DER/INEDERE EDIZED
o E%ET75ET(ISO/IEC 5230 AU [@ PRF 18974 OJOTRAEVOEEHE T/ELVO T VL BF RN B IR EIE

REUSE initiative =

+ SPDX

Copyright/License Notice

Community

SPDX OpenChain world

Unskilled

Supplier

Integrator

SPDX Lite
e
Use SPDX
: penChain Non plia
Use SPDX
[ openChain Non-Co
C SPDX

m SPDX Lite

‘ I Unskilled
Supplier Supplier

SPDX subclause Field name

Package-centric

SPDX subclause Field name

27 File
8 7.11 Pac
29 Co
2,10 o
211 Cor
1 Cor

1 Pac
31 10.1 Lice
32 10.2 Ext
3 103 Lice
105 Lice
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SPDX Lite (Annex G of SPDX v2.x) (cont.)

o FEIDSZTNRTLYRS —RNCSBOMZEIR/ARETED

TPl BA Bt T s =F B#E NS Daxyk ExE
B7 - v
A # ] c I E F G H 1 J K L ] N[~
1 SPDXv2.2 Package Information
2
SPDX Lite L2.1 L2.2 L2.3 L2.4 L2.5 L2.6 L2.7 L2.8 L2.9 L2.10 L2.11 L2.12
3 section no.
SPDX section (3.1 3.2 23 34 3.7 38 311 313 3.15 3.16 3.17 3.20
4 | [no.
Tag PackagehName |Package SPDX |Package |PackageFileName PackageDownloadlocatio |Files Analyzed PackageHomePage Concluded License Declared License Comments on License |Copyright Text Package
5 Identifier Version n Comment
Package
B Comment|
5 Ry r—Jf Ry dfr— (rtwir—3 sy =Sy 0— i |BifiLi-7 740 R—L_—3 WENZ7M YR | BEESNEFAR VR |ZME Y I~DAX Y FEFETFI L |18y —
7 FIs— Z7ANLE 2 (AFE) (FEZE DB &false) (OSSEE®ED S a=FT 19 A =P
vase(zxing) 333 javase—3.3 3 jar hitp.// e ol mavenors/may |FALSE https:// sithub com/zxing/zxing  |Apache—20 Copyright (C)
8 en2/comy goo gle/2xing Eva 2015 ZXin;
Apache Loghi 1217 logdi1 217 targ https://Io gging apache.org/Io |FALSE httpsy// Inggingapache ore/lngd i’ |Apache-2.0 Copyright 2010
] 4 "1 2/ dawnload htrml 1.2/ download.html The Apache
XZ for Java 15 15 xz—java—1 B.zip httpe.//tukaani.org/xz/va.h|F ALSE httpsw//tulkeaniore/xz/ Buahtml |Public Domain
10 tml
fontoonfig 21382 fontconfig—2 1392 tarxz  |https/Awww freedesktapars |FALSE hittps /S freedesktopores/sof (MIT
11 Furikid Software /fonton nfie” tware /fontonnfis/releases
lib—2 0 2382 glib—2 38 2 tarxz https: < Awww gnome arel FALSE http/ A ftp sname o re/pubd snome |GPL-2 O-or-later Copyright Peter
12 Ssources/alin/? 38,/ Mattis
TCP Wrapper T top wrappers_7 6 tar gz i /ft) roupine org/pub’ (FALSE i/t roupine orgdpub/secu |BSD
13 security/index.html rity index htrml
libxch 11 libcb—1 1 tarke? httpe:/ /xchfreedeskioporg” [FALSE https://xchfreedesktoporg/dist/
14
bash 5248 tash-3.2 48 tar g https:/ /www gnuore/softwa |FALSE http//ftp.gnuare/ gnus bash/ GPL-2 O-or-later Copyright (C)
15 re/bashy/” 1585-2005 Free
hunsrell 170 hunspel-1.7 O tar.ge https.//hunspellgithubio/  [FALSE https// github.com/hunsee Il hun [LGPL=2 1 -or-later GPL/LGPL/MPL tri- Copyright (C)
16 spell/releases license 2002-2017 Mé
7
18
19
20
21
22
Sheet1 Sheet2 SPDX License List l-i-l »
ERRT R ITUT B = M o-— ¢+ 100%

% SPDX Lite (CyaDIZ3

cEfBIn S —Eb R
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SBOM [CB95H1 R

f

o ZBEFERRFIOENZ(CWIGTBLIIC, BRA BFBENS RSN TBu]gEEN DS
e BRIBZHTTAFI—> TCOFMZIEIELU TH(ENEE

Bundesamt fur Sicherheit in der Informationstechnik (BSI).

”SBOM -Anforderungen: TR-03183-2 starkt Sicherheit in der Software-Lieferkette”
https://www.bsi.bund.de/DE/Service-Navi/Presse/Alle-Meldungen-News/Meldungen/TR-03183-2-SBOM-Anforderungen.html

e https://www.bsi.bund.de/SharedDocs/Downloads/DE/BSI/Publikationen/TechnischeRichtlinien/TR03183/BSI-TR-03183-2.pdf? blob=publicationFile&v=3
CRA [CXFI59FBSBOMA A Reird ez HIIEL TR
T—=HTA=Yh : SPDX v2.3 BABE. X(E. CycloneDX v1.4LA[#
BFEL . ENEL?

Telco-WG, OpenChain Project.
Draft Proposal for an OpenChain Telco SBOM Specification Version 1.0"

https://github.com/OpenChain-Project/Telco-WG
e https://github.com/OpenChain-Project/Telco-WG/blob/main/OpenChain%20Telco%20SBOM%20Specification.md
o FLAAERBIFC, TLILARL=FEFLILNRIAHA—SHMRETL TV ED
«  FT—AIJA-IYE : ISO/IEC 5962:2021 (SPDX v2.2.1)
- BTFEL . HEHE

% IRTE. Telco-WG & SBOM-SG (Japan-WG) (XD B CiEEzESH TS
«  H[ET SPDX 3.0 Lite Profile Z$8ZU. IR draft proposal (& 1 RI1>FEVTHRETD
- ARICEICLEA | BFEEECRSRUVAANLRABTORD. LNE(EKAERZBIEITMENGIEEZSN
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https://github.com/OpenChain-Project/Telco-WG
https://github.com/OpenChain-Project/Telco-WG/blob/main/OpenChain%20Telco%20SBOM%20Specification.md

SBOM [CBd9 351 R (cont.)

o EBEAEZIRECIHBERICIRBIDHA RIA O EfFESNTUS
e IMDRF & FDA (JIRIRTIZENENIHRIZLTULD

FDA (U.S. Food & Drug Administration).

"Cybersecurity in Medical Devices: Quality System Considerations and Content of Premarket Submissions”

https://www.fda.gov/requlatory-information/search-fda-quidance-documents/cybersecurity-medical-devices-quality-system-considerations-and-content-
premarket-submissions
NTIA @ Minimum Elements (CINX T, EE#E: CRRDIGEHRZFNAE (CIRMHI I ELZIEE TS

Information _______|pescription_ (&3

VIRNII7AIR—22 NOEGEHEEHRE T 2HR— bDK#E
Ex. actively maintained (fR<Figfit),
Software level of Support no longer maintained (fR<FIEHAR T),
abandoned (J%ZE)
¥ SPDX V2 xR TIEX ST DT —H T4 —IL RO

“End of support” X (& “End of life” DEAPRZEAMEICT D
- YIR—FETOEOTHNIL, HEEENTF1VT1/WFPYI NI 17 EfHZIEMHT
End-of-support date SEIEHRMIRMNGILEER1ETED,
- SN, BR— AR THNE, BEEBEEFIRECTAN\—F1U71URY
([OWTEYIRTOTRZEEL T I 2mEN DD,
% SPDX 2.x% T (&, ValidUntilDate H#EI5TS
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https://www.fda.gov/regulatory-information/search-fda-guidance-documents/cybersecurity-medical-devices-quality-system-considerations-and-content-premarket-submissions
https://www.fda.gov/regulatory-information/search-fda-guidance-documents/cybersecurity-medical-devices-quality-system-considerations-and-content-premarket-submissions

SPDX [CED{FT—5T 1=V RDIREIH

IRITOSPDX{LHR (v23R) Tl “LifeCycle Phase” RIS 27T —5T74—IL RHRL

bg:w hite
bg:green
bg:blue
bg:purple
bg:red
bg:orange

bg:yellow

Required
Conditional
Unclear
TBD

NTIA requiement

CaseStudyl
(6.1) SPDX Version
(6.2) Data License
(6.3) SPDX Identifier
(6.4) Document Name

(6.5) SPDX Document Namespace
(6.6) External document references

(6.8) Creator

(6.9) Created

(7.1) Package Name

(7.2) Package SPDX Identifier
(7.3) Package Version

(7.4) Package File Name
(7.5) Package Supplier

(7.7) Package Download Location

(7.9) Package \erification code
(7.10) Package Checksum

(7.13) Concluded License
(7.15) Declared License
(7.16) Comments on License
(7.17) Copyright Text
(7.20) Package Comment
(7.21) External Reference field
(10.1) License Identifier
(10.2) Extracted Text
(10.3) License Name
(10.5) License Comment
(11.1) Relationship

TBD

Telco-WG proposal draft

(6.1) SPDX Version
(6.2) Data License
(6.3) SPDX Identifier
(6.4) Document Name

(6.5) SPDX Document Namespace

(6.8) Creator

(6.9) Created

(7.1) Package Name

(7.2) Package SPDX Identifier
(7.3) Package Version

(7.5) Package Supplier

(7.7) Package Download Location

(7.8) Files Analyzed

(7.10) Package Checksum

(7.13) Concluded License
(7.15) Declared License

(7.17) Copyright Text

(7.21) External Reference field

(11.1) Relationship

SPDX Lite (v2.3)
(6.1) SPDX Version
(6.2) Data License
(6.3) SPDX Identifier
(6.4) Document Name

(6.5) SPDX Document Namespace

(6.8) Creator

(6.9) Created

(7.1) Package Name

(7.2) Package SPDX Identifier
(7.3) Package Version

(7.4) Package File Name
(7.5) Package Supplier

(7.7) Package Download Location

(7.8) Files Analyzed

(7.11) Package Home Page
(7.13) Concluded License
(7.15) Declared License
(7.16) Comments on License
(7.17) Copyright Text

(7.20) Package Comment
(7.21) External Reference field
(10.1) License Identifier
(10.2) Extracted Text

(10.3) License Name

(10.5) License Comment

SPDX Lite (ISO/IEC 5962)

(6.1) SPDX Version
(6.2) Data License
(6.3) SPDX Identifier
(6.4) Document Name

(6.5) SPDX Document Namespace

(6.8) Creator

(6.9) Created

(7.1) Package Name

(7.2) Package SPDX Identifier
(7.3) Package Version

(7.4) Package File Name

(7.7) Package Download Location

(7.8) Files Analyzed

(7.11) Package Home Page
(7.13) Concluded License
(7.15) Declared License
(7.16) Comments on License
(7.17) Copyright Text

(7.20) Package Comment

(10.1) License Identifier
(10.2) Extracted Text
(10.3) License Name
(10.5) License Comment

TR-03183-2

(6.3) SPDX Identifier

(6.8) Creator

(6.9) Created

(7.1) Package Name

(7.2) Package SPDX Identifier
(7.3) Package Version

(7.5) Package Supplier

(7.7) Package Download Location

(7.10) Package Checksum

(7.13) Concluded License
(7.15) Declared License

(7.21) External Reference field

(11.1) Relationship

NTIA Mnimum Elements

Other Unique Identifiers

Author of SBOM Data
Timestamp

Component Name

Other Unique Identifiers
Version of the Component

Supplier Name

Component Hash

License Information
License Information
License Information
License Information

Other Unique Identifiers
License Information

License Information

License Information

License Information
Dependency Relationship
Lifecycle Phase

Other Component Relationships

NTIA reccomendation (*Assuming "Concluded Licednse" is needed)

NTIA reccomendation (*Including those assumed conditional)
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SBOM®DYERY. E, B TRASN S5

1. M IA—IUIRY - RZAESHNEIME. L<HEERL T
5 : RIREN-232ERUAIE, Y-RAT-FEFHTVTE=EOI- FNEALTVSIEE

2. AROI-RIERIEERIED) \Wr—BIBOBEECURND
C/C++ (FD—2DHAX)\WT—SEBF A TS TERVGEGN DD,
conan Md+, conan + {AIH\, fAIHDFH. [AIHOFBEE. REEI RREDOHIBICILGUTBRIBFERZEAINE,

3. Y=RA-RAFv Y- )& fESEE I V-AO- ReENBISADT7 IV EIRET D

Bl @ SAEIADEI(EGPL-2.0+ I HERIBENESXUINDOEFATGPL-2.0 ZEEELTVDIGE
- ZOY—RAI— RV T 3T74IVEGPL-2.0E M X UIRTFTRHTRN

4. SPDXXENDIAt>RIE. (6.11) DocumentComment HEFEET S

(6.2) DataLicense (& {14%k_LE "CCO-1.0" 2h'. MEBIRIFOIIZRET BI5E (L DocumentComment REIGEEEINREELD
& smN\DD

5. BEEUMBRITIICEEEL
ifiEmesn Nt THizPI1Z1 -7 OBmZEYCFryF 7y IU. AT RAEMICBEN DN L0

6. BRZIOWVWT, ZE—D2DRF D5 %258 H I DENE(ESDECAHENIR
{5l : Sigstore ° GPG ZFFE I 3FEHINFNSN TS, BXE| oL B
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SPDX 2.x -> 3.0

IH7E. SPDX 3.0 DfTERFRENMED

SPDX v2.3 Document shall contain:
[ SPDX Document ]

Creation Information

SPDX
Core Model @
SPDX v2.3 Document may contain: CORE

L

A

Package Information

ile Information H . P
- File Informa ) Software Profile SOFTWARE

Snippet Information

T

SPDX

( Other Licensing ] E LICENSING

Information Detected

p . olo|loelale| e | [AsEcurTy

Relationships between SPDX g SPDX
§ Elements Information ' sBPDlglLD
w: 8 B Al
Annotations Information | SPDX
g DATA
r -
Review Information ‘—-7 SPDX 3.0 (Core Model + Software Profile + Licensing Profile ) == SPDX 2.3

Software Package Data Exchange (SPDX). https://spdx.dev/ % Lite & 128(CEOTHTETALANET © 2023 Toshiba Corporation 50



SPDX 3.0 ((REH)

D3R TONT4, TOTrAIVEBAL. ZERBARCERATEMLREOSVERETZEIET

o Interest in SPDX for additional scenarios and use cases
o Supporting security and safety critical application compliance requirements
o Al/ML and datasets increasing need for transparency
o Software Build provenance

. SImEhf
o Profiles .
o Remove confusing names , o
o Reorganize and enable general SBOM use cases with minimum overhead

o Flexibility .
o Desighed for online access
o Can communicate a single element - _
o Support optional inclusion properties for specific profiles
o Enhanced relationship structure

SPDX Workgroup. “SPDX Mini Summit”.
Open Source Summit Europe 2023. h*5

© 2023 Toshiba Corporation 51
https://www.youtube.com/watch?v=ZCNy9Zsq8b4



SPDX 3.0 (5RTEH)(cont.)

D3R TONT4, TOTrAIVEBAL. ZERBARCERATEMLREOSVERETZEIET

e Specification is being transformed into markdown describing
o Classes, Properties, Enumerations
o Metadata (type and cardinality) and description for each element
o Will be able to automatically generate schema from this version (for JSON,
YAML, RDF, XML, tag-value, etc) and reduce errors

e Profiles can add their own Classes and Properties and may also restrict
other profiles (e.g. values, cardinalities, etc)

e See https://github.com/spdx/spdx-3-model

SPDX Workgroup. “SPDX Mini Summit”.

Open Source Summit Europe 2023. 5 © 2023 Toshiba Corporation 52


https://github.com/spdx/spdx-3-model

SPDX 3.0 (5RTEH)(cont.)

Element(3JL 723> T&. Elementfi}Z "Relationship” element TRMZ D3 34ERK(C

=<interface>> Payload

The logical model does not define serialized data.

One or more Element values are converied toffrom
a Payload (byte sequence in a parficular data format)
according to a serialization specification for that format

1

SPDX 2.3

SPDX 3.0

SPDX Document

1L
profile Core J ‘ ‘

ElementCollection

ExternalDocumentRef A

SPDX

Namespace Map

Document

Element

é Element

Imports

S

External Document Reference h'Z &

SPDX 2.3

SPDX 3.0

+ purpose: SoftwarePurpose{0.*]

+ contentidentifier: URI[0 1]

Snippet File

+sbomType: SbomType + linkType: DependencyLinkType

+ requirement: DependencyRequirement

Package

+ byteRange: PositivelntegerRange[0..1] + name: String + packageVersion: String[0..1]

+ lineRange: PositivelntegerRange(0..1] + conientType: MediaType[0..1] +name: String
+ downloadLocation: URL[D..1]
+ packageUrt: URI[0..1]

+homePage: URLD. 1]

1 Annotation
- + annotationType: AnnotationType
Agent Element e Vo
+ statement: String[0..1
+SPDXID: IRI [————subject—————— alo-11
1 * | + contentType: MediaType[0. 1
? +name: String[0..1] o vpel0.1]
[ 1 1 Relationship
- + summary: String[0..1]
Person Organization SoftwareAgent + relationshipType: RelationshipType
+ description: String[0..1] fron <
1 + completeness: RelationshipCompleteness[0. 1]
+ comment: String[0..1] 4 <
0. + stariTime: DateTime[0. 1]
+ creationinfo: Creationinfo
Tool + endTime: DateTime[0..1]
+ verifiedUsing: Ir 10d[0..7]
+ externalReference e[0..7] ElememCollection
+ exter Exter 0.7 + 77~ import. Externalap(0..]
+ extension: Map lass=, Exten: 4
Bundle
Li
+ context: String[0..1]
+ scope: LifecycleScopeType
‘ Artifact ‘ SpdxDocument
+ originatedBy: Agent[0.."] + name: String Bom AssessmentRelationship
+ suppliedBy: Agent[0_1] + namespaceMap: NamespaceMap[0..”] + assessmentType: AssessmeniType
T
profile Software J I
SoftwareArifact
Sbom SoftwareDependencyRelationship

SPDX Workgroup. “SPDX Mini Summit”.
Open Source Summit Europe 2023. (CEDW\T/ER

Element

Element

Relationship
Element

Completeness

relationship

Element

relationship N

from Element

to

Nl linkType

scope

Element

requirement Element

Relationship H'Z&Z &

© 2023 Toshiba Corporation
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SPDX Al Profile properties

Bl ar

Properties borrowed from other profiles

suppliedBy
downloadLocation
packageVersion
primaryPurpose
releaseTime

Transparency
Auditability
Traceability

SPDX Workgroup. “SPDX Mini Summit”.
Open Source Summit Europe 2023. (CEDW\T/ER

Properties specific to Al profile

energyConsumption

standardCompliance
limitation

typeOfModel
informationAboutTraining
informationAboutApplication
hyperparameter
modelDataPreprocessing
modelExplainability
sensitivePersonallnformation
metricDecisionThreshold
metric

domain

autonomyType
safetyRiskAssessment

© 2023 Toshiba Corporation

54



SPDX DATA Profile properties

DATA

Properties borrowed from other profiles

e originatedBy
downloadLocation
builtTime
primaryPurpose
releaseTime

Transparency
Auditability
Traceability

SPDX Workgroup. “SPDX Mini Summit”.
Open Source Summit Europe 2023. (CEDW\T/ER

Properties specific to Dataset profile

datasetType

datasetCollectionProcess
intendedUse

datasetSize

datasetNoise

datasetSize
dataPreprocessing

sensor

knownBias
sensitivePersonallnformation
anonymizationMethodUsed
confidentialityLevel
datasetUpdateMechanism
datasetAvailability

© 2023 Toshiba Corporation
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SPDX Licensing Profile
SPDX
ElLICENSING

e Primary — tree leaves:
o License => ListedLicense or CustomLicense |
o LicenseAddition => ListedLicenseException or CustomAddition —

AnyLicenselnfo

e Complex combinations — tree structure:
o ConjunctivelicenseSet: "AND" =
o DisjunctivelicenseSet: “OR"

1 n

o OrlLaterOperator: “+
o WithOperator: “WITH" —_—

e Other values:

o NONE
o NOASSERTION

I —

Nonelicense

NoAssertionLicense

U

SPDX Workgroup. “SPDX Mini Summit”.
Open Source Summit Europe 2023. (CEDWTYERL © 2023 Toshiba Corporation 56



SPDX Licensing Profile (cont.)

1L iIcCENSING

Expression:

Model:

SPDX Workgroup. “SPDX Mini Summit”.
Open Source Summit Europe 2023. (CEDW\T/ER

Apache-2.0 AND (MIT OR EPL-1.0+)

ConjunctivelicenseSet

N

Apache-2.0

DisjunctivelLicenseSet

TN

MIT

OrlLaterOperator

EPL-1.0

© 2023 Toshiba Corporation
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SPDX 3.1 Blf&ED* : Functional Safety

SBOM (CATAREPT ANz BEELT (I

B ] B ] B @ Build SBOM ]

Safety Concept II Specifjcation Package y
SPECIFICATION FOR (Requirements) EVIDENCE FOR || Test Report Package

SPECIFICATION FOR \TQUIREMENT FOR

'?? II Test package
Plans Package REQUIREMENT FOR t)

(Test Spec. Scriy

¢

A

—

vl

O

| Evidenc package

SPECIFICATION FOR ‘/TESJ GENERATES

|| Source package
Implementation
Guidelines Package Executable Image

4—

vl

SPDX Workgroup. “SPDX Mini Summit”.
Open Source Summit Europe 2023. (CEDWTYERL © 2023 Toshiba Corporation 58



OpenSSF (Open Source Software Security Foundation) D&D<d

How DpenSSF Projects & S16s Work Together (“C1/CD View")

| E | | ¢ |

Developer

Package |
selection
« nformation, _,

o = = = =

i Dependencies |

-—e—m e = = ==

X v Jae | ar
Consumer

r Vulnerability |
| information

T T P T

A. Secure Software Development
Fundamentals courses SIG

B. Security Knowledge Framework
(SKF) project

C. OpenSSF Best Practices Badage
project

D. OpenSSF Scorecard project

E. G MEA distribution SIG

F. Common Requirements
Enumeration (CRE) project

G. Concise & Best Practices Guides

SIGs

H. Education SIG - Mob. Plan
AJ. Memory Safety SIG - Mob. Plan

I. CVD Guides SIGs

J._OSS-SIRT SIG - Mob. Plan

K. Open Source Vuln Schema
(OSV) project

AK. OpenVEX SIG

AL.Vuln Autofix SIG

L. Alpha & Omega project

M. Office Hours SIG

N. Security Insights

O. Security-Metrics: Risk
Dashboard project - Mob. Plan

P. Security Reviews project

https://openssf.org/community/openssf-working-groups/

Q. SBOM Evervwhere SIG - Mob.

Plan
R. False-Positive Suppression
Spec SIG
S.[ Guide to Security Tools SIG |
T. [ cve-benchmark SIG |
U. OSS Fuzzing SIG
V. DAST scanning & web app

AE. Supply Chain Attack
taxonomy SIG

AF. Supply Chain Attack
RefArch SIG

W. Supply-chain Levels for
Software Artifacts (SLSA) SIG

X. Eactory for Repeatable Secure
; . f Artif ERSC/
SIG

Y. Secure Supply Chain
Consumption Framework
(82C2F) SIG

AG. Survey of OSS Repos SIG

Z. List of Critical Open Source
Erojects. components, &
Erameworks SIG

AA_ criticality score project

AB. Harvard study SIG

AC. package-feeds /
package-analysis project

AD. allstar project

AH. sigstore
Al. Core Toolchain Infrastructure

(CTI) support

© 2023 Toshiba Corporation



SLSA (Supply Chain Levels of Software Artifacts)

VINDI7B TS FI—UCHIFDEIEEEROILDDIL—LT—Y

SOURCE THREATS BUILD THREATS

4 &4 4 4 & 4 A

Producer —>— Source —_— Build —_— Package —>— Consumer

Dependencies

DEPENDENCY THREATS

SOURCE THREATS DEPENDENCY THREATS BUILD THREATS

A Submit unauthorized change D Use compromised dependency E Compromise build process
B Compromise source repo F Upload modified package
C Build from modified source G Compromise package repo

H Use compromised package

« VINIIVOBEFENST IOA(CEDETOD
JOTACBWVT, [EIEMH 1 %28 RI B
B, I HRACEIVTHERZRTEIT S

» CNCF (Cloud Native Computing
Foundation) TIZZETF O 14 MISLSA
Assessment Z&EFB{TTTLSD*

v1.0fE4R(E ROLANIINZTEET D

1. W= HEDLSITHBEEINEH DFRFE
(Provenance) &0 \B5LE

2. MARSNIZEIWRTSYRIA—=LICEDE
pENTcBATEDERREE el KA OBTERRS L

3. #W{bLSNEIWRISYNIA—A
EJL R DR EEBH LE

https://slsa.dev/ * https://www.cncfio/blog/2023/04/19/building-secure-software-supply-chains-in-cncf-with-slsa-assessments/ © 2023 Toshiba Corporation
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FRSCA (Factory for Repeatable Secure Creation of Artifacts)

TV (CBMETDLOTHABRR SN, EILR 1TS54 > B, BIfRAL. ID. RS —DY—)LE¥

o INTOENRNYTZAFI—>tF1U74
DORANTSOTAAAEDTEHAREET B,
peveloper Crsca orod txaUT1H—RL=IZfmIIZEIRINAT

, \ , \ S1>2DMFILEERDOTY S

Workioad - WWDIEUT7L > AR &=

Kubernetes TOF|BAZBIRICR TR I D

« ClIIXM4T 514> (Tekton)

«  SBOMZERY (Trivy)

«  Attestationt>'SBOMADE 4 (sigstore)
« D=70-RDER: SPIFFEZEHL (SPIRE)

https://buildsec.github.io/frsca/

© 2023 Toshiba Corporation 61



SBOMIE, VIMIIF7EYMARIAY MDBEIETHD

. ‘J7|\'717U7|?/I\Uc‘:CI/CDiﬂiﬁE*&{F U. BRI R—%> h—EBIB2RIK (BEMb)

o OSSRREEPmEBETEEREZERIT. HdE DI tae (X HEBELE LU T E
Before :EB BiFlEE B After X BEIIT
FAIOBIFESA ST [HhEELE | Z % (E

1 01358
- - —— - ———1 - B L}:EOD*EBE%%Zét - __*éﬁgﬁﬁ%(iﬁ_t“x'll:t(:

= 1off ERILOLSEEt BT I BEP DI BRIE

- - - - BAWMRSFHEOBNI- ROME ~ ARREB(CLS

_ | _pTEEEEE Lo EE - BB ARY -8 ARER

RfESS M EIR N A - URVEIRARFI 2 hEYL

s = — BAFE)\A TS5 > DAFI LN
. %D%tbtjx |\|E.l \ﬂ\ﬁﬁﬂ—t“x?jul(o)ﬂ_‘liﬁ/\
(VIRDIT(CHEIFBIDN—1> MDAV D)

B | () ez sean
| (| (e

2= R CHBYINITIF 7Y METYVIMNIIF A 1Z2EBKRIRICGENMED L 3IC
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SBOMM'5, Bil&DYI Mo 7iMi() ZiILIEI S

o YINIIZIVHR-RhOIEHRZ B ML + HWEEREDXIT -5 /FRk
- BHEROBLUHIGZPEATOE) M 7 21E

-r———_—————-——----- - - - - - - - - - - - - - - - - - - - - —————

— ey

i R Py R - EREssE
[ ] (B U=a, REOT SR BB (] | et
— | | (RESSIEER) i | - BRAE AR/ TE

i . B

| |
i i
' |
i | EEEIE, RREE \ Sy "
- i %: :{#A%ﬁbifﬂiﬁ, eSS BIFOS. TOAAFER) . REELE
=1 e
| . |
i . L L
/[ S— - FIFAT 31 R—3> hOFEE
EPEmETED » OSSIETER#E
JOt Rz BARE(C {-E&“Eﬂj‘{ K }
« I=TAZTHAR

HPEmETEEAFIV (LT, ilEOEREELENTE T2 LSS

* SBOMAHBEL S BB THD, DI EBI TR - BT 3
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VI M I 7HERRIBDE R

- [ E0TJOZIIRT, EOT-RZRFELIINZ. VCS TR EHE
- HFEESHEEZMAOER - BEML/AbUD-070-%22Fm. TANL—>3>% BENEX]
o SATIREEVIMHEEENRTOOOEES - QAEIRAT]

<> |
Source

A 4
T
PN
T
7
~
<
7
=
\=0
T
\

=
m O
Bl S

Release
package i ! 7'y Package
_______ \ A . A
® T S o
a . VCS [ “ Clj Inventory ah
T T ___________ re Consumer /
PDE:ZT;S;( ————————- -t j————L—— Customer
| | |
N R AR
A I ? 1Y | 7 ‘( / |
| BbamsERE | o | e ROK TS
] | | (SCA) | EhmR L Sqe2Es
___T _______________ T____ - fesHERE
- PRESEBFIIC

IANL=-23>
VCS: Version Control System -

CI: Continuous Integration
SCA: Software Composition Analysis

X —RZEY(CIE, SCAICBRHEL T, EFIE. SA VR M EOMOMERBIROMEDZEHI DENMRSN TS

BE{EOREIRIBEMICHIZ T, KEDIHER, RITHN/ZENEBEEZHLE
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=¥l )

UZIIZD A MNBWZ D, ISO/IEC5230 (A—T>V—=RIA A TIA TR KU
EPRF18974 (TF1UT (73173 A)DTOATLAI LS A NTESBOMAERRIC-TL

3

SPDX Lite (&. YIRNII 7= N )\wor—SORIE CEIBULDIETREDTHD.
W TE T ZE (ARSI RSBOMT —4JA—y N U TFIFAT]EETH B,

- JXHASP

Al

DX 3.0, 3.1 ([CmFfeARET hMEEA TULVD, SPDX 3.0{14k5

DIRZEOHHHEEA TV,

o TFIVF1ERTIE. OpenSSFECNCFREDEUHENERA TH D, FKFE
ERRECI/CDICEDT-I70-DEEMENMEA TS,

*  SBOMIE YRINXIAYNCERFH T BMEBEIRELTOYVINII7 7EYRRI AT MO

HBCER2, BYIRBIBCEID, A—T>VY—-ZADIAIRTLhEEE(E

TElC[EllFfzLite Profile

VTAT—>32,

(CENE

S EThd,

S = HARIETL
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[RA] A—-T>Y-RYVI O 7#iliE
[BRZ A-TVY—-A RAI TRED, #BYA MSIECBNTT

B EE > KASHEZ RABEER > KRASHEZ ORA—E > BE - @YD O 7EE (A—T>Y—-RY T hD T 7Eiii#)

B - H58Y J b RGNS (A—TJ >V —AY T hO T P HiNE)

[§ﬁ~%ﬁvjh917ﬁmﬁ(ﬁ—7>V—XV7hUI7&M ]‘Eﬁé’
S —
HEASOH

o TANR=R, ZRNT—=9 Web., DEULIR, ARL -T2 RAF LAREFLEELEY I NI 17 ORI F
o AREEOEIRICERINZERYI NI 7HEMOFRE - 554 - s84/F

« B2 -TORXEENOIHE

o fHHMOSSOZ1=FT 1L DEE

[E82- 0BV I NIIT7EGNE (A-T>Y-AVINIIVEAE) | RINEHERZ | Retrieved from: https://hrmos.co/pages/toshiba/jobs/0000061 © 2023 Toshiba Corporation 67



CRIEIRE, BN ESTTVELE
QA & BRIZMTEZEENTY

Takashi Ninjouji
Toshiba Corporation

https://www.linkedin.com/in/takashi-ninjouji/

takashil.ninjouji@toshiba.co.jp



BECDOVT, £Dith
Linux (L. Linus Torvalds KOBABIUVEDMBDE ICHIFEIEIREGIEX I

=C9,

ZOAE, RR—AR—D(CERHSN TV DB RV EmAFENENZLH E1

LFEEREMRELU TRERUTVWSIZENSHNE T,

Al
Al

ARATARTE. IFEI™ ], BixriZ] ® IN—J(FRBIEUTHHEEL TEDFE A,
AREEBEER THW _EIFTZCivil Infrastructure Platform DAY FH)LDFBNTERHE

RTSIRTZEI . BH. RER THBHHICID—EPZZEE

BHUTLWEY,
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