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Kazuki Omo

SI0S Technology Inc.
Executive Officer
TokyolJapan

@ secureoss.jp/

Over 20 years experience in Unix/Linux/Windows system and many of
Security related product. Working for OSS community over 15 years.

- Published SELinux and related security articles from 2004-2018,

- Presentation on Open Source Summit Japan 2017 "0SS CVE Trends".

- Presentation on openSUSE.Asia Summit 2016 "openSUSE Security
with OpenSCAP standard”

- Presentation on LinuxWorld C&D 2004 Japan "KB1-4Keynote:Explanation about SELinux"

- Presentation on OSC 2007 TOKYO Japan "How to to daily operate for SELinux"

- Published "Linux Security textbook” from LPI-Japan.
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3.3.1. Attack Surface Managementf> 7)o T2 X
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3.3.1. OSINT (Open Source Intelligence)
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3.3.2. HUMINT (Human Intelligence)
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3.3.3. SIGINT (Signal Intelligence
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3.3.4. DARKINT (Dark Web Intelligence)
H—9 I M ERENET ZEBCEFEDOH LS YUIL)

b
¥ .




ATV RAD

BB EFEDEIR



1T

LN

Jox>

ADIEFEE

FEDREE

-~

BHATIOIVR

ATIVOTUR

(e )

SecOps

~

/

HEF

~

€N

/Third Party A

é Fraud

Others

' GEOIN

.
Ve

(&

HUMIN

T

(OSINT

/ AN

" socM

NT




ERATIOT O REIE?



EBATIOIVR
Gartner® L R—rZkBEZ (201345F58)

(BRAT)OIVREF, AVTHXRAN, A WXL IBIE. B2, BITAREL TR
INARGE | BEICRT ABEEIEHE-LEBEBEIINYT—FIZETE2EED
SELZEDWV-HETHY .. FOEBE I/ —FIIX TR ED R
TEREEZBHTAE-OIFERTES, ]



ERA2T) Uz A (GartnerLiN—hE &

BERMNGEBEETEAL AT UL ERASES

TREDIGE . BB FIlE LR EN, B
BERRAL . FIRE7E 15 & ([, (3]
TERVWSEIXRFEDHHZRFET S
DENHD

JREDIGE.
ife 55 14 (1 0
H5,

X TAAODTUMIE TN,
A TUrDHERDOFEHIERONTINS,

SN-REDRMTH D,

BEATIVOIVA BHICEYHEHRTHY., IRE-BE -G 5l -@BRaE, mohDILE 2B TER




DFEYBBAUTIVIVREE
o HBHAEFLUTER LTSRS EINEEL TR L TE BN

o HMLNWMEFEROT—2OMEEMHESN-FNEERFRNAEEND,
o HWEAFIIFREEDOBW BEINMBEZERHELIZN
o EZBROHEE BHICEELIEEDEE
o EEMNETINEHEDOHBORITEIFTA—D
o EEMNEBEEICHLTRAEFRALTVLSAMNEBEFZEATWSONFZTTIER
o ERIIHI HMHEAIE

o BREEEETIHEOEBENLEBERNTIAELE . BRICHBASOICERTES,

o HIl. FE. BRI BEE. RBISERT SV TUNCRIBT A1 IERTES,




() —h AR F—HE R EEEAIZ LT

UTZRHS
o LazarusV )L—7 (ALFAEE )N ERIBEZ 2 —7 VMM L=REZToTVSIE
o CDHRIGHREBZITONDN ., DDoSFEDNH—EZXAFHEMN. ST IFHRDIERD . F
o HKEHTMOIBDY—IL-EAIND IPOBRETALIILGE DFRMHGLFE

UEDSEREEACK L TRBICHASOIHTINBRERE 95
o Lazarus¥ IL—Z I RN BAREMS
o HEbLNIGZEICHEMNLTFILILEREFR
o NEMNEEHZED.ERIDRDITA
o WEBEMITHMN-IGEDHERTE
=
BEBATIOIVRERD




ERAUT)OIVRET

40

BFHRICEDCERREZITVRRELDS-OHDIV TR R YT LLD

F¥allrr
« BELBYV—RZEICLEBRESTN. REICEBLTHERATE 7\‘;;;;‘;;‘/1 _
S TIRIREND LA
s HAN—tFX a1 )T4HEBDFTELF—LIRTIZEHLTIEEIC
FETHD
« HPAHtX)T4HMDERERNICHES TS
« FEAEDEREBRFEDEXL)T(IBYRXAYTITNIETES
GEYEY—ILEYR— DN HBEE)

TXAVTFAAOTI IV ATHEEE
EEVop

BIR: BB AVTICIUAR N\URT YD (E30R)

Recorded Future




41

AT AD N EE

)l.

Ry R B AY » B b B9

LEITHIRY (Strategic) (Tactical)

(BEEDEE)
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SOC/IR #8124 & A - B AiTH
Brv =4 b P ) (Operational) (Technical)
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CTI Information Sharing

SATLEY
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IoC (Indicator of
Compromise) &%k

https://www.enisa.europa.eu/events/cti—eu—event/cti—eu—event—presentations/cti—information—sharing/

Threat Intelligence: Collecting, Analysing, Evaluating

https://www.foo.be/docs/informations—sharing/Threat-Intelligence—Whitepaper.pdf



https://www.enisa.europa.eu/events/cti-eu-event/cti-eu-event-presentations/cti-information-sharing/
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Threat Intelligence: Collecting, Analysing, Evaluating
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[{&22 (Reconnaissance) |

[ 281t (Weaponization) |
[51)s\1)—(Delivery) |

[T X704+ (Exploitation) |

[14> X k—JL (Installation) |

[C&C (Command and Control) |

B B D E4T (Actions on Objectives) |
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RECONNAISSANCE

Harvesting email addresses,
conference information, etc.

WEAPDNIZATION

Coupling exploit with backdoor
into deliverable payload

Delivering weaponized bundle to the
victim via email, web, USB, etc.

C—)
IHSTALL ) ) Exploiting a vulnerability to execute

code on victim’s system

COMMAND & CONTROL (C2)

Command channel for remote
manipulation of victim

ACTIONS ON DBJECTIVES

With ‘Hands on Keyboard’ access,

NN

[{5%% (Reconnaissance) |

[ #2581k (Weaponization) |
[5°1)/7\1)—(Delivery) |
[THZXFBA+(Exploitation) |

[ 1> X +—JL (Installation) |

[C&C (Command and Control) |

[ BB D 3E1T (Actions on Objectives) |
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1. Reconnaissance ({8%%)
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2. Weaponization (K 281L)
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3. Delivery (Bi23X)
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4. Exploitation(T2X7OAR)
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5. Installation (/> X +—)L)
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6. Command & Control (C&C)
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COMMAND & CONTROL (C2)
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7. Action (77<3Y)
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MITRE ATT&CK
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O T7NERICWDDESN TS ERT V57— (HEH)
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BlueDelta (APT28, Fancy Bear, Forest Blizzard, Iron Twilight, Pawn Storm, Sednit, Sofacy,
Strontium, TAG-75, Tsar Team)

BlueBravo (APT29, Cozer, Cozy Bear, Cozy Duke, CozyCar, EuroAPT, Midnight Blizzard,
NOBELIUM, Office Monkeys, RUS2, The Dukes, UNC2452)

Sandworm Team (BE2 APT, Quedagh, Seashell Blizzard, UAC-0082)

Turla Group (Group 88, KRYPTON, Secret Blizzard, Snake, Venomous Bear, Waterbug)
Berserk Bear (BROMINE, Crouching Yeti, DYMALLOY, Dragonfly, Energetic Bear, Ghost Blizzard,
Koala Team, TEMP.Isotope)

Gamaredon Group (Aqua Blizzard, Armageddon Group)

BlueCharlie (COLDRIVER, Callisto Group, Gossamer Bear, Iron Frontier, SEABORGIUM, Star
Blizzard, TA446, TAG-53)

GRU 85 Main Special Service Center (85th Central Research Institute, B/4 26165)

UAC-0056 (FROZENVISTA, Lorec53, UNC2589)
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WHO’S WHO IN RUSSIAN CYBER ESPIONAGE?

FSO

Federal Protective
Service of the Russian
Federation

SPETSSVJAZ

The FSO'’s Spetssvyaz
sub-unit organizes na-
tional government and
military communica-
tions and ensures the
security of the data
transmitted along
these channels.

FSB

Federal Security
Service of the Russian
Federation

16* CENTRE

18* CENTRE

The 16th Centre is the

FSBs's main signals and

cyber intelligence unit.
The cyber operations of
the FSB'’s 18th Centre

may have targets outside

state borders.

TURLA

Snake/Uroburos

APT — or Advanced Persistent Threat — carefully targets
combine multiple techniques to obtain the needed infoi

The Dukes/Cozy Bear

INTERNATIONAL SECURITY AND ESTONIA 201

SVR

Foreign Intelligence
Service of the Russian
Federation

In the cyber sphere,
the SVR's activity
level and capabilities
are not comparable
to the other Russian
special services, but
the SVR is engaged in
developing its cyber
capability.

GRU

Main Intelligence
Directorate of the General
Staff of the Armed Forces
of the Russian Federation

6* DIRECTORATE

From the Russian ter-
ritory, the GRU actively
carries out signals and
cyber intelligence around
the world, possessing
the best technological
capability among all
Russian special services.

APT28
Sofacy/Fancy Bear



https://www.valisluureamet.ee/doc/raport/2018-en.pdf
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o OLT7XMEEHRBD (SVR)

o APT29
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o Sandworm
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APT29 TTPs

Tactic ID Technique Procedure

Credential Access T1110 Brute Force SVR (&, #HAREEARI MLEULTIRRAT—R RT7L—&TI—K 74— EFERALZE
ED

Initial Access T1078.004 | Valid Accounts: Cloud Accounts SVR BBEINERBEREZFERLTC. YATAT AV NPRIETZ A NEDTZD
RY—ERXFZAHIYNCTFIEALET,

Credential Access T1528 Steal Application Access Token SVR EBENLFI/ A N—U Y EFERLT. KRAT—REFERESICZHY > MO
A1YUET,

Credential Access T1621 Multi-Factor Authentication Request Generation |SVR [E#EEMN T H VY MADSVRD 7V ERA%H0[ T2 E T, HEEDT/\1 ZICMFA
VOTIZANETYyYaULET,

Command and Control | T1090.002 | Proxy: External Proxy SVR E77 A0V ADFEEINZIPT R LRICHNAL I, Home IP Range® A —
Zo70x>EERLET,

Persistence T1098.005 | Account Manipulation: Device Registration SVRIEZHOY MADOF7 I REZRE UK. 75UV RTFHY NCHBOT /N1 A 2%

FLUELSEULET,




Initial Access Execution Credential Access Discovery Collection Exfiltration
Valid Accounts led Task/Job Modify Auth Process System Service Discovery Remote Services Data from Local System Data Ol Over Other Data D
Replication Through Windows Valid Accounts Network Sniffing Software D Data from Fallback Channels Network Medium Data Encrypted for Impact
Removable Media Instrumentation Hiack Execution Flow 08 Credential Window Tools Media Layer Protocol Scheduled Transfer Service Stop
Trusted Relationshi Software D Boot or Logon Scripts Direct Volume Access Input Capture Discovery Through Input Capture Proxy Data Transfer Size Limits Inhibit System Recovery
Supply Chain Compromise Tools Create or Modify System Process Rootkit Brute Force System Network Removable Media Data Staged C ication Through Over D
Hardware Additions Shared Modules Event Triggered Execution Obfuscated Files Two-Factor Configuration Discovery Internal Spearphishing Screen Capture Removable Media C2 Channel Firmware Corruption
Exploit Public-Facing User Boot or Logon Autostart Executi or Information Interception System Owner/User Use Alternate Email Collection Web Service Exfiltration Over Resource Hijacking
cati for Client Account Process Injection itation for Discovery Authentication Material Clipboard Data Multi-Stage Channels Physical Medium Network Denial of Service
Phishing Execution External Remote Services Access Token Manipulation Credential Access System Network Lateral Tool Transfer Automated Collection I Tool Transfer Over Endpoint Denial of Service
External Remote Services System Services Office Startup Group Policy Modification Steal Web Session Cookie | Connections Discovery Taint Shared Content Audio Capture Data Encoding Web Service System
Drive-by Compromise Command and Scripting Create Account Abuse Elevation Control L C i rmission Groups of Remote Video Capture Traffic Signaling Automated Exfiltration Account Access Removal
Interpreter Browser for Indicator Removal on Host Credentials from Discovery Services Man in the Browser Remote Access Software Over Disk Wipe
Native AP Traffic Signaling Escalation Modify Registry Password Stores File and Directory Remote Service Session Data from Dynamic Resolution Alternative Protocol Data Manip
Inter-Process BITS Jobs Trusted Developer Utilities Steal or Forge Discovery Hijacking Information Repositories Non-Standard Port Transfer Data to
Communication Server Software Proxy Execution Kerberos Tickets Peripheral Device Manvin-the-Middle Protocol Tunneling Cloud Account
Component Traffic Signaling Forced Authentication Discovery Archive Collected Data Encrypted Channel
Pre-0S Boot Signed Script Proxy Steal Network Share Discovery Data from Non-Application
Compromise Client Execution Access Token Password Policy Discovery Network Shared Drive Layer Protocol
Software Binary | Rogue Domain Controller Man-in-the-Middle Browser Bookmark Data from
Implant Container Image Indirect Command Discovery Cloud Storage Object
Execution Virtualization/Sandbox
BITS Jobs Evasion
XSL Script Processin; Cloud Service Dashboard
Te;\&% @ Software Discovery
File and Directory Query Registry
Permissions Modification Remote System Discovery
Virtualization/Sandbox Network Service Scanning
Evasion Process Discovery
Unused/Unsupported System Information
Cloud Regions Discovery [:] APTZ 8
Use Alternate Account Discovery
i S Ton Dy LEGEND [ APT2S
Impair Defenses Domain Trust Discovery
Hide Artifacts Cloud Service Discovery :l Both
Masqueradi
Deobfuscate/Decode Files
or Information
Signed Binary Proxy
i -
— Comparing APT28 to APT29
Defense Evasion
Execution Guardrails
Modify Cloud Compute
Infrastructure
Pre-OS Boot

Subvert Trust Controls
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[Operation Ghost ]2 A L54>

2013 @ 2014 2016 @

September July September

First known Post on Reddit First known deployment
compilation timestamp containing an encoded in the wild of a FatDuke
of PolyglotDuke C&CURL sample

2017 @

August

2019 2019 2018

First known deployment

October June October
in the wild of a RegDuke
sample
Publication Latest known FatDuke Last Twitter account
of this report sample deployed registered by the Dukes
in the wild
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ADVERSARY SPACE

Two separate Russian espionage groups

NEUTRAL SPACE

.@‘

© Leverages

@ Implant

Operational O Silently exfiltrates data
Infrastructure

© Leverages

Operational
Infrastructure

X-Tunnel
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© Enables remote execution

KifEEE)

VICTIM SPACE

« Scheduled execution
+ Unique encryption keys
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' IZBA

© Installs onto

APT28 TRADECRAFT
« Remote execution

« File transmission

« Keylogging



APT29

CVE-2021-26855 Exchangetf—/\ UE—FI—RZET Reconnaissance - Active Scanning T1595.002
CVE-2019-19781 Citrix Application Delivery Controller (ADC) and Gateway | 'J €— b 1 — RE{T Initial Access - Exploitation T1190
CVE-2019-11510 Pulse Secure Connect Server ERBD 7 7 1L HFAH Initial Access - Exploitation T1190
CVE-2018-13379 Fortinet #- %4 FortiOS @ SSL VPN ##8ED iz 5514 VATFLTFANOTIO—R Initial Access - Exploitation T1190
CVE-2019-9670 Zimbra Collaboration Suite XML Externaly Entity Injection Initial Access - Exploitation T1190
CVE-2020-0688 Exchangetf—/\ UE—FI—RZET Initial Access - Exploitation T1190
CVE-2019-1653 Cisco Small Business IW—FREZ7AILDF 2> O—K |Initial Access - Exploitation T1190
CVE-2023-42793 JetBrains TeamCity RABFEIIC & DY E—MIO—KRE{T |Initial Access - Exploitation T1190
CVE-2019-2725 Oracle WebLogic Server Oracle WebLogic Server®1&{E% ZHY | Initial Access - Exploitation T1190
CVE-2020-14882 Oracle WebLogic Server Oracle WebLogic Server®#{E% ZHY | Initial Access - Exploitation T1190
CVE-2020-4006 VMware Workspace One Access aARYRAvIz o3y Initial Access - Exploitation T1190
CVE-2021-21972 vSphere Client Port443%@ U TOI— REfT Initial Access - Exploitation T1190
CVE-2019-9670 Zimbra Collaboration Suite XML Externaly Entity Injection Initial Access - Exploitation T1190
CVE-2019-7609 Kibana Java Script1— RE4T Initial Access - Exploitation T1190
CVE-2020-5902 BIG-IP YE—MI—RET Initial Access - Exploitation T1190
CVE-2023-38831 WinRAR EREOI—RET Initial Access - Exploitation T1190
CVE-2021-36934 Windows HERAE Privilege Escalation - Exploitation for Privilege Escalation | T1068
CVE-2022-30170 Windows Credential Roaming Service ERAE Privilege Escalation - Exploitation for Privilege Escalation | T1068
CVE-2021-27065 |Exchanget—/\ YE—PMI—RE1T Persistance T1505.003
CVE-2021-26858 Exchangetf—/\ UE—NI—RET Persistance T1505.003
CVE-2023-42793 JetBrains TeamCity FEBEEIC L) E— M O—R%E1T  |Executoin - Exploitation for Client Execution T1203




APT28

CVE-2020-17144 Exchangetf—/\ DE—FI—RRE1T Initial Access - Exploit Public-Facing Application |[T1190
CVE-2017-6742 Cisco UE—KIJ—RRET Initial Access - Exploit Public-Facing Application |T1190
CVE-2022-30190 Microsoft Support Diagnostic Tool JE—hIOI—RKET Initial Access - Phissing T1566
CVE-2020-35730 RoundCube Webmail XSS Initial Access - Phissing T1566
CVE-2021-44026 RoundCube Webmail SQLT vy ovvay Initial Access - Phissing T1566
CVE-2023-38831 WinRAR FROI—RNET Initial Access - Phissing T1566
CVE-2020-0688 Exchangetf—/\ JE—HFMI—KET Initial Access - Phissing T1566
CVE-2022-38028 Windows Print Spooler HERRF & Privilege Escalation - Exploitation for Privilege Esq T1068
CVE-2015-1701 Windows ERAE Privilege Escalation - Access Token Manipulation [ T1134.
CVE-2021-44026 RoundCube Webmail SQlAr Vil ra ) Execution - Exploitation for Client Execution T1203
CVE-2023-23397 Microsoft Outlook HERFIE Execution - Exploitation for Client Execution T1203
CVE-2022-30190 Microsoft Support Diagnostic Tool YE—MI—REfT Execution - Exploitation for Client Execution T1203
CVE-2020-12641 RoundCube Webmail VRATLT 74 ILDH I | Execution - Exploitation for Client Execution T1203
CVE-2020-35730 RoundCube Webmail XSS Execution - Exploitation for Client Execution T1203
CVE-2023-38831 WIinRAR FEDOI—RET Execution - Exploitation for Client Execution T1203
CVE-2020-0688 Exchanget—/\ YE—FO—RET Execution - Exploitation for Client Execution T1203
CVE-2017-0262 Microsoft Office JE—hI— KT Execution - Exploitation for Client Execution T1203
CVE-2023-23397 Microsoft Outlook HEBRF & Collection - Automated Collection T1119
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Russian hackers tried to bring down Ukraine's power grid to help the invasion
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https://www.cisa.gov/news-events/cybersecurity-advisories?search_api_fulltext=&sort_by=field_release_date&url=&f%5B0%5D=advisory_type%3A95
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Malware Analysis Report

NCSCT Infamous Chisel |



https://www.ncsc.gov.uk/static-assets/documents/malware-analysis-reports/infamous-chisel/NCSC-MAR-Infamous-Chisel.pdf

Sandworm

CVE-2022-30190 Microsoft Support Diagnostic Tool JE—PMIO—RZ%4T |Initial Access - Phissing T1566
CVE-2023-38831 WinRAR FREOI— KEST Initial Access - Phissing T1566
CVE-2019-10149 Exim JE—hIO2—RET Initial Access - Exploit Public-Facing Application |T1190
CVE-2022-30190 Microsoft Support Diagnostic Tool JE—KNI—RZEfT Execution - Exploitation for Client Execution T1203
CVE-2014-4114 Microsoft Windows FEDOI—RNET Execution - Exploitation for Client Execution T1203
CVE-2013-3906 Microsoft Windows RO I— REfT Execution - Exploitation for Client Execution T1203
CVE-2023-38831 WinRAR FREOI—RKEfT Execution - Exploitation for Client Execution T1203
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o APT1 (61398%FFA, BRONZE SUNSET, Comment Crew, Comment Panda,
FLUORINE, PLA Unit 61398, TG-8223)
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Volt Typhoon

Security Design Improvements for
SOHO Device Manufacturers

Secure by Design Alert DESE%EBY

Malicious Cyber Actors Exploiting Insecure SOHO Routers

TLP:CLEAR

L

Sl

Threat actors—particularly the People’s Republic of China (PRC)-sponsored Volt
Typhoon group—are compromising small office/home office (SOHO) routers by
exploiting software defects that manufacturers must eliminate through secure
software design and development. Specifically, Volt Typhoon actors are
exploiting security defects in SOHO routers to use them as launching pads to
further compromise U.S. critical infrastructure entities. CISA and the Federal
Bureau of Investigation (FBI) are releasing this Alert based upon recent and

ongoing threat activity to urge SOHO router manufacturers to build security

While PRC-sponsored actors,
including the Volt Typhoon group,
have made headlines by exploiting
SOHO router software defects, the
guidance for manufacturers to
implement secure software design
and development that can
eliminate these defects is not new.

into technology products from the beginning and encourage all customers of
SOHO routers to demand better security by design.

44 207 i e -

1

— China's Hackers Have Entire Nation in Their Crosshairs, FBI
Director Warns
More funding for the FBI is crucial to countering the evolving threat




VoltTyphoon

CVE-2024-39717

Exchangetf—/\

YE—FI—RRET

Initial Access - Exploit Public-Facing Application

T1190

CVE-2022-42475

FortiOS

DE—FI—RFRET

Initial Access - Exploit Public-Facing Application

T1190

CVE-2022-42475

FortiOS

JE—KNI—RRfT

Initial Access - Exploit Public-Facing Application

T1190

CVE-2021-40539

Zoho ManageEngine

YE—NI—RET

Initial Access - Exploit Public-Facing Application

T1190
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RedDelta

CVE-2021-26855

Exchanget—/\

YE—MI— =T

Initial Access - Exploit Public-Facing Application

T1190

CVE-2017-0199

Microsoft Office

JE—hI—FET

Execution - Exploitation for Client Execution

T1203
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Muddy Water

CVE-2020-0688 Exchangetf—/\ JDE—MNI—RZE1T Initial Access - Exploitation T1190
CVE-2020-1472 (Zerologon) |Microsoft Office JE—MIO—R=ET Execution - Exploitation for Client Execution T1203
CVE-2021-44228 (Log4Shell) [log4j JE—MI—RHET Initial Access - Exploit Public-Facing Application [ T1190
CVE-2017-0199 Microsoft Office DE—MNI—RHT Execution - Exploitation for Client Execution T1203
CVE-2023-27350 PaperCut NG JDE—MNI—RZE1T Initial Access - Exploit Public-Facing Application | T1190
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LockBit

oy B ( i )] CONDITIONS FOR PARTNERS AND CONTAC|

LockBit 524 LT 74 IL—TF[E2019F(CHBL . ThEEEALE e RN LEAKED DATA RO
BEHI=LLTWAEBE T I2—TY , LockBitld. #MRaaS
(Ransomware-as-a-Service) ET L TLLH LN THY . —ERBFE ’ b
(Ransomuarc UNTIL FILES

2022 4, LockBit [(FITHR P THREZEASINI=ZOH LI T DHEIE 0D 02:45:10
THY. 2023 1B EEZZIELTLVET, Fortinet, log4j2, VMWare, PUBLICATION
Microsoft RDPHe 5514 % . Sk MEEALET, k c

LOCkBItjé{ﬁHEJ -d—%)-?j’f U I’f l‘ (aﬁlllate) [j: bridgestoneameric:

° Y —EX I i

. ﬁ nnn ALL AVAILABLE DATA WILL BE PUBLISHED !

o E¥

° ;g LockBit Black

e IR|LF¥—

o  EUAFRREE All your important files are stolen and encrypted!

| y l

° %Jﬁ You must find README.txt file

* e and follow the instruction!

o X
FEHRBOXRELTEELT =,



LockBitM 1 F Operation Cronos |

THE SITE IS NOW UNDER CONTROL OF LAW ENFORCEMENT

This site is now under the control of The National Crime Agency of the UK, working in close cooperation
with the FBI and the international law enforcement task force, ‘Operation Cronos’.

NCA .= seeen efurc [

National Crime Agency m‘| 7




LockBit BLOG X +

& Ul 6 lockbitapt2d73kribewgv27tquligxr33xbwwsp6rkyieto7udncead.onion/page 3. htmi

§e I | EAKED

THIS SITE IS NOW UNDER THE CONTROL OF THE UK, THE
US AND THE CRONOS TASK FORCE

NCA

National Crime Agency

Press Releases LB Backend Leaks Lockbitsupp Who is LockbitSupp?
i PUBLISHED PUBLISHED PUBLISHED m
. You’ve Been The $10m question
NCA Banned From s 5 S
National Crime Agency (Kol (BIT 3.0
i 5 12 UTC © L) Upda 1:44 UTC © t 31 Jar a, 01 y © 7 d b ©
Lockbit Decryption Keys Recovery Tool US Indictments Sanctions
‘ PUBLISHED PUBLISHED PUBLISHED

Law Enforcement
may be able to assist

LO c K B I T 30 you to decrypt your

Lockbit encrvpted

Japanese recovery tool key to
. access encrypted files and expand
Europol's #Nomoreransom family

FBI Investigation Leads to a Total of
5 LockBit Affiliates Charged By the
Department of Justice. Two of

Those Indictments Released Today.

United States Sanctions for Threat
Actors Engaged in Significant
Malicious Cyber Related Activity

pdated: 01F 2024, 04:12UTC © 2024, 04:112UTC © C © {j Updated: 31 Jan, 2024, 01:44UTC ©
Arrest in Poland Activity in Ukraine Report Cyber Attacks! Cyber Choices
} PUBLISHED PUBLISHED PUBLISHED PUBLISHED
On 20/02/2024 a suspected LockBit actor was On 20/02/2024 a suspected Lockbit actor was Please report your Cyber Incident. To enable Law
arrested in Poland on the request of the French arrested in Ternopil (UA) by the local authorities. Enforcement to take protective and disruptive
judicial authorities. action, it is vital that victims report attacks and
engage with Law Enforcement
Jpdated 01 ITC © 1 1:44 L © et 04112 U © b, 2¢ ®©
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LockBit

CVE-2023-0669 GoAnywhere MFT ANV RAyIzovay Initial Access - Exploit Public-Facing Application [T1190
CVE-2023-27350 PaperCut NG YE—hIO—REfT Initial Access - Exploit Public-Facing Application [T1190
CVE-2021-44228 (Log4Shell) | log4j YE—kI—RET Initial Access - Exploit Public-Facing Application [T1190
CVE-2021-22986 BIG-IP DE—FI—RET Initial Access - Exploit Public-Facing Application [T1190
CVE-2019-0708 MS Remote Desktop DE—FI—RET Initial Access - Exploit Public-Facing Application [T1190
CVE-2018-13379 Fortinet #1% FortiOS M SSL VPN #EEDMESHM | X7 L7 71 )LD 7 > O— K |Initial Access - Exploitation T1190
CVE-2023-4966 Citrix NetScaler(CitrixBleed) BHRRR Initial Access - Exploitation T1190
CVE-2023-4967 Citrix NetScaler(CitrixBleed) DoS Initial Access - Exploitation T1190
CVE-2021-36942 Windows LSA Spoofing Initial Access - Exploitation T1190
CVE-2022-36537 ZK Framework BRI Initial Access - Exploitation T1190
CVE-2021-20028 SRA appliances SQLf vy o vay Initial Access - Exploitation T1190
CVE-2021-34473 Microsoft Exchange DE—KFI—RET Initial Access - Exploitation T1190
CVE-2021-34523 Microsoft Exchange SRR Initial Access - Exploitation T1190
CVE-2021-3120 Wordpress Plugin UE—MIO—RET Initial Access - Exploitation T1190
CVE-2020-1472 (Zerologon) |Microsoft Office JE—PMI—RET Execution - Exploitation for Client Execution T1203
CVE-2020-0796 Windows SMBv3 JE—FI—RET Remote Services: SMB/Windows Admin Shares | T1021.002
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Akira
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Akira

CVE-2020-3259

Cisco ASA

RSV

Initial Access - Exploit Public-Facing Application

T1190

CVE-2023-20269

Cisco ASA

A—HIINTBII— T+ —RIE

Initial Access - Exploit Public-Facing Application

T1190

CVE-2023-20269

Cisco ASA

I—HIEWIT BTN — 7+ —AKE

Initial Access - Exploit Public-Facing Application

T1190
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CVE-2023-3519 Citrix ADC (NetScaler) JE—~IO—RET Initial Access - Exploit Public-Facing Application T1190
CVE-2023-27997 FortiOS JE—MI—RET Initial Access - Exploit Public-Facing Application T1190
CVE-2023-46604 Apache ActiveMQ DE—HMIO—KZET Initial Access - Exploit Public-Facing Application T1190
CVE-2023-22515 Atlassian Confluencetr —/\ [FFEI S T WA WEIEE 7 HU > MMERK | Initial Access - Exploit Public-Facing Application T1190
CVE-2023-46747 BIG-IP DE—HFMIO—KZEfT Initial Access - Exploit Public-Facing Application T1190
CVE-2023-48788 Fortinet FortiClientEMS SQLr ¥z v vay Initial Access - Exploit Public-Facing Application T1190
CVE-2020-0787 Windows FHEFRR Initial Access - Exploit Public-Facing Application T1190
CVE-2020-1472 (Zerologon) | Microsoft Office JE—MNI—RET Execution - Exploitation for Client Execution T1203
CVE-2017-0144 Windows SMB YE—RMI—RET Lateral Movement - Exploitation of Remote Services | T1210
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Reconnaissance | Initial Access | Privilege Escalation | Execution | Persistance |Lateral Movement | Collection | Exfiltration

ERXZE | O>7 |APT29 1 17 2 1 3 0 0 0
APT28 0 7 2 8 0 0 1 1

Sandworm 0 3 0 4 0 0 0 0

fE | Volt Typhoon 0 4 0 0 0 0 0 0

Red Delta 0 1 0 1 0 0 0 0

4 2 > |MuddyWater 0 6 0 2 0 0 0 0

B 4=1i) LockBit 0 17 0 1 0 0 0 0
Akira 0 3 0 0 0 0 0 0

RansomHub 0 9 0 1 0 1 0 0
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Microsoft 8
JetBrains 1
RoundCube 3
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Russia Nation State Sponsored, Any Vulnerability Analyst Notes owr Gover...

NUSSIG INGUVIT VLALS V..

. N\ Time + Event Information
' & Vulnerability (32) ‘

CVE-2023-23397 ﬁf3¢r‘ﬂﬁ @I&%%
CVE-2022-30190 “lil- Recorded Future Al Insights pegatel ( ‘t’#l 1) 7—_,{/§~//)-[‘_ l/71_€_ S ’bﬁﬁ

CVE-2023-38831

In November 2023, APT29 compromised Mongolian government sites 'mfa.gov[.]Jmn' and 'cabinet.gov[.Jmn' by adding a malicious iframe ~ —_— —_
CVE-2022-27626 that delivered an exploit for CVE-2023-41993. [l The Russian-linked APT28 exploited the CVE-2023-23397 vulnerability in attacks INGO, — E}Q E"] fd~—:|- —X| -'I?#Ey -
CVE-2020-35730 aimed at European NATO members since April 2022. |2/ BlueDelta targeted the Government, Energy, and Transportation sectors using X éyr;lg 1—_ i% AN )
CVE-2020-12641 various methods including CVE-2023-23397 and multiple other exploits. 2! The group TAG-75 targeted numerous entities across hX 2 - =
CVE-2021-44026 Eastern Europe employing methods such as Email Spoofing and NTLM Relay. 4! Additionally, APT28 was involved in exploiting the

Follina vulnerability (CVE-2022-30190) against Ukrainian targets. [ Gamaredon Group leveraged spear phishing tactics to target
Ukraine, while Russian APT Primitive Bear/Gamaredon actively exploited Log4Shell vulnerabilities against Ukrainian entities. ¢! In
October 2023, Winter Vivern used a zero-day vulnerability (CVE-2023-5631) to breach European government organizations. 71
CVE-2023-41993 Furthermore, reports indicate that Sandworm is utilizing the Follina vulnerability for ongoing attacks since at least April 2022. 8]
CVE-2023-42793

CVE-2017-0199
CVE-2017-0263
CVE-2017-6742
CVE-2018-13379
CVE-2019-10149
CVE-2019-11510 Generated based on 44 references | Mar 18, 2022 - Aug 29, 2024 | Analyst: Omo Kazuki Share feedback? 1y L U
CVE-2019-1653

CVE-2019-19781

CVE-2022-38028
CVE-2023-5631

Top 3 Sources:  Insikt Group Security Affairs Cyware | All News
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B Threat Actor Category
(2)

Russia Nation State S...

B Vulnerability (25)
CVE-2023-38831

CVE-2022-27926
CVE-2020-12641
CVE-2020-35730
CVE-2021-44026
CVE-2022-38028
CVE-2023-23397
CVE-2023-5631
CVE-2017-0199
CVE-2017-6742
CVE-2018-13379
CVE-2019-10149
CVE-2019-11510
CVE-2019-1653
CVE-2019-19781
CVE-2019-2725
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Click to edit title
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BlueDelta is targeting Mi ft Wi Print Spooler and various sectors including Government, Education, and Transportation using
methods such as CVE-2022-38028 and privilege escalation techniques. [/ APT29 is focused on exploiting vulnerabilities in Microsoft
Windows Server 2012 R2 and 2008 R2, employing methods like T1566 and CVE-2022-30170. 2/ Gamaredon Group is conducting
operations in Ukraine through spear phishing and utilizing malware with specific hashes alongside CVE-2017-0199. ¥/ UAC-0063
targets Research and Government sectors, employing CHERRYSPY, HATVIBE, and various spear phishing methods including
attachments with a focus on scheduled tasks. [ DEV-0586 has been seen targeting multiple sectors such as Energy, Healthcare, and
U.S. Defense Industrial Base with a wide range of CVEs including CVE-2019-9670 to CVE-2021-26855. [/ TAG-99 employs
exploitation of remote services with malicious infrastructures linked to GitHub repositories. (6} TAG-70 has targeted several Eastern
European governments including Uzbekistan's Ministry of Defense using CVE vulnerabilities from 2023 and various Tactics Techniques
Procedures (TTPs). 7 BlueDelta has also targeted Ukraine using methods that include T1566.001 and spear phishing techniques while
being associated with malicious infrastructures like sourcescdn.net. ¢! Furthermore, BlueBravo targets numerous international
organizations such as the United Nations with exploits like CVE-2023-38831 alongside diverse TTPs for infiltration. [}

Top 1 Source: Insikt Group

Generated based on 18 references \ Jan 12, 2022 - Jul 24, 2024 | Analyst: Omo Kazuki
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CVE-2021-44228
CVE-2022-30190
CVE-2022-1040
CVE-2022-27518
CVE-2016-5195
CVE-2021-26855
CVE-2021-34473
CVE-2022-1388
ProxyShell
CVE-2010-3333
CVE-2012-0158
CVE-2017-11882
CVE-2018-13379
CVE-2018-2628
CVE-2018-5713
CVE-2019-11510
CVE-2019-18935
CVE-2019-9621
CVE-2019-9670
CVE-2020-1472
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APT41 has targeted U.S. government entities using various tactics, including exploiting vulnerabilities like CVE-2021-44207 and CVE-
2021-44228, and utilizing tools such as Cobalt Strike Beacon and Winnti. ! RedJuliett has been active against numerous organizations
in Taiwan, including Taiwanese government agencies and educational institutions, employing a range of techniques. [2] APT5 focused on
Citrix systems, leveraging vulnerabilities such as CVE-2022-27518 to gain access. 3! TAG-42 has been linked to several malicious
infrastructure activities with multiple identified hashes associated with its operations. ! DEV-0401 has been observed deploying
Nightsky ransomware through exploitation of the Log4Shell vulnerability on VMware Horizon servers. '5! Deep Panda has launched new

attacks against the finance and travel sectors, also targeting VMware Horizon servers with the Fire Chili rootkit using Log4Shell exploits.

[8] APT15 utilized various tools and techniques in its operations, including BEHINDER and SafetyKatz. ! RedHotel has targeted multiple
countries and sectors, employing methods like ProxyShell and Cobalt Strike while utilizing a wide array of malicious infrastructures. (¢!
BackdoorDiplomacy employs tools like AsyncRAT and ProxyShell while targeting various organizations globally. ¥) The Chinese-
speaking group known as Aogin Dragon is known for exploiting software vulnerabilities such as CVE-2012-0158 to infiltrate systems. (1)
Meanwhile, BlackTech targeted Japan using methods including arbitrary code execution via CVE-2022-1388. "] Hafnium exploited
Log4shell to attack virtualized infrastructure while TA413 focused its efforts on Tibetan organizations using zero-day exploits like Follina
for data theft through malicious add-ons. ['2! Multiple Chinese APT groups are reported to employ sophisticated tactics targeting
government networks globally with various identified malware strains at their disposal. 13
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BackdoorDiplomacy employs methods such as AsyncRAT, ProxyShell, and various exploits including CVE-2020-5902 and T1190,
utilizing numerous malicious infrastructures like 185.80.201.87 and cloud.microsoftshop.org. [l APT41 targets the US government using
techniques like T1190 and Cobalt Strike, with infrastructure at 104.18.6.251. [2) TAG-94 focuses on media and publishing in Japan,
leveraging CVE-2023-45727 and T1566.001 among others, with a range of malicious infrastructures such as www.ninesmn.com and
167.179.66.89. °! RedJuliett targets multiple organizations in Taiwan’s government and academia while TA413 is involved in cyber
operations across South Asia using methods like GhOst RAT and CVE-2022-1040 with malicious infrastructures connected to various
domains. [/ TAG-68 attacks the Angolan government using CVE-2020-3452 along with several infrastructures including 194.68.26.164
and knowledge.111leader.com, whereas Storm-0062 utilizes Confluence Data Center for its operations employing CVE-2023-22527
among other tactics. [5) Aoqin Dragon uses methods such as T1566 and backdoor strategies targeting multiple sectors while BlackTech
attacks Japan using techniques like Arbitrary Code Execution combined with numerous IP addresses including 139.180.201.6 for its
infrastructure needs; additionally, TAGs 88 and 5 utilize multiple vulnerabilities targeting information technology sectors across various
infrastructures while Volt Typhoon focuses on zero-day exploits against software solutions like Versa Director using IP addresses
including 207.148.122.171 for its operations related to unauthorized network access alongside DEV-0401 specifically targeting VMware
Horizon through a series of complex methodologies, utilizing diverse infrastructure for their campaigns against entities such as Sophos
in various jurisdictions worldwide including multiple countries in Asia-Pacific regions reflected in their diverse target list ranging from
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Hackers believed to be part of the Iranian APT35 state-backed group have been observed leveraging Log4Shell attacks to deploy a new

~— — =
CVE-2021-44228 PowerShell backdoor known as 'CharmPower.. I Microsoft has warned that an Iranian state-based threat actor it refers to as Mercury /N GO ~ ﬁ% E"] fd~—:|- _Z ‘ -'I =] #E\/ -
is utilizing Log4Shell vulnerabilities in SysAid applications against organizations in Israel. 2! In April 2023, various ransomware gangs X éyr;': 1—_ i% AN )
CVE-2023-27350 and state-sponsored actors, including ClOp, Muddywater, and APT35, compromised PaperCut servers by exploiting CVE-2023-27350 X 21z =
ProxyShell and CVE-2023-27351. 2! Insikt Group reports indicate that MuddyWater employed multiple methods including social engineering and
CVE-2017-0199 utilized various malicious infrastructures during their campaigns. 4! Additionally, the same group continues to exploit Log4Shell
CVE-2017-11882 vulnerabilities in their cyber operations. [ The Iranian cyber-espionage group Rocket Kitten was also observed exploiting the CVE-
CVE-2019-0604 2022-22954 RCE vulnerability to deploy the Core Impact penetration testing tool on vulnerable systems. (8! APT34 leveraged CVE-

2017-11882 to deploy POWRUNER and BONDUPDATER in a recent campaign. 7/ Moreover, Pioneer Kitten targeted sectors such as
Aerospace and Defense, Education, Finance, and Healthcare using phishing methods along with other techniques including ransomware
deployment. (8!
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CVE-2021-44228

MuddyWater has been identified as a cyber threat actor using various methods including social engineering and exploiting CVE-2023- /N GO ~ ﬁ% El‘] fd:—:l- _Z ' ﬁllﬁiﬁy -
CVE-2019-0604 27350, along with several obfuscated identifiers. [/ APT35 employs a range of techniques such as exploiting vulnerabilities (CVE-2021- X éyr;l; 1._ i% AN )
CVE-2019-19781 44228, CVE-2022-47986), utilizing backdoors, and engaging in social engineering to target multiple regions including Israel, Brazil, and X 21z =
CVE-2021-26855 the United Arab Emirates. 2! Attackers such as Void Manticore, Scarred Manticore, KarMa, and Homeland Justice have targeted the
CVE-2021-45046 Information Technology sector using methods like web shells and data destruction tactics. "°! Pioneer Kitten targets sectors such as
CVE-2022-47966 Aerospace and Defense, Education, Finance, and Healthcare with methods including phishing and ransomware while leveraging various
CVE-2022-47986 malicious infrastructures. [/ NEMESIS KITTEN employs Drokbk malware alongside multiple CVEs (CVE-2021-45046 and CVE-2021-

44228) to conduct attacks through different malicious infrastructures. [s]
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The Insikt Group has reported various cyber events involving multiple threat actors, including the CLOP Ransomware Group, which

exploited CVE-2023-34362 and targeted organizations such as the University System of Georgia, Metro Vancouver Transit Police, and /N GO ~ - ﬁ% E"] fd:—:l_ _Z ‘ -'l =] #& \/ -
Ernst & Young Global Limited using malicious infrastructure associated with Progress MOVEit File Transfer. [/ Boris Ostritski targeted X %"of‘* 1,_ i% P )

the aviation sector using methods including MS17-010 and T1078. 2/ The BianLian Ransomware Group employed various techniques, X 2 - ==

including ProxyShell and Living-off-the-Land tactics. [3/ The Lazarus Group exploited CVE-2022-47966 to deploy QuiteRAT malware

against healthcare entities in Europe and the U.S. 4 In November 2023, they were also linked to attacks exploiting vulnerabilities in

Zoho's ManageEngine ServiceDesk. [5) The LockBit Gang targeted significant entities like Boeing and the Industrial And Commercial

Bank of China Limited using multiple CVEs including CVE-2023-4966. ¢! Additionally, mont4na executed attacks on several U.S. state

governments employing CVE-2024-24919 for information disclosure. 7! The FBI noted that the BIOOdy Ransomware Gang accessed

education facilities by exploiting PaperCut servers vulnerable to CVE-2023-27350. 8] Meanwhile, the 8220 Gang has continued its

cryptocurrency mining campaigns by targeting vulnerable Oracle WebLogic servers through CVE-2017-3506. (!

Narrative
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The I|:|5|kt Grou;f has r‘eported multiple cyber threat events |nvc_)|vmg various attackers and targets. Borls_Ost(ltskl targeted Abu /N GO . ﬁx E"] fd~—:|_ —Z ‘ - I B & J —
Dhabi's electronic equipment, parts, and healthcare sectors using MS17-010, T1021, T1133, T1078, and T1586. (2] The cLOP " a
Ransomware Group targeted several organizations including TJX Companies Inc., TomTom, and the U.S. Department of Energy using X é?ﬁﬁ ) T: iﬁ ‘él‘ )

CVE-2023-34362, T1190, T1486, and exploiting Progress MOVEit File Transfer. [3] stars4 attacked Panama's non-US government

entities employing CVE-2021-27065 and related vulnerabilities. [4] The BianLian Ransomware Group utilized various methods including

ProxyShell and Living-off-the-Land techniques for their campaigns against information technology sectors. [/ Scattered Spider

employed multiple techniques including phishing to target telecommunications and business process outsourcing industries. ¢! FIN7

focused on Internet Key Exchange with methods such as CVE-2022-34721 and memory corruption exploits. 7/ Lazarus Group attacked

fintech with a combination of methods including CVE-2022-0609 and resource hijacking tactics while targeting cryptocurrency

exchanges as well as aerospace defense industries. ‘' Other notable threats included the BIOODy Ransomware Gang targeting o S

education institutions using Truebot malware, the Gualtieri group exploiting Magento Open Source vulnerabilities for eCommerce 6 8/ 1 O 3 —_ 6 6 A‘J b\ TAO O O 1
attacks, and LockBit Gang utilizing CWE vulnerabilities against ConnectWise Control services. [©!
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