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CHAPTER | GENERAL PROVISIONS

Article 1 Subject matter

Article 2 Scope

Article 3 Definitions

Article 4 Free movement

Article 5 Procurement or use of products with digital elements
Article 6 Requirements for products with digital elements
Article 7 Important products with digital elements

Article 8 Critical products with digital elements

Article 9 Stakeholder consultation

Article 10 Enhancing skills in a cyber resilient digital environment
Article 11 General product safety

Article 12 High-risk Al systems

KEUEEHRODCRARTADY) 29

CHAPTER Il OBLIGATIONS OF ECONOMIC OPERATORS AND
PROVISIONS IN RELATION TO FREE AND OPEN-SOURCE
SOFTWARE

Article 13 Obligations of manufacturers

Article 14 Reporting obligations of manufacturers

Article 15 Voluntary reporting

Article 16 Establishment of a single reporting platform

Article 17 Other provisions related to reporting

Article 18 Authorised representatives

Article 19 Obligations of importers

Article 20 Obligations of distributors

Article 21 Cases in which obligations of manufacturers apply to
importers and distributors

Article 22 Other cases in which obligations of manufacturers apply
Article 23 Identification of economic operators

Article 24 Obligations of open-source software stewards

Article 25 Security attestation of free and open-source software
Article 26 Guidance
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CHAPTER Il Conformity of the product with digital elements

Article 27
Article 28
Article 29
Article 30
Article 31
Article 32
Article 33

Presumption of conformity

EU declaration of conformity

General principles of the CE marking

Rules and conditions for affixing the CE marking

Technical documentation

Conformity assessment procedures for products with digital elements
Support measures for microenterprises and small and medium-sized

enterprises, including start-ups

Article 34

Mutual recognition agreements

CHAPTER IV NOTIFICATION OF CONFORMITY
ASSESSMENT BODIES

Article 35
Article 36
Article 37
Article 38
Article 39
Article 40
Article 41
Article 42
Article 43
Article 44
Article 45
Article 46
Acrticle 47
Article 48
Article 49
Article 50
Article 51

Notification

Notifying authorities

Requirements relating to notifying authorities
Information obligation on notifying authorities
Requirements relating to notified bodies
Presumption of conformity of notified bodies
Subsidiaries of and subcontracting by notified bodies
Application for natification

Notification procedure

Identification numbers and lists of notified bodies
Changes to notifications

Challenge of the competence of notified bodies.
Operational obligations of notified bodies

Appeal against decisions of notified bodies
Information obligation on notified bodies
Exchange of experience

Coordination of notified bodies
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CHAPTER V MARKET SURVEILLANCE AND ENFORCEMENT
Article 52 Market surveillance and control of products with digital
elements in the Union market

Article 53 Access to data and documentation

Article 54 Procedure at national level concerning products with digital
elements presenting a significant cybersecurity risk

Article 55 Union safeguard procedure

Article 56 Procedure at Union level concerning products with digital
elements presenting a significant cybersecurity risk

Article 57 Compliant products with digital elements which present a
significant cybersecurity risk

Article 58 Formal non-compliance

Article 59 Joint activities of market surveillance authorities

Article 60 Sweeps

CHAPTER VII CONFIDENTIALITY AND PENALTIES
Article 63 Confidentiality

Article 64 Penalties

Article 65 Representative actions

CHAPTER VIII TRANSITIONAL AND FINAL PROVISIONS
Article 66 Amendment to Regulation (EU) 2019/1020
Article 67 Amendment to Directive (EU) 2020/1828

Article 68 Amendment to Regulation (EU) No 168/2013
Article 69 Transitional provisions

Article 70 Evaluation and review

Article 71 Entry into force and application

CHAPTER VI DELEGATED POWERS AND COMMITTEE
PROCEDURE

Article 61 Exercise of the delegation

Article 62 Committee procedure
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ANNEX |

ESSENTIAL CYBERSECURITY REQUIREMENTS

Part | Cybersecurity requirements relating to the properties of products with digital elements
Part Il Vulnerability handling requirements

ANNEX I

INFORMATION AND INSTRUCTIONS TO THE USER

ANNEX IlI

IMPORTANT PRODUCTS WITH DIGITAL ELEMENTS

Class |

Class Il

ANNEX IV

CRITICAL PRODUCTS WITH DIGITAL ELEMENTS
ANNEX V

EU DECLARATION OF CONFORMITY
ANNEX VI

SIMPLIFIED EU DECLARATION OF CONFORMITY
ANNEX VII

CONTENT OF THE TECHNICAL DOCUMENTATION
ANNEX VIII

CONFORMITY ASSESSMENT PROCEDURES

Part | Conformity assessment procedure based on internal control (based on module A)
Part Il EU-type examination (based on module B)

Part Il Conformity to type based on internal production control (based on module C)
Part IV Conformity based on full quality assurance (based on module H)
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H 8 : Regulation (EU) 2024/2847 of the European Parliament and of
the Council of 23 October 2024 on horizontal cybersecurity
requirements for products with digital elements and amending
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2020/1828 (Cyber Resilience Act) (Text with EEA relevance)
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o FTHIINEFRESDEM (product with digital elements )

VIR 7FERF/I\-ROT7ERECORRET —FUIEY 31— 3>728K0U. YVINDIT
FPEREF/I\=RIOTT7DOIR—F> SHVER (CTHIZ (ICHBEIDISZEHED
’f"ﬁ?ﬁ%(economic operator)

BEEE. RENRIEE. MAZEE. RGeEE. FLERRUCHO>TT I ERZE I DEM
FEFXC (15'“}/5’) | BERZzB I 3EMOMERICEELU TEHBZE D TDMODERAB U ITEAN
8]5&& (manufacturer)
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® HAZEE (importer)
EUIBAMN R SNTEBAAEEIIEANDRIMEE (EEEMI SN AL BEREE I DB ZET
BICH T EUBRICERI ST BRAAFTEETEA

® HR555E# (distributor)
HISAFIT—2DHT, BEEEFCTMAEEDNDOBRANZZITEAT. TZHIIEREZS
DREE, TOFEICEHELZSX D LR EEMIB CAFTEIRILSICTDIE

® JU— - A=T>Y—RY T NI I 7 (free and open-source software)
V—O— R AT > (CHBE=NBAICT7IOTER L, AL, RZL. BEMTEDILIICTD
INRTCOIEEFZIRFEITZ I — - A—T 2V —-RASA > ROTFTCHATREICENEY I o7

® A=T>Y—-R:-YIPMIITT - AF1T— K(open-source software steward)
BEHEELDNDENT I —DDA-—TV—-XXVINIT 7 EUTERTHD., BETEZEN
EURTZHIINEBERESVDHFEDRMDEAREICH U T, AMRIRIRE RGN (CIRME I ENET:
(FEEZIFE. TNSDORMDEITAIGENEZRILET DHED
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® Y7R— MRS (support period)
TN BRESOHMOMEETEN. MESE | D | BBCREINBIAREN R A/\—tzF1 1
T A BHCRED THRNIAIBEND C EZERTDIEHICESENVE &I DHAM

® _Ekil(placing on the market)
TN BRZEZSORBEEETSE CRAICAFAIRICITDIE

® THIETAFOIEE(CT B (making available on the market)
BEEEIDBZECHNT, BIETHINERETHDINZRNT ., EEHEICHVOTEMEZ(HMER
ITREHICTIIINEBERZSVRMZMIEITDIE

® CEN—*>%(CE marking)
BEEN., THINEREEIDIRBHE LU COEEENEMIT DI TOTCAN. WEE I (CEDHD
HA/)\—tF+1UFT 1 DREAEHS XOTDMIZTE 3 DMMDEA ] GE/REVFAFIES (CEES L T
WBZEZRIN—F>2 T
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® Y J PO I7abmER (software bill of materials)
FTHNBREEHIDEBDY I NI T VERICEEND A R—FR MOFFHB LUV TS0
F 1 — > BERZSOIENIRECER
® R8s 1% (vulnerability)
HAINN—BRICKLD TERASNITRNDHD. TH)IERTHDEMDIER. B, R
© EHATJEELRESS T exploitable vulnerability)
EEROERZMA T CHOIENEM (CFIATEZ D 0]aEMZE I DM
¢ BEENICEBEINIZMEESE actively exploited vulnerability)
BROHDITAEN S AT LABEDHFIRK AT ATZOMSEEZBHUZEWDEETED
SIEHLA 3D D RESS 4
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CRA Article13-9

Manufacturers shall ensure that each security update, as referred to in Part Il, point (8), of Annex |, which
has been made available to users during the support period, remains available after it has been issued for a
minimum of 10 years or for the remainder of the support period, whichever is longer.
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