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® Account
® Qijita : @flying-pan

® LinkedIn :
https://www.linkedin.com/in/ak

ihiko-takahashi-26b1a52ab/

® Job Responsibilities

® Developer of Linux Distributions
for Edge Computing

=@t ® Infrastructure Engineer for
= Cloud
=ta B ou

® Hobby

® Community

® OpenSSF SBOM Everywhere SIG
® Japan Technical Jamboree

® yocto project

® OpenChain Japan WG

® Technical Background

4 L)
CAR NAVIGATION
SYSTEM DEVELOPMENT

® Mini 4WD
® Skiing
® Jazz
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OpenSSF& (& FUjiTSU

® Open Source Security Foundation
e Linux FoundationZx T MEHA

e EHiY
o A—T >V —-XXVT DT T7EEROTF1 T a5l

® Member

e https://openssf.org/about/members/ZH8
Premier : 2575 R)L/4E
General : 2B R)L/FE
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OpenSSFERII & FERHES 1/2 FUjiTSU

@ 2014/4/1 ¥+ 1 V7 1 Me8§1EHeartbleed(CVE-2014-0160)FER
® OpenSSLICXT 9 B RE55 4
® OpenSSLiE. BEARTEEHREN. FFIS2,000 UNFHZEZIFTTULVRNS EPEHIBA

® 20145F4/24 HeartbleedZ 323 C. Core Infrastructure Initiative (Cll)5%3Z
® OSSPrilcB&Zigft, H7/R— N9 Blinux Foundationd®d7O> T b

® 20204E8H Core Infrastructure Initiative (CI)DEFARIARE L C. OpenSSFZ&

_n_‘_l_

AVA

® 20204FE12/13 SolarWinds B J\—IU B F 4

o v ~J— 0’%’@‘/7 N1 77 [Orion] ZEA U TCUWLWBEE/MLEN, O TF7H 5 &R
SN YA /\—IREDOWE(SEL), ASPBEIRREZRZEND.
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OpenSSFERII & ERHES 2/2 FUjiTSU

@ 202155/7 A0O0=7)L - N T SA AN DST B LD T FTREFRE
o AR (CHIzD TIEEFELE (7 AU DEBEADBREBMEIED#)45%(C 82L&
® 20214F5/12 KEKFEESFHEM Ex0U/\—ttFx1UFs#icone

(Executive Order on Improving the Nation’s Cybersecurity) |

Executiv 01 nlnp oving the
Nto Lyb ecurity

® 20227 1/15 7 RJA1 ) \UX@E&W‘TB&UEF@’&BF?@%W‘%(OpenSSF>( >
INEERE)EV I NI TP 1 U5+ (CHAT deEZRHE

® 202245/12-13 OpenSSFHY. The Open Source Software Security Mobilization
PlanZZ F1T = LR
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https://www.linuxfoundation.jp/wp-content/uploads/2025/02/OpenSSF_Annual_Report_2024_jp.pdf
https://www.linuxfoundation.jp/wp-content/uploads/2025/02/OpenSSF_Annual_Report_2024_jp.pdf
https://www.linuxfoundation.jp/wp-content/uploads/2025/02/OpenSSF_Annual_Report_2024_jp.pdf

1. Inform

Vulnerability Disclosures
Efficient vulnerability reporting and remediation
V1. CUD Guides SIGs
\/2. Open Source Vuln Schema (OSV) project
\/3. OpenVEX project
- OpenVEX SIG

Securing Critical Projects
Identification of critical open source projects

CP1. criticality _score project
CP2. Package Analysis project

DevRel
Develop Use Cases and help others learn about security

Al/ML Security

Al/ML Security at the Intersection of Artificial
Intelligence and Cybersecurity

A1. Model Signing SIG

OpenSSF Working Groups

Working Groups, Projects, & SIGs

2. Equip

Best Practices

Identification, awareness, and education of security best
practices

B1. OpenSSF Best Practices Badge project

B2. OpenSSF Scorecard project
B3. Education SIG

B4. Memory Safety SIG

B5. C/C++ Compiler Options SIG
B6. Python Hardening SIG

B7. Security Baseline SIG

rity Toolin;
State of the art security tools
T1. SBOM Everywhere SIG
T2. 0SS Fuzzing SIG
T3. SBOMit project
T4. Protobom project
T5. bomet] project
T6. Fuzz Introspector project
T7, Minder project

Diversity, Equity, & Inclusion
Increase representation and strengthen the overall
effectiveness of the cybersecurity workforce

3. Engage

Securing Software Repositories
collaboration between repository operators
R1. RSTUE Project

Supply Chain Integrity

Ensuring the provenance of open source code

C1. Security Insights project

C2. Supply-chain Levels for Software Artifacts (SLSA) project
(3. Secure Supply Chain Consumpt Framework (S2C2F) project|
Ca. gittuf project

(5. GUAC project

C6. Zarf project

Projects
Category-leading software initiatives

P1. Alpha-Omega
P2. Sigstore
P3, Core Toolchain Infrastructure (CTI)

OpenSSF Working Groups https://openssf.org/community/openssf-working-groups/
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https://openssf.org/community/openssf-working-groups/

1. Inform

Vulnerability Disclosures
Efficient vulnerability reporting and remediation

V1. CVD Guides SIGs
\/2. Open Source Vuln Schema (OSV) project
\/3. OpenVEX project

AHEOdD
HEE

DevRel
Develop Use Cases and help others learn about security

Al/ML Security

AI/ML Security at the Intersection of Artificial
Intelligence and Cybersecurity

A1. Model Signing SIG

OpenSSF Working Groups

Working Groups, Projects, & SIGs

2. Equip

Best Practices

Identification, awareness, and education of security best
practices

B1. OpenSSF Best Practices Badge project m
B2. OpenSSF Scorecard project

B3. Education SIG

B4. Memory Safety SIG

B5. C/C++ Compiler Options SIG

B6. Python Hardening SIG

B7. Security Baseline SIG

rity Toolin;
State of the art security tools
T1. SBOM Everywhere SIG
T2. 0SS Fuzzing SIG
T3. SBOMit project
T4. Protobom project
T5. bomet project
T6. Fuzz Introspector project
T7, Minder project

Diversity, Equity, & Inclusion
Increase representation and strengthen the overall
effectiveness of the cybersecurity workforce

3. Engage

Securing Software Repositories

collaboration between repository operators
R1. RSTUE Project

Supply Chain Integrity

Ensuring the provenance of open source code

C1. Security Insights project =

C2. Supply-chain Levels for Software Artifacts (SLSA) project
C3. Secure Supply Chain Consumpt Framework (S2C2F) project
C4. gittuf project
(5. GUAC project o
C6. Zarf project

Projects
Category-leading software initiatives

P1. Alpha-Omega
P2. Sigstore
P3. Core Toolchain Infrastructure (CTI)

OpenSSF Working Groups https://openssf.org/community/openssf-working-groups/
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SBOM Everywhere SIG& (& FUjiTSU

SBOM-Everywhere 7°IZI°“I/7 ~NM&E. SBOM W—)LoABA~0O0
YERk & SBOMDERRIBICIZYI DNA N TS I5 4 XD
Rta A2 MEICE _,“\E’J(L_HR'O%’*H/U CWET,

éﬂpenSSF Working Groups, Projects, & SIGs [2]

1. Inform 2. Equip 3. Engage

Vulnerability Disclosures Best Practices rin: A itori o
Efficient vulnerability reporting and remediation Identification, awareness, and education of security best collaboration between repository operators L4
V1. CVD Guides SIGs J practices R1. RSTUE Project
/2. Open Source Vuln Schema (OSV) project L B1. OpenSSF Best Practices Badge project !ﬁ]
V3.OpenVEX project B2. OpenSSF Scorecard project i
- QpentEXSIG 83. Education SIG
B4. Memory Safety SIG
B5. C/C++ Compiler Options SIG
B6. Python Hardening SIG
Securing Critical Projects B7. Security Baseline SIG
Identification of critical open source projects

Security Tooli
CP1. criticality score project 5. GUAC project.
CP2. Package Analysis project T1. SBOM Everywhere SIG €6. Zarf project

T2.0SS Fuzzing SIG
3. project

DevRel ‘Ta. Protobom project

Develop Use Cases and help others learn about security 5. bomet] project
‘T6. Fuzz Introspector project

T7, Minder ct

5 P P3. Core Toolchain Infrastructure (CT))
A/ML ri

Al/ML Security at the Intersection of Artificial Diversity, Equity, & Inclusion

Intelligence and Cybersecurity Increase representation and strengthen the overall

A1. Model Signing SIG effectiveness of the cybersecurity workforce

[1] OpenSSF 20247 =17 )LL7R— k1 p25 https://www.linuxfoundation.jp/wp-content/uploads/2025/02/0penSSF_Annual _Report 2024 jp.pdf
[2] OpenSSF Working Groups https://openssf.org/community/openssf-working-groups/
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SBOM Everywhere SIG F#EBIE FUjiTSU

o FlitEH
ofmIE NBE 11:05am-11:55am EST
(HARKFRI25:05-25:55)
o 7 VUF—4
eJosh BressersE (Anchore)

eKate StewartEK (Linux Foundation)

eJoshEKXRER(CKate KN T 72 UF— bEITDS., MBXRERE. &&
Fv >,

o =Nl A2
o #J10~20 A ( RNE W TI(C LD ZE)
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SBOM Everywhere SIG Zl/5& FUjiTSU

® OSSF SBOM Everywhere SIG in Github

® https://github.com/ossf/sbom- .
everywhere?tab=readme-ov-file ClICk

® R Eix

® https://docs.google.com/document/d/1wz1mzTkRUPmM
GtaXAe05hL9agXW5uZ07mdhTfCR1IRWQo/edit?tab=t.0
(20254F)

® https://docs.google.com/document/d/1930DRgalF49W
KPYYR79SNi9b27mChBgpOf5iiWicMso/edit?tab=t.0#hea

ding=h.xqitfd6hs1gc (20244F)

14

SlackEX—U>72
X &
Let's Eix!!

iﬁf ~ o (
0 READWY" @ Codeofconduct & Apache-20 license &b Security s = “ . e )
1 11 contibut

OSSF SBOM EverywhereSIG ~ Deploymenss

Get Involved

aaaaaaaaa

Current Projects

SBOM Catalog



https://github.com/ossf/sbom-everywhere?tab=readme-ov-file
https://github.com/ossf/sbom-everywhere?tab=readme-ov-file
https://docs.google.com/document/d/1wz1mzTkRUPmGtaXAe05hL9agXW5uZ07mdhTfCR1RWQo/edit?tab=t.0
https://docs.google.com/document/d/1wz1mzTkRUPmGtaXAe05hL9agXW5uZ07mdhTfCR1RWQo/edit?tab=t.0
https://docs.google.com/document/d/193ODRga1F49WKPYYR79SNi9b27mChBqpOf5iiWJcMso/edit?tab=t.0#heading=h.xqitfd6hs1gc
https://docs.google.com/document/d/193ODRga1F49WKPYYR79SNi9b27mChBqpOf5iiWJcMso/edit?tab=t.0#heading=h.xqitfd6hs1gc
https://docs.google.com/document/d/193ODRga1F49WKPYYR79SNi9b27mChBqpOf5iiWJcMso/edit?tab=t.0#heading=h.xqitfd6hs1gc

ShiN&EFhEE/AE—E FUjiTSU

BT, EEREEE CISA, MITRE, BSI, ISO

R, KF IEEE, New York University, Indiana University, Mlinchen
University

OSSO=1="5+ Linux Foundation, OpenSSF, CHAQOSS, AlektoMetis, The

Modem Lisa, OWASP, CPAN Sec, RTEMS Project, Python
Software Foundation, Ruby Central

TF1UT1 RiEE Anchore, Jfrog, Snyk, Stacklok, Kusari, Interlynk, Source
Auditor

BEE - MEFHRELE Lockheed Martin, Honeywell, Defense Unicorns

— RS Fujitsu, Honda, Google, Red Hat, Oracle, IBM, AMD,
Sopra Steria, Karakun, Ericsson, Resilience, TNG
Technology Consulting, Bitergia, Edvina AB, Morgan
Stanley, BCG 15
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2025 MEW Y —E (2025.01~03) FUjiTSU

SBOM-Catalog (Marius Biebel K (hm.edu)) EPIES
2025/1/14 Acceptability and Accuracy with Software Bills of Material Data and Visualizations Frvpr——
(Jean CampkK, Xinyao MaK (Indiana University))

2025-01-28 SBOM-Catalog (Marius Biebel K (hm.edu)) EEE
BSI TR-03183-2 (Michael Schusterk (BSI Germany))
2025-02-11 SBOM-Catalog (Marius Biebelk (hm.edu)) P —
FOSDEM observations
2025-02-25 SBOM-Catalog (Marius Biebelk (hm.edu)) P —
SBOM Generation Reference Implementations (Ian Dunbar-HallK (Lockheed Martin)) ETEPIN
2025-03-11 CRob on the recent policy discussions in Washington DC (CrobE (OpenSSF))

2025-03-25 CRA Report (CRobE (OpenSSF))
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2025 MEW Y —E (2025.04~06) FUjiTSU

2025-04-08 Show me what you‘ve got: Turning SBOMs into Actions (Georg LinkE (Bitergia / CHAOSS)) SBOM

2025-04-22  Vulncon®#&7 (Chris RobinsonE (OpenSSF))

2025-05-20 SBOM-Catalog (Marius Biebelk (hm.edu)) EpIEE
Improving Risk Management Decisions with SBOM Data

2025-06-03 Improving Risk Management Decisions with SBOM Data

2025-06-17 Improving Risk Management Decisions with SBOM Data

18



2025 MEW Y —E (2025.07~10) FUjiTSU

2025-07-01 Discussion on SBOM definition evolution

Improving Risk Management Decisions with SBOM Data Review
2025-07-15 Best times for SBOM generation (JustinEs (NYU)) E T e
2025-07-29 Free talk about SBOMs
2025-08-12 Indian SBOM guidance (Kate Stewart& (Linux Foundation) SBOM
2025-08-26 Free talk about SBOMs
2025-09-09 CISA 2025 Minimum Elements for an SBOM Review
2025-09-16 CISA 2025 Minimum Elements for an SBOM Review
2025-09-23 CISA 2025 Minimum Elements for an SBOM Review

2025-10-07 Free talk about SBOMs
2025-10-21 Free talk about SBOMs (SBOM for Docker)

19



Improving Risk Management Decisions with

o8
SBOM Data 1/2 FUJITSU

e CISAZIEMSBOM Operations Tiger TeamM50penSSF(Z5[#EHY
. 9/18(CNFE

e SBOM Everywhere SIGTI(&. #oBEM(CHED L E1—%=Es

FFFFFFF

¢y DpenSSF SBOM LIFECYCLE DIAGRAM

Sharing  Consum ption
Improving Risk \ T
Management N s | e
Decisions " A =" ‘ —
with SBOM Data / Erree s P

Pre and Post Deployment Vulnerability Monitoring.
Discover Disposition Assessimpact Monitor Alert Patch

Reference
* Improving Risk Management Decisions with SBOM Data
» https://openssf.org/blog/2025/09/18/improving-risk-management-decisions-with-sbom-data-a-new-whitepaper-from-the-openssf-sbom-everywhere-sig/

20



https://openssf.org/blog/2025/09/18/improving-risk-management-decisions-with-sbom-data-a-new-whitepaper-from-the-openssf-sbom-everywhere-sig/

Improving Risk Management Decisions with
SBOM Data 2/2
¢ SBOMDFIAGEICDWVT, 13D 1—RT—RZ1ERo
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BLHALTWS /BHLEVERAAEEEEE EES £EE HEE
1 7701 BOCVERRSSM X
2 7704 %DOCVERSME X
3 SAEVRADYRY X X
4 PR—MET (EOL) \ AV TFYRINTVWAHRVWIAVKR=—FY DT T —F X X
5 BARIO Y R U FH X
6 EREEICBIF 3Oy F—2 > FOERAKR X X
PIRE DRAE /HIRE DEAE
7 4 Fy bt X
8 M&A LR E U X 7 5T X
9 BV 7 b7 = 7 DIREE X
10 ELEPAN—=2 a3 vEoavR—3xr bED X X
SHAMLTLAL / BRGSEIM LN TVD
11 £75 5 GRCHER~DEE X X
12 OTHELUANEERY FT—7RAITOREEHE - BEEE X
13 V7 b TSRO 4 =L FY—EX X X
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Comments for CISA 2025 Minimum

P
Elements for an SBOM FUJITSU

©2025/8/22 CISAMSMinimum Elements for an SBOM(Draft)h'
N

e SBOM Everywhere SIGTI(&. #uBEREZMT
LED1—%ZFU. CISAICL Ead—EREIELE.

References
+ 2025 Minimum Elements for a Software Bill of Materials (SBOM)
« https://www.cisa.gov/resources-tools/resources/2025-minimum-
elements-software-bill-materials-sbom

2025 Minimum Elements for a

+ Comment Submitted by OpenSSF SBOM Everywhere Special Interest Group Software Bill of Materials (SBOM)
» https://www.regulations.gov/comment/CISA-2025-0007-0048 Public Comment Draft
+ Sometimes Sequels Are Good: CISA’s Update To the 2021 NTIA SBOM Minimum Elements (5200 e securiy agency
- Victoria Ontiveros, CISA Department of Homeland Security
» https://osseu2025.sched.com/event/25Vg6/sometimes-sequels-are-good-cisas-update- R gl o ol R e e el
to-the-2021-ntia-sbom-minimum-elements-victoria-ontiveros-cisa feedback i received.

« Discussion for CISA 2025 Minimum Elements for an SBOM at OpenSSF Open Souce
Security Meetup 2025 #3
e https://www.linuxfoundation.jp/events/2025/09/0ss-security-meetup-on-september-26/
22



https://www.cisa.gov/resources-tools/resources/2025-minimum-elements-software-bill-materials-sbom
https://www.cisa.gov/resources-tools/resources/2025-minimum-elements-software-bill-materials-sbom
https://www.regulations.gov/comment/CISA-2025-0007-0048
https://osseu2025.sched.com/event/25Vq6/sometimes-sequels-are-good-cisas-update-to-the-2021-ntia-sbom-minimum-elements-victoria-ontiveros-cisa
https://osseu2025.sched.com/event/25Vq6/sometimes-sequels-are-good-cisas-update-to-the-2021-ntia-sbom-minimum-elements-victoria-ontiveros-cisa
https://www.linuxfoundation.jp/events/2025/09/oss-security-meetup-on-september-26/

BSI TR-03183-2 (Michael Schusterk (BSI Germany))
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o HIE
o RAW EHMtzF1UFT 1= BHHHEL TS BSI TR-03183-2

CRAjj /]/ |< 5 /]/ \/ (%E%% & %E% )@2%(5 BO M) Cyber Resilience Requirements for Manufacturers and Products
(: DL \_C O)’%ynjﬂ Part 2 "Software Bill of Materials (SBOM)"

FIAZ U
o RFa1 A KU
® https://www.bsi.bund.de/EN/Themen/Unternehmen-und-Organisationen/

Standards-und-Zertifizierung/Technische-Richtlinien/TR-nach-Thema-sort
iert/tr03183/TR-03183 node.html

® Part 2: Software Bill of Materials (SBOM)ZH&

o RF¥I1 X hDAIEDISF

0 _DHARSAUNEHLET. BSINSHESNTWD"EFE TCETDIEEFIA" L0
SBEDTHD. MBIAEIFIZRU.
® CRA(Cyber Resilience Act)(CEERL T B IO DEHZIRIET DEDTILIRL,
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https://www.bsi.bund.de/EN/Themen/Unternehmen-und-Organisationen/Standards-und-Zertifizierung/Technische-Richtlinien/TR-nach-Thema-sortiert/tr03183/TR-03183_node.html
https://www.bsi.bund.de/EN/Themen/Unternehmen-und-Organisationen/Standards-und-Zertifizierung/Technische-Richtlinien/TR-nach-Thema-sortiert/tr03183/TR-03183_node.html

BSI TR-03183-2 (Michael Schusterk (BSI Germany))

REHEN 2/3 FUjiTSU

® SBOMDKIFRAZRDEZ (CDULT
e CRADEBMEE LTI, BRD by FLAJUKFEGRE H/\—F 208 H D

e BSIORAALE L TIE., MY ITLANILDOSBOMEITTIEMEEEIRICATY (R ; MEssE
NTFRILANILOARFRRICIFEL TLBIHEE. by TLARILSBOMTIEZNZIRE TSR
L\fz&D)

l My L AJLSBOM TS DRI T E 1L\ *3]

o IEE(LDVER(IIRTEITH TH D,
EURRINEZEE SN AR ZEDH TND,
ZRELDOAMMECKI DT, SBOMD
B ERABNDIEEENDD.
(R=(CDULTBSINEF CiF&am )

. . internal / external component
. D in the scope of delivery / outside
the scope of delivery
at least contained in the SBOM

Level4
Level 5

[*3] ¥t : BSI TR-03183-2 version 2.0.0 (Figure 1: Top-level SBOM& D —EiZ)
24




BSI TR-03183-2 (Michael Schusterk (BSI Germany))
QA 3/3

o Eiff: ENISAY°BSIN'TR-03183-2%ZEULANJL(CRA)ICIFEBAD
C E(CHEEDRSBDIh ?

o [O1Z: BHS (LB lT Tz, HEIENH D &EHERIZ,

o Gfb: HIZEERUBMNEIERESIRVERHYORDATYICDWNT
DFEHE ?

o[OZ: IEH(CDODLWTCOEIZE(FTR L, RDRAFTYVITEUTIE, SFT

BD [EFECEHEFIR] iR UklTD 2 ENIRFRTODBSI
DIt

Q
FUJITSU
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Indian SBOM guidance FUjITSU

o> KK BFBIREMIE (Co>BMBICERT- [T <
HYFEAT LTZSBOMA A5 > X
o CERT-In(3. FFHILBRN AT CHEND =
5 BEAMSA S > 2 BT R e et
o #15BOM : SBOM, QBOM(&7F), CBOM(IES), |
AIBOM(AI), HBOM(Hardware)

e B IR—2R> MO <MEssHIBRIRZIER S LT
DO E&ZROTULD, (VEX, CSAFEHEHESRE)

R
4> RTIE. VEXZERLTWLWBDH. EICKDTIE,
RUBEENTEINEULNIRRVWEDER. —

Link : https://www.cert-in.org.in/PDF/TechnicalGuidelines-on-SBOM,QBOM&CBOM,AIBOM and HBOM ver2.0.pdf
26



https://www.cert-in.org.in/PDF/TechnicalGuidelines-on-SBOM,QBOM&CBOM,AIBOM_and_HBOM_ver2.0.pdf

SBOM Catalog FUjITSU

® SBOM Everywhere SIGC(d. SBOM Catalogz'JJ—X
Let’'s DEMO

Standards @ @)

v

ol

® x _ ] [

License R R
™ 7]
e W ROLY  ROR
Abilites © @) -CycloneDX = «SPDX 5 4 ¢
® - 000, —OR
e 'e (A *‘ 4
Types ©] v EER
3 S
I\ -
b 74
Publisher ©
Name o @

References

- SBOM Catalog
« https://sbom-catalog.openssf.org/

« SBOMBIEY —)LD—EBHHHETIHOH S | SBOM-CatalogDFEIT
» https://qiita.com/flying-pan/items/2f48237e144e783f9dbc

Languages @

27
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FhD2£ERIDEE ~BIDEFEHSDEEH) ~ FUjITSU

® The slides have been replaced, but I hope the memories of
that presentation still live in everyone’s heart.
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SMUTEREELRUECE FUjITSU

e SBOMEEA R hORESIIDIBIRMNIAFTET DL
oDraftfefEMDA=1 "7/ BRIC )7 DTATETBR L

e RF¥F1A> MOHE

oL E1—0DSiH

e HD ADIRG T UNKISIRAVWEEHRMNEITDSZ &

oA TS A2 DOSSAN NCIEED D IZRICRERIMNESND
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e OpenSSF SBOM Everywhere SIGADSHNHEFELTHD
x9,

OpendSF



BADA EDTFE, I\—RIDBVWERSAEA  RUjiTSU

o L NHIITHIKRDMHBHARDOSS =1 =5+ (LI THD
e 1=1_5 -+ dSlack/Discord [CADTHD
o XA—U>ZTJUXREERLTHD
0%%#@%754)@4/\‘) MSEIUTHD
e nJEE/R . HARDMREZDL D
o DIEMZEMUPT T
o [FERINEE
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OSSO=1"71 COFBEZSHDIFESAN .
FEDSE(CH>TEL LBV E 1/3 J

o[FRAZEBEDIITS
o HFEMICENTDIMEFZFHNEIT D (HIKDHDZEE. BARDMSIRLN
DT, BNFIRAERSTINTHDIDONELA L)
o k:h
om)ld. OSSRF1A> Mdslack, XA—U>T U MSSIMTHBo
AN SR & BR{E L CTOK,
oSHEN D TCVWBREMDECT. FHNDODMNMEANEERL THD.
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Comparison and Proposal of Vulnerability Management Approaches in Yocto-Based Linux for the CRA - Akihiko Takahashi,
Fujitsu Limited

B Wednesday December 10, 2025 12:00 - 12:40 JST
@ Meeting Room 1 (SF)

Fujitsu has long provided multilateral support for SPDX, especially through activities in Yocto and SPDX. From 2016, we have been joining maintainers of meta-

spdxscanner, enabling SPDX functionality for the Yocto Project. In 2024, We joined OpenSSF to enhance the security and trustworthiness of the global software

supply chain. This marked a step forward in our continued dedication to this mission

Due to the EU CRA, manufacturers in the EU will be obligated to report vulnerabilities starting in September 2026. In the context of Yocto, several vulnerability
are being such as cve-check, yocto-vex-check, and third-party tools. However, as of now, there is no clearly established

best practice.
In this session, we will apply these vulnerability management approaches to practical use cases relevant to manufacturers covered by the CRA. The comparison

includes the use of SBOMs and VEX to evaluate the effectiveness of each method. Through this analysis, we will clarify the strengths and challenges of

in based Linux and propose which approach is most suitable depending on the context.

Speakers

Akihiko Takahashi
Software Engineer, Fujitsu Limited

Linux distributors for Edge computing machines

[=]3

Safety Critical Software

Audience Experience Level Intermediate
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