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Abstract

Rainbow is a multivariate signature scheme proposed
by Ding et al. [3] in 2005. Due to its efficiency, the Rain-
bow scheme gets attention in the area of post-quantum
cryptography (PQC) [1]. In fact, the Rainbow scheme
is selected as a finalist candidate of NIST PQC stan-
dardization project [4]. The security of the Rainbow
scheme mainly relates to the multivariate quadratic
(MQ) problem and the MinRank problem. The Min-
Rank problem is a problem to find a low-rank matrix
by computing a linear combination from a set of ma-
trices over a finite field and is known to be NP-hard.
The Kipnis-Shamir (KS) approach [5] is one of the ma-
jor approach to solve the MinRank problem. It tries to
find a target low-rank matrix by solving the polynomial
system (called KS system) obtained by treating kernel
vectors of the target low-rank matrix as variables. Re-
cently, Verbel et al. [6] gave a tighter complexity es-
timation for KS approach in 2019. They constructed
explicit syzygies by focusing on the bilinear structure
of KS system associated to random instances of the
MinRank problem. In this paper, we consider the in-
stances coming from the Rainbow scheme and study
their complexity estimation. Moreover, we apply our
result to the rectangular MinRank attack proposed by
Beullens [2] in 2020.
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