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Abstract

users to fully control their credentials[4]. Besides, VCUMA also addresses the privacy concerns raised by
sharing VC through leveraging the selective disclosure
technology[5] which reduces the oversharing of personal
information in the credential.
In order to prove the feasibility of the proposed mechanism, the proof of concept of VC-UMA is conducted.
Speciﬁcally, a prototype system of VC-UMA is implemented. Through the evaluation of the prototype system, it is shown how VC-UMA overcomes the security
and performance issues.

This paper presents VC-UMA, an access control
mechanism that empowers the service to delegate the
authentication component to distributed identities service for enhancing privacy and usability.
With the advancement of the internet services such
as IoT and web technologies, the access control mechanism has now become more and more important for
protecting resource sharing on the internet from malicious access. Without proper access control mechanisms which include complete authorization and authentication solutions[1], various privacy and security
issues are likely to occur in internet services. To reduce
the complexity of designing the access control mechanism and improve its security, the common practice is
standardization. User-Managed Access (UMA)[2] is an
access control proﬁle that supports (1) party-to-party
sharing scenario that allows the resource owner to authorize the resource to the third party and (2) customization of access control policy by which resource
owner can formulate the policy for third-party accessing the protected resource. However, although the
UMA proﬁle deﬁnes the authorization process, it does
not specify the detail part for authentication, namely
the trust model and identity veriﬁcation among all the
entities, is out of scope. To ﬁll the gap of lacking
the authentication component, it is necessary to import digital credential technology to authenticate the
third party that attempts to access the protecting resources. Nevertheless, the widely adopted digital credential frameworks in UMA are often over-reliant on
centralized service, which leads to the risk of private
data leakage and single point of failure.
To solve the issues, this paper proposes VC-UMA,
an access control mechanism integrating UMA with
Veriﬁable Credentials (VC)[3], which is an open standard of decentralized credential which commonly uses
blockchain as an underlying mechanism that allows
∗
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