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A Generic Side-Channel Attack on Post-Quantum KEMs
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1] 2] [3] This work
Attack type Timing Fault Power/EM
Lattice  Kyber Yes Yes Yes Yes
Saber Yes Yes Yes Yes
FrodoKEM Yes No Yes Yes
NTRU No No No Yes
NTRU Prime Partially yes’ No No Yes
Code HQC Yes No No Yes
BIKE Yes* No No Yes*

Classic McEliece Unknown No No  Unknown
Isogeny SIKE No No No Yes

Countermeasure/mitigation ~ Constant-time Redundancy Masking
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