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Provenance Auditing with TEE Protection Applied to IoT Devices
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Denial of Service attack) %y V=7 DAF ¥ V%
fTo Tz, L L, RobDOKETIE, 774 VL ATV
vr7Rrzlavy FEMHTIHEE WA TV
ZMDENKIES N T WS, X512, w77 %
HOWBBIZBWTHRES RSN TED, RAS R
7 L BN S T2 DGR TE) 2 FEMmAICATS. Hle L
T, 774797 x—1D7atZADEMLT 720
7, BT 7 ORI XA LAR Y TOEEEITS [1].
ZD7D, MEROBEDORAITFIETIIBE L T TRA
THILHTET, WRORKUASRAET 2 2. 27
NAEDE R BAIT 27012, WERAHER D
I o OERHMZHET 27D OFENNETDH
5. ko arva—xenRe LR BOMERHMZ
AT % FiEL LT PA (Provenance Auditing) [3] 2342
REINTW3. PAIZ, SATLTHEFTEINBARY b
ZElgk L7z v 755 DAG (Directed Acyclic Graph) %
ML, DAG » b WBOMEHMZHEST 2. LarL,
PA % IoT B8HCHW 2 DI T O =D DRED ® 5.
(1)IoT #8813 CPU <7 —pHBATHED, & CPU
N7 —% RS B PAZETT 2008 L. (2)IoT K
I F 2V 7 1 OHAADHED o TN EHZL,
WEEFIZ X o Ta 7 ORERHIBRZITHIL 2 AIRENED D
%. (3)IoT HEMIEHE D WA WI28, M2M (Machinet
to Machine) TEM T 2 7-DICHENICEIHT = 5 tH#H

* PESERANTHE S IIET, BETETLIR X 1% 2-3-26, National Institute
of Advanced Industrial Science and Technology, 2 Chome-3-26
Aomi, Koto City, Tokyo

P EREEARY, HEHRAM TN, £ 1-5-1, The University
of Electro-Communications, 1 Chome — 5 — 1, Chofugaoka,
Chofu, Tokyo

BPRBETTIR 5.

ARFX T, 779 K LDV =t 10T Hds 2 s X
BZZ2ICED, VE—NTPARTS FERIEET 3.
ZOFETIE, 777 F EDH— 3T SPADE [3] W
TPA 21TV, Ty I TENET 2 loT BdmdE A L L 7=
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