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Brain function extension for cryptography : How to realize digital

signature without trustworthy terminal

দຊ Ֆ࠼ ∗

Ayaka Matsumoto

ඌܗ Θ͔ ∗

Wakaha Ogata

ڮߴ ݈ଠ †

Kenta Takahashi

֞ ਖ਼উ ‡

Masakatsu Nishigaki

Ωʔϫʔυ ৴༻Ͱ͖ͳ͍ػࢉܭɼϚϧΣΞɼॺ໊ํࣜɼCAPTCHA

ͷ҉߸ٕज़ͷར༻ʹɼൿີใͷ҆શͳཧͱɼݱ

ϢʔβͷҙࢥΛਖ਼͘͠өͨ͠ࢉܭͷ࣮͕ߦඞਢͰ͋Δɽ

͔ۙ͠͠Ͱɼman-in-the browserΩʔϩΨʔͳͲ

ͷϚϧΣΞʹΑͬͯɼͷશͯͷೖग़ྗใ͕ܸ߈

ऀʹ࿙ΕͨΓใ͕վ͟Μ͞ΕΔͳͲɼ͕৴༻Ͱ͖

ͳ͍໘͕૿͍͑ͯΔɽ·ͨɼαʔό͕ܸ͞߈Εͯൿີ

ใ͕ྲྀग़͢Δ݅ࣄ͋Δɽ͜ͷͨΊɼશʹ৴༻Ͱ͖

Δػࢉܭଘ͠ࡏͳ͍ͱ͍͏ঢ়گઃఆͰ҆શੑΛ֬อͰ

͖Δํ๏Λݕ౼͢Δ͜ͱ͕େͰ͋Δ [1]ɽຊจͰɼ

௨৴ʹ͓͍ͯॏཁͳׂΛ୲͏σδλϧॺ໊ʹ͍ͭͯɼ

શͯͷ͕ػࢉܭ৴༻Ͱ͖ͳͯ҆͘શͳॺ໊ํࣜɼࢉܭ

ԉ༻ॺ໊ํࣜΛఏҊ͢Δɽػ

͜ͷํࣜͰɼػࢉܭશͯ৴༻Ͱ͖ͳ͍ͱ͠ɼ৴༻

Ͱ͖ΔͷਓؒͷͷΈͱ͢Δɽ͜ͷઃఆͰཁ݅ 2ͭ

͋Δɽ·ͣɼ1ͭͷཁ݅ॺ໊ݤͷ҆શͳཧͰ͋Δɽ

ॺ໊ݤػࢉܭͰཧ͢Δͷ͕ҰൠతͰ͋Δ͕ɼϚϧ

ΣΞʹॺ໊ػΛѱ༻͞Εͯ͠·͏Մੑ͕͋Δɽͦ

͜ͰຊڀݚͰػࢉܭʹॺ໊ݤΛอଘͤͣɼਓؒͷʹ

ॺ໊ݤͷݩͱͳΔύεϫʔυΛอଘ͢Δ͜ͱʹ͢Δɽਓ

ؒԿΒ͔ͷ͍͕֮͑͢ेͳΤϯτϩϐʔΛͭύ

εϫʔυΛهԱͰ͖ΔͱԾఆ͢Δɽ

2ͭͷཁ݅ॺ໊ੜͷϢʔβͷҙࢥΛਖ਼͘͠ө

ɼࢉܭΛग़ྗ͢ΔݤͰ͋Δɽύεϫʔυ͔Βॺ໊ࢉܭͨ͠

ॺ໊ݤΛ༻͍ͯॺ໊Λग़ྗ͢ΔࢉܭͳͲҰൠతʹ৴

༻Ͱ͖ΔͰ͕͏ߦɼࠓճͷઃఆͰ৴༻Ͱ͖Δ

∗ ౦ۀژେֶ, ˟ 152-8550ɼ౦ژ۠ࠇେԬࢁ 2-12-1, Tokyo
Institute of Technology, 2-12-1 Ookayama, Meguro-ku, Tokyo
152-8550 Japan

† ˟։ൃάϧʔϓɼڀݚॴɹ࡞ཱ(ג) 244-0817ɼਆಸݝԣށࢢ
௩۠٢ాொ 292൪ɼHitachi Ltd., 292 Yoshidacho Totsuka-ku,
Yokohama-shi, Kanagawa 244-0817 Japan

‡ ੩Ԭେֶɼ˟ 432-8011ɼ੩Ԭݝদࢢத۠ 3-5-1ɼ Shizuoka
University, 3-5-1 Johoku Naka-ku, Hamamatsu-shi, Shizuoka
432-8011 Japan

͕ଘ͠ࡏͳ͍ɽ·ͨɼਓؒͷͰ؆୯ͳࢉܭͰ͖Δ

ɼߴ͕ ͳࢉܭͰ͖ͳ͍ɽ͜ ͷͨΊߴɼ ͳࢉܭҕୗ

ʹత࣌αʔόʹҕୗͤ͟ΔΛಘͳ͍͕ɼαʔόҰࢉܭ

༺શʹ৴͞ΕΔՄੑ͕͋ΓɼࢧΑͬͯʹऀܸ߈

Ͱ͖ͳ͍ɽ͜Εʹରॲ͢ΔͨΊʹɼఏҊํࣜͰෳͷ

αʔόʹΑΔ͖͍͠ॺ໊Λར༻͢Δɽ·ͨɼॺ໊ͷҕ

ୗͷͨͼʹൿີݤͷݩͱͳΔύεϫʔυΛҕୗࢉܭαʔ

όʹૹΔ͜ͱͰɼҕୗࢉܭΛ࣮͢ߦΔ࣌Ҏ֎ʹαʔό

͕ൿີใΛอ͠ͳ͍Α͏ʹ͢Δɽ

͜͜ͰඞཁʹͳΔͷɼ৴༻Ͱ͖ͳ͍Λ༻͍ͯύ

εϫʔυΛαʔόಧ͚Δํ๏Ͱ͋ΔɽຊจͰɼύ

εϫʔυૹ৴ํ๏͕ҟͳΔ̏ͭͷػࢉܭԉ༻ॺ໊ํ

ࣜΛఏҊ͢Δɽ̍ͭϚϧΣΞ͕݁ୗ͍ͯ͠ͳ͍̎ͭ

ͷΛ༻͍Δ͜ͱͰɼಈతͳऀܸ߈ʹର͢Δ҆શੑ

Λ࣮͍ͯ͠ݱΔɽଞͷ̎ͭɼCAPTCHA[2]Λར༻͢Δ

͜ͱͰෳͷΛෆཁͱ͢ΔํࣜͰ͋ΓɼCAPTCHA

ʹదͳ҆શੑΛԾఆ͢Δ͜ͱͰɼडಈతͳऀܸ߈ʹର

͢Δ҆શੑΛূ໌͢Δ͜ͱ͕Ͱ͖Δɽ͜ͷ̎ͭͷํࣜ

CAPTCHAʹٻΊΒΕΔ҆શੑ͕ҟͳΓɼCAPTCHA

ͷ࣮ੑݱͱํࣜͷޮ͕τϨʔυΦϑͰ͋Δɽ

ݙจߟࢀ

[1] ɼେ࢙وɼܓɼਆହوߒฏ ࢙ɼ݈ڮߴଠɼඌ
Λࡦରܸ߈Θ͔ɼ֞ਖ਼উɼ“Man-In-The-Browserܗ
”,αʔόؒͷηΩϡΞ௨৴ϓϩτίϧߦΔਓؒɾۜ͢ݱ࣮
ॲཧɼpp.1–7ɼ2017ࢄϚϧνϝσΟΞ௨৴ͱࠂใڀݚ

[2] Luis von AhnɼManuel BlumɼNicholas J. HopperɼJohn
Langfordɼ“CAPTCHA: Using Hard AI Problems for
Security,” EUROCRYPTɼpp.294–311ɼ2003


