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Abstract

In the ordinary digital signatures, if a signed-message
is altered, its signature becomes invalid. In sanitizable
signatures (SS) [1], an entity (called sanitizer) chosen
by the signer can partially modify the message while re-
taining validity of the signature. Two security notions
of SS hard to simultaneously achieve are invisibility
(the modifiable blocks are unknown) and unlinkabil-
ity (no sanitized signature can be linked to its source).
Bultel et al. [2] proposed a generic construction of in-
visible and unlinkable SS based on non-accountable SS
(NASS) and verifiable ring signatures. Ishizaka et al.
[3] proposed generic NASS constructions based on trap-
door SS and (labeled) public-key encryption. In this
work, we propose a new primitive named policy-based
SS (PBSS) as a generalization of SS. In PBSS, each
signer chooses a general policy representing a condi-
tion whom not only the original message but also any
modified message must satisfy. We show that the SS
by Bultel et al. and the NASS by Ishizaka et al. can
be generalized to policy-based ones. By instantiating
the PBSS construction from existing schemes, we ob-
tain some concrete advanced SS schemes, such as range-
based SS (each modifiable numerical sub-message msgi
can be modified within a range [Li, Ri]) and PBSS for
Turing machines (PBSS for a very general policy class,
all (deterministic) Turing machines).

References

[1] G. Ateniese, D.H. Chou, B. De Medeiros, and
G. Tsudik. Sanitizable signatures. In ESORICS
2005, pp. 159–177. Springer, 2005.

[2] X. Bultel, P. Lafourcade, R. Lai, G. Malavolta,
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