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Abstract

In 1994, Chor, Fiat and Naor proposed the traitor
tracing as a mathematical approach of protecting copy-
righted content in broadcast encryption, which is capa-
ble of identifying the source/traitors of pirate copies in
collusion attacks [2, 3].

In the literature, anti-collusion fingerprinting codes
were investigated for protecting the copyright of digital
data and multimedia content against collusion attacks,
see [1, 6] for example. In terms of the practical applica-
tions, a fingerprinting code corresponds to a collection
of fingerprints (i.e. codewords) and each fingerprint
is assigned to a unique authorized user. Therefore, a
fingerprinting code is expected to have as many code-
words/users (accordingly, large code rate) and efficient
decoding (accordingly, fast traitor tracing) algorithm
as possible.

In [1], Boneh and Shaw introduced the ¢-frameproof
codes, which could guarantee that any innocent user
would not be framed by any coalition with at most ¢ col-
luders in the application of digital fingerprinting. Later
it was shown in [4] that, if the coalition size is no more
than ¢, the binary t-frameproof code could also be uti-
lized to tracing back to all ¢ traitors in the multimedia
fingerprinting applications, with the decoding complex-
ity O(M), where M is the number of users/codewords,
in general.

In this paper, we propose a new class of codes, called
the t-secure codes with two-stage traitor tracing. It
is shown that, on the assumption that the number of
traitors in the collusion does not exceed a predeter-
mined threshold ¢, the binary t-secure codes with two-
stage traitor tracing could identify all ¢ traitors with
the same decoding complexity O(M) as the binary t-
frameproof codes in the general scenario. However, by
using the probabilistic method, we show that the se-
cure codes with two-stage traitor tracing could have
much larger code rate than the frameproof codes. In
particular, for the case ¢ = 2, it was proven in [5] that
the state-of-the-art asymptotic code rate of a binary 2-
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frameproof code could be no less than 0.207565; while
we show that the 2-secure codes with two-stage traitor
tracing could have the asymptotic code rate no less
than 0.45110994.
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