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* Trust in Computer Systems and the Cloud. [{EfED(ET 5 & (TE*E li) DEEE
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D25 - Consolidated report on the socio—economic basis

initial trust (i.e.
concern) parameters

OPTET =~

rational Trustworthi

s Enabling Technologie

trust (concern)
parameters

impact of threats
on behaviour

N

Trust
Update

activity of threats
to trust (i.e. causes
of user concern)

Behaviour

Analysis

Trustworth-
iness Update

for trust and trustworthiness. 20154 FRINDFPT7TOTOY 20 ~DOREY .

* [rust in a system is defined as a property of a
stakeholder (known as the trustor) reflecting the ceciorimusor |
strength of their belief that engaging in the system Suurf/zrys St
for some purpose will produce an acceptable \) Sl
outcome. e / Ca'clula““

« JYRATAICXIT D SR (Trust in a system ) (3. D LSS o ||
BRIDIEOHICI AT ACESITDCET, B TCEDBRE 1
NEoNDEEFUDESERIRUIZERT—DRILY — Jx;y;:gzt pinar . il

( trustor EIFEN D) DEEE U TERESND. i i

« ITrsutwhorthiness on the other side is a property of (cemfmd)\ —— ):K
the system. A system is more trustworthy if it is able umeormee Tustiearih - o‘?ii?{'nfi‘fi‘?é’,‘;‘if
to produce an outcome acceptable to all trustors. activity

« —F. TrustworthinessldY X7 DM (broperty) ToH pesnime |

Do INTDtrustorlCRITANSNDBRELI CENT
SN YRTALAERKD SR ETED,

** Executive Summary®D BEENXE

threat )

y

Run Time

Figure 1. OPTET WP2 Modelling Approach

LY —EXREFO—DO0D
TrsutwhothinessE T /L& L TW5%

H# : https://eprints.soton.ac.uk/410774/1/OPTET WP2 D2 5 v1 0.pdf
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HH . RFC 9334. Remote ATtestation procedureS (RATS) Architecture
httos://datatracker.ietf org/doc/html/rfc9334

« BX
« Amongst other things, this document is about trust and trustworthiness,
* Trust is a choice one makes about another system.

« Trustworthiness is a quality about the other system that can be used in making one’s decision to
trust it or not.

* This is subtle difference and being familiar with the difference is crucial for using this document.

« Additionally, the concepts of freshness and trust relationships with respect to RATS are elaborated
on to enable implementers to choose appropriate solutions to compose their Remote Attestation
Procedures.

. IR Freshness(# &) (&, always (verify) @R

« PTH., COFFAAXAYRIESZAEE trustworthiness ICDVNWTEDNN TULNET,

« FORAEEIF, MOV RFTAICKT U TITDEIRTT,

. __I'Cr%stvvorthihess ElF. MO RFTAEZRDSRAFITINEDHDDHWICFATED. HOIYRTAICETDIRE

s CNIEIBWRENTHD., COERBNWEKIKERELUCRKCERICDREFaAX Y FEFESLETIERICEERTT,

« I5(IC, RATSICEETBHEE SR FEROERICDOVNTEHULERB L, B2EBEHNJE—FPTRT—Y3VF
=BT DCHICEUBEY ) =Y 3 VEBIRTETDLOICT D,

Trust& Trustworthiness DOFBEV\DITH. IEBICER
(BAREEICERULEIRES. CCHIEBIKRICEDCENZIN? ?)
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1. DxJYA l\z’:ﬁﬁi‘@R:IEﬁﬁilaf A IV [CEDDBHZBZIEDNDET D, CNHODEHAN MLBX'J\I\I@%%UJED‘
® . T EIL‘J\E = DE = N ﬂﬂeX C—-E ; C o \\ I
OEWDOTIIL. KEE 2 B CERSNDEE, IR, FIBICEDEEMIND EDET D, %&ggﬁé@?_—%ﬁg% |,:t"d)
1a. ARZEE 1 BICR > CRAISNCD 2 U+ F3EEAERRIIEAZ (QWAC: Qualified certificat R relle ° /

for website authentication)ld. D7 « TS50 OTO/NAHICK > TEERSNDEDET B,
D17« I59O50T0O/NA A, FIBEECEIBASND ST —F B IONENIYICSEBASNDEMD y
A—FCEDTHBHVWVDT VVPETERRSNDC EERIETDENDET D, (BPER)

7 j‘j'lj'/\/& D\ZJIIIN\\

e 2. MMNEFEERIZL. 2025 F 5 A 21 HETIC, EiA C Implementing Act ) IC&ko>T, SEE X,

EQUZ BT, MBICHLUT, ARE 1 BICERT BQWACOHERLUFIRERTITZEND | £ )

EFB, CNOORIEH. BASROBICHESNDBEFHEICH > TRRENZEDET D |

- [ N — N AW N N —
ESES TSRV —ICKD

. BAN—LF2UT 1 OTIEE TSP MEXDE L] DRt
' ISHOTANAFE, E A5 RICEDDER. & BB S D -\ Z%9

BRI DBED DL, BINDE )
BAYIOEEEBCHD
QTSPOEFEETSIHAN
I — e RKETSY D7 —
CERDCEICERED, )
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MozillalC K DQWAC €EIDAS45%) RXJF v I NR—2

https.//securityriskahead.eu

QWAC GBSO T I+ AERLAIAS) ICXIITDEUDIRED? JO—F
F Z2—=T>Y - D1 7DFa2 )T 1 ZB/HEESEBDIESD
DEIND e FT4DOUERY « D)LV Y  2020F1088H

https://blog.mozilla.org/netpolicy/2020/10/08/the-eus-current-approach-to-qwacs-
qualified-website-authentication-certificates-will-undermine-security-on-the-open-web/

1998F MHRIIIMAFE., MozillalF AMEICEMUIZA I RN—=Y3Y, ZLTH
N =Ry FEDARDIZOHDER, IV FO—)b. TSANY—EZFL
TEFUE, RAAEBI. 1V —Ry FEHET DD T TIZEDER EEIR
BIC)—RU. SN0 CEICK>T, Dz EDO+HEEDI - —0DIZ
DICCHDEBERIRIDEHICEHUTEFUIZ, FAbBId&Ea. eDASHE
HlICETMNEBERDRERKIONBEFZEICERZRE L, 1—TU—-0D®

Fa2UTAICEDTRDRWNelDASOERZIZIEL. JO0—=/NIL1 V5 —
Ry FOFRFEMRERMZHITIDCEZERUF UL,

DIJYA e BF2UTADORODESYRAR—F UM P—tFal)
‘%R Ij“ Eﬁ\é =\FH

T4 (TLS) BEZREUCERZERIDLE.
TLSEFBAE /N YV B - \
[E. BREBESINDEDTHDIEEZAD, A——DFaUT 1 Z55D
20T, RNDOE—FTIIILMHIZEETO—=/NIL « A V5 —Ry FTHIT
DEDWNIIC BRI B WESZEIZ5ITIESD,
R ZERDBAEICX T DN DERODELNDIEHELE THSDNCSNIE,
CORDIIIIHZEEDNIDDD/NA UNIVREBRIEIUTDED THD !
QWAC GBSO T I+ FERELEIAE) ICXIIDEUDIRED P JO—F
d. Z2=TY - Dx7QF 2T 1 Z2BIMMEST DS D,

\W

WHY ARE

QWACs

A PROBLEM?

protects valuable

W luabl

hen using the internet, your browser

information you send to websites. The first draft of
elDAS forced browsers to accept QWACs — lower-
security standard website certificates and providers that
issue them. This would lower the bar for protection and
open up users to possible maliciol
crime.

Update 29/02/2024: After two years of
review by EU legislators, critical
changes in the law were approved in a
vote in the European Parliament. This
means EU citizens can continue to
safely browse the web, provided the law
is implemented correctly.

Keep the internet safe.
We can change article 45.2.

Discover how QWACs
can put you at risk
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https://ec.europa.eu/digital-single-market/en/discover-eidas
https://ec.europa.eu/futurium/en/blog/commission-runs-pilot-project-qualified-web-authentication-certificates-qwacs
https://blog.mozilla.org/netpolicy/files/2020/10/2020-10-01-eIDAS-Open-Public-Consultation-EU-Commission-.pdf
https://blog.mozilla.org/netpolicy/files/2020/09/Mozilla-Attachment-to-the-European-Commission-Review-of-eIDAS.pdf

https://last-chance-for-eidas.org JNSA

* elDASZELEITIREDF v YR A YY—Ry bOEF2UT 1 22BN IEUOMEE
- 2023F11828

- REDILETOCRZEZR T, elDASIKRAIDZIFRIEHBENENEUDTFBHEERKRIDEEI=38 ( trialogue ) 1Hi&
DEESIN. FRICEREER[CRESN. ERINDFETH D,

« RODIFNHEZZBETEASN., FELHESNTUVVENET ULVARRXE. RRNTEHSNDINTOD T « TSDYHN
EUBICRK D TERSNICREEBEBSEEZFSRAFITDICLEZBRINDICEZB/E LTINS,

¢« INSDOEFEICKD., BIHOEE NCHIBSENVEUERE TESIESNIED I I RS I v IEBEZRTEDXRDICIED,
EUBR A MR ZER I DEEDDIRANICHEIKNT D,

« COEUNRBEE. DxT7I5DYTERMIDBESHZIEEI DN ZHH. T2OVRBIFOH IR UICTNSDIEDIE
FRERNIDCLZELOBNTND,

¢ TNICKD, EQEUNEBEDHRFE. BZEEROLEHICT T TY A FMIBEZHEITIDCENTED. NEENEIT
DEDZDEAICELUTCRIRECXTLUC, BIZUEF Ty IONSYREFELURL,

« EOXZEDETNINTONEE TR TR, BUEHIBBIDIEOICWMBERICK > CRAISNIZSHNEHEINTNDC
CaBEZDE. INEBKICAETHD,

- (PE3)
- PR, TRUR, ERERICILENDINE

ERPDS OO MUEODHYA/N—=—tFa T ZOMAEND. EUCTNODFBEZMEL. DT JZREIDLD
KRODNHEEBICBSL UF U,

(i)

e A N\N—TF2)FT1DFEFXR. HRE. FLIEINGODODREXTHIDIHFEIE. https://eidas-open-letter.org CTAFRE
BICERIDCEaEsyLTL<iZEn),
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httos:.//www.european-signature-dialog.eu/ESD answer to Mozilla misinformation campaign.pdf
FEMozillalZ DK OFEEHRERIT DH

« Mozillald—#ze(CGoogledT TS5 4 FELUTRHSNTRYD. GoogleH'BSOBENFTZIB LB I ICHDE
UV CTLYD,

* Mozillald2000- 2009F(Cld. 30% VY —"Ty by aPZ2R/BM UL 20 U TE<F N THEL
E o

- SH. Mozlla¥v—"wv ¥ a7’ /D@‘?D‘S%'C@‘O [FEABIICE LATLND,

o XTBRANIC. GoogleldIRE65% M R MBI T PR > TCHRN. I—0v/\TEXZEHNZTSOY THD., VX
EIXTOADCODIL—)LZEERTE T D,

¢ MozillalEZSXD—i0IC. GoogleM I NTDIR) I —ICHRDGoogleDT TS5+ FITBERNNEBSNTULYD GE
BAZRTEDEEZIBH I DMozillaEZEaEICGoogle DAY v INSFENTULNBIFERD) .

« MozillaN'Google'5=Z2(TIBEES U CEZEZHIToNDNE DMNIARERIE,

« 2020FMEeEICKDE. MozillaD Firefox TITHNDINTDOERICGoogleDIRRT Y IV ZEETER L TL)
DEVNDIBRBEIT T, GoogleHhMozillalCFRE4E RILH54ES0005 RILEZIANS EULVD EDOTHD,

« HDLEICKDE. CNIEMozllaDBEEDIRNBED R K ZFO2BICHHET D, MozillaldGooglelC AE<IKkEF UL
THRD. ZRDZ L [FMozilla®OREHRE FEIEDGoogle N BIRII L TULVEWNEB R TL\D,

(his)

ulinl
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https.//www.european-signature-dialog.eu/ESD answer to Mozilla misinformation campaign.pdf

* Mozila&Googleld. INTDQATSPEFHRG I DD T T —/\FIABRETRAICHEE L TUD

« Mozilla (&Google) 3. [Let’'s Encrypt] CEHEND. INTORQTSPEGREIT DO T U —/\SIBAEHE
TEHOBELOHEE (TOSFFTURNILORARIY—) THD

 Let's Encryptld. PIBEDETIERZFLCRVEBZIIBEDHZ2HEITL TRV, @FED NS DIIEE
7%‘ Mozila 7 SO T w I VIRV T PO T IHA & 25 ] ERXRDNIDTHICERNTL)

- O, Mozﬂaﬁ_’%@‘_jiUﬁlaggﬁﬁﬂﬁéﬁﬂ}h'@b\é&5( % . TOMER, KHOIF201 QT ICIUFID
QTSPPATYT 4T «Ul (A= - Y5 -1 —R) ZHIR "EUD ZL F—FBEOENZRDITD
5%7(‘;25 '771_7*3“’1’ FD‘E@EE&HEP%?‘J?%?f'l‘%#&lid:a'(ﬁ"l” FENTNBDCEZRDCEET

<& 2IC,

« CNOHOBENBERIENE. MozillahelDASDD T JH 4 ~ZBE, U FERS5HZE IESB6T DICIT+
ﬁa\’cwgtb\

« PAYDORSEIDESE TS A, BEADT SOOI 0elDASELSRKRE LNDRXIN, EUERTYD
%5 2IPAICIER T DOIREMEN 0D D CIFRZITSRRRT ‘éﬁﬂﬁbtb\é(*ﬂ

R CESEOXYN=L, BISDOTOOE—FEZHEEL. RNHBROZTYSAY - 2Fa)T1%
FUJ: F2elDASEIEREXZIINETH D,

tJI)\i

QX

“||

D
|:1 |||

*1. Proceedings in Transport Layer Security Certificates against Google terminated
https://www.bundeskartellamt.de/SharedDocs/Entscheidung/EN/Fallberichte/Missbrauchsaufsicht/2022/B7-250-19.pdf? blob=publicationFile&v=4
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R WYEADT YL )LESERIATH DBitkomD SR JNSA
Position Paper 2023/12 Bitkom on elDAS 2.0 and QWACs

- BE

« 11R8BICTTONIZEIEH=8HREDIER. elDASKHAIDRRMSZHORILUL, TRE-ZEZTORREZRIC. CORRID
BRIRMRICDUNT, BL4ERZH > TZLDHPEDERETLD,

« CORHDOERMIRICEET DITRE-Committee TOREZRIIC. B4E5RXEQWAC (Qualified Website Authentication
Certificates) ZH<DZLDHEPENDD DI,

« FAYBRBKDOTIH)UESERIATH DBitkomld, IRITIRDelDASIRBIEA E, HICEASRONE] 2, BRIEN DIREIC2 55 LT
AT

o FCERMNNIBEHRICK > TE SOJEEEDH DR/ T PICREIBDFE cae=xld, B FEHEM FEEE > T D,
s ZFNECAN. BitkomIFQWACEHRIEESNTZArticle. 45(3. INDT IY )V FiEgEZ@{ETDEHDODIMNARY —)L T D,

« Bitkomld. QWACEHIESNTZH45F 2. RINTI D)L THE. BRINHIZ. RRINDEEEREZRIET DICHDODINEVEFETH
DEBZTND,

(R DESH

© COXRDIC, BEUBZLDF YD « PUE « NSYRZEEL, FAETARICXIITDIEVNEECREZRIT TS,

« BRIG. TREZEZDEXY/N—=[CXTL. BRE, ZWHEDOKMD . BRINCRITDITIFIVEDIRE, INTORININEECZ
DERDT IHIVFHEICRIFIRZECDNTIRFETIT DXL DB KRDD,

HBl . https://www.bitkom.org/sites/main/files/2023-11/291123-Bitkom-on-QWACs-in-elDAS. pdf
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