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Tahaei et al. A Survey on Developer-Centred Security, (EuroUSEC19)
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Kanei et al. A Cross-role and Bi-national Analysis on Security Efforts and Constraints of Software Development Projects (ACSAC’21)

Tuladhar et al. An analysis of the role of situated learning in starting a security culture in a software company (SOUPS'21)
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Kanei et al. A Cross-role and Bi-national Analysis on Security Efforts and Constraints of Software Development Projects (ACSAC’21)
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Acar et al. Comparing the Usability of Cryptographic APIs (S&P17)

Gorski et al. Developers Deserve Security Warnings, Too: On the Effect of Integrated Security Advice on Cryptographic APl Misuse (SOUP’18)
Ploger et al. A Qualitative Usability Evaluation of the Clang Static Analyzer and libFuzzer with CS Students and CTF Players (SOUPS'21)
Tahaei et al. Security Notifications in Static Analysis Tools: Developers’ Attitudes, Comprehension, and Ability to Act on Them (CHI'21)
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Gorski et al. Developers Deserve Security Warnings, Too: On the Effect of Integrated
Security Advice on Cryptographic APl Misuse (SOUP'18)
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/'\ WARNING
You are using the weak encryption algorithm RC4 (aka ARC4 or ARCFOUR):

File: SecurityAdviceExample.py

Line: 14

Path: PyCryptoSecurityAdvisorPatch/build/lib.macosx-10.10-intel-2.7/
SecurityAdviceExample.py

Function: arc4_example

Code: cipher = ARC4.new(tempkey)

The use of ARC4 puts the processed data's confidentiality at risk and
may lead to data disclosure.

You must not use ARC4 in new designs. Alternatively use AES
(“Crypto.Cipher.AES') in any of the modes that turn it into a stream
cipher (OFB, CFB, or CTR).

This snippet encrypts the message 'Speak friend and enter.’
using the AES cipher in Counter (CTR) mode,

#

#

# a random 256 bit key,

# a random nonce/initialization vector (iv
#

from Crypto import Random

key = Random.get_random_bytes(32)
iv = Random.get_random_bytes(12)

~
plaintext = 'Speak friend and enter.' / ) |—

and a 32 bit block size counter. t:‘t:j_ J7(:
from Crypto.Cipher import AES —— |
from Crypto.Util import Counter %JZ:% a %twd)

K

counter = Counter.new(32, iv)
cipher = AES.new(key, AES.MODE_CTR, counter=counter)
ciphertext = cipher.encrypt(plaintext)

You continue using ARC4 and ignore this security advice. To suppress
this warning insert the following two lines of -raLYEd LIV IMIFTTY.FINI

“cipher = ARC4.new(tempkey)" in SecurityAdvic

SZ1BHwRD
from SecurityAdvisor import Suppress = |ﬁ$l§ !

Suppress.security_advice_arc4()

\

>0

Background Information: V

- The Open Web Application Security Project (OWASP) - Testing for
Weak Encryption (OTG-CRYPST-804):
https://www.owasp.org/index.php/Testing_for_Weak_Encryption_(0TG-
CRYPST-004)

- The Internet Engineering Task Force (IETF) - Deprecating RC4 in
all IETF Protocols:
https://tools.ietf.org/html/draft-ietf-curdle-rcd4-die-die-die-02

FaUFT 47 RIAZDH
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Tahaei et al. Security Notifications in Static Analysis Tools: Developers’
Attitudes, Comprehension, and Ability to Act on Them (CHI'21)
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Acar et al. You Get Where You're Looking For The Impact of Information Sources on Code Security (S&P’16)

Fischer et al. Stack Overflow Considered Helpful ! Deep Learning Security Nudges Towards Stronger Cryptography (SEC'19)
Fischer et al. The Effect of Google Search on Software Security: Unobtrusive Security Interventions via Content Re-ranking (CCS’21)
Geierhaas et al. Let’s Hash: Helping Developers with Password Security (SOUPS’22)
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Acar et al. You Get Where You're Looking For The Impact of Information Sources on Code Security (S&P’16)
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A\ There is a security problem with this encryption code

It should not be used for encrypting private information (for example, passwords, messages, or
credit cards) because attackers might be able to read it.

String SecretKey = "©0123456789abcdef";
String iv = "fedcba9876543210";

IvParameterSpec ivspec = new IvParameterSpec(iv.getBytes());

The initialization vector used by new IvParamSpec is not secure.The encryption using this
initialization vector does not protect against attackers that might try to read private information.

private static IvParameterSpec
bytel] iv = new byte[16];
new SecureRandom().nextBytes(iv);
return new IvParameterSpec(iv);

getRandomIvParameterSpec() {

NO common security problems found in the initialization vector used by new IvParamSpec

Stack OverflowdD X Z="Rw k E(CRRSNDFWVS

AZ=NRwv MY Secure or

Insecure ES5 S5 EHWES

N—ADFETHE
(AUC-ROC: 0.992)

HIERRR(CE DS, Stack
Overflow_ EDX=Rw ~C
v SRR

=% *‘/Z?‘A%%Uﬁﬁ 3’5 Z&ET
a2 7 (CHEEZ SRR CE DH
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Fischer et al. Stack Overflow Considered Helpful ! Deep Learning Security Nudges Towards Stronger Cryptography (SEC'19)
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Geierhaas et al. Let’s Hash: Helping Developers with Password Security (SOUPS'22)
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Storage

What language are you using?

Algorithm for hashing:

Authentication

Twio-factor authentication?

What are you looking for?
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Geierhaas et al. Let’s Hash: Helping Developers with Password Security (SOUPS’22)
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Haney et al. "It's Scary. . . It's Confusing. . . It’s Dull": How Cybersecurity Advocates Overcome Negative
Perceptions of Security (SOUPS’18)

Tahaei et al. Privacy Champions in Software Teams: Understanding Their Motivations, Strategies, and
Challenges (CHI'21)
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Weir et al. Light-Touch interventions to improve software development security (SecDev’18)

Weir et al. Interventions for Software Security: Creating a Lightweight Program of Assurance Techniques
for Developers (ICSE-SEIP’19)
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Tahaei et al. Recruiting Participants With Programming Skills: A Comparison of Four Crowdsourcing Platforms and a CS Student Mailing List (CHI'22)

Kaur et al. Where to Recruit for Security Development Studies from: Comparing Six Software Developer Samples (SEC’22)
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Danilova et al. Do you really code? Designing and Evaluating Screening Questions for Online Surveys with Programmers (ICSE'21)
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main{

}

int x = len(in)
String out = “”

}

return out

}

String out
» String in
* Idon’t know
* inti=x-1;1>=0;i--
* Outputting a String

* intx = len(in)

print(func(”’hello world”))

for (int i = x -1;
out.append(in[i])

Q What is the parameter of the function?

FHEE /R T — R4
String func(String in){ 2R

i>=0; i--){

JOUSZ2TAFILD
H DN THNIFIERRZIFER
TEDR SB[ ZENM

RESNIERIYU—

U8R (—ERM)
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Tahaei et al. Recruiting Participants With Programming Skills: A Comparison of Four Crowdsourcing Platforms and a CS Student Mailing List (CHI'22)

Kaur et al. Where to Recruit for Security Development Studies from: Comparing Six Software Developer Samples (SEC’22)
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Naiakshina et al. Why Do Developers Get Password Storage Wrong? A Qualitative Usability Study (CCS’17)

Naiakshina et al. Deception Task Design in Developer Password Studies: Exploring a Student Sample (SOUPS’18)

Naiakshina et al. "If you want, | can store the encrypted password": A Password-Storage Field Study with Freelance Developers (CHI'19)
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