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doctoral researcher at NTT Communication Science Labs, before becoming a staff
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Core message: @ NTT

« We must investigate how technologies fit into people’s
everyday lives

« Surveys and interviews are a useful method (but imperfect)

Outline
1. My general perspective and important theoretical concepts

2. Recent studies investigating information practices with
surveys and interviews

3. Reflection on strengths and weaknesses of our methods
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People use technology in
surprising ways
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To understand surprising uses of technology, we need to
understand how the technology fits into people’s daily lives

BRETV/O0—DENVAZEMRTHICIE, BEEF~ADESZEET W
ENHYET




Not all “surprising”

Crime/scams
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PW:
“Information practices” {&3RMEY L >

passworol:r_

The ways people interact with
information are embedded in work
and other social practices

ARDIFHEREDDF LT, L FE OO RIE
BIZHARAFNATNS

Savolainen, R. (2007). Information Behavior and Information Practice:
Reviewing the “Umbrella Concepts” of Information-Seeking Studies.

MacBook Air




Socio-technical systems

Technology
A% l 300
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Culture Infrastructure
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Processes
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Clegg, C., Robinson, M., Davis, M., Bolton,
L., Pieniazek, R., & McKay, A. (2017).
Applying organizational psychology as a
design science: A method for predicting
malfunctions in socio-technical systems
(PreMiSTS). Design Science, 3, E6.
doi:10.1017/dsj.2017.4
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Data privacy
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_ Data privacy
Lucy Suchman i F_k

“Artful integration” & LS 3 TR —

Good design is not about an

individual piece of technology.

The important part of design work Stress
is making a technology fit into a ARLR
specific context.

_ Language
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Recent projects about information
practices in daily life
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Overview of two studies

Main research questions:
Will people use these technologies as intended? Why or why not?

Contact Tracing Apps EfliER 7V
Study A: Japanese participants Survey + interviews

Study B: USA participants Survey

Data portability >—#R—YEUF

USA participants Survey + interviews

Copyright NTT CORPORATION
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Unified Theory of Acceptance and Use of Technology (UTAUT) @ NTT
Ktz a EFIADHRSHEE
Behavioral intention

Performance expectancy /X\7+—<RHA%F \
EDSHWVARBRAMN ?
TRER

Effort expectancy i / o« .
EDLSNDFHANBEM? VAT LZEZHATHER
Social influence #HE£MEE
BBE®DANEZFESTNSD, F£IXENDO TS -
Facilitating conditions B4

B IS0 EILHLIMN?

Perceived trust {EE52H;

EDLSIMEBTESDN ? _
Purpose of this model:

Perceived risk ') RX%Z:2# :

EDLBWNYRIM BB ? Which factors are most

important to users?

Copyright NTT CORPORATION
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Contact tracing apps O N1T

e.g., COCOA (3

= No COVID

= Tested positive for COVID
Copyright NTT CORPORATION

If A and B are close together for > 15 minutes,
then B will receive a warning:

“You may have been exposed to COVID-19"

If...

- Both A and B had a contact tracing app installed
AND A registered their infection information to
the app.

17



Icons made by Freepik from www.flaticon.com

Digital contact tracing apps are
more effective when more people
use them, but adoption has
generally been low.

Hinch et al., 2020, O’Neill et al., 2021



Icons made by Freepik from www.flaticon.com

Digital contact tracing apps are
more effective when more people
use them, but adoption has
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Hinch et al., 2020, O’Neill et al., 2021



Governments targeted 60%
adoption

>70% said they would install
(Altmann et al. 2020)

—

Actually installed

Globally: ~20%
USA: 14%
Japan 21%

(at time of these studies)



Many factors shape people’s
decisions to install and use a

contact tracing app.

e.g., Altmann et al., 2020, Lu et al., 2021,
Redmiles, 2020, Walrave et al., 2020




There is a gap in knowledge
E about how these apps
fit into people’s everyday
lives.
o !R .

Icons made by Freepik from www.flaticon.com




Contact tracing apps: Japanese study (O NrT

Deciding If and How to Use a COVID-19 Contact Tracing App: Influences of Social
Factors on Individual Use in Japan. Jack Jamieson!, Naomi Yamashital, Daniel A. Epstein?,

Yunan Chen.2- CSCW 2021
1: NTT. 2: University of California Irvine

Survey (N=153) and follow-up interviews (N=15)
RQs:

«  What factors shape people’s attitudes about installing and using a contact tracing app?
«  What risks do participants encounter during the pandemic? How might COCOA relate to those risks?

Copyright NTT CORPORATION
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Survey design ©) NTT

Survey design:
« Ask about demographics

« Explain how COCOA works, then ask about impressions and intentions
to use COCOA

« Ask about general life circumstances (e.g., work situation) and attitudes
and behaviors regarding the pandemic (e.g., mask wearing)

Included open-ended questions
« e.g., "How do you think daily life is affected by installing COCOA?"
[open-ended]

Copyright NTT CORPORATION 24



Interview design ©) NTT

Invited 15 survey participants to interviews

Purpose: Deeper insights into participants’ feelings and impressions.

- Changes in daily life circumstances before/after the pandemic.
- More details about reasons for using or not using COCOA

- Asked participants to imagine how they would act:
- If they got an exposure notification from the app

- If they became sick with COVID-19.

Copyright NTT CORPORATION 25
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RQ1: Factors shaping adoption decisions

People were less likely to install COCOA if they said:

 Installing this app would be difficult or inconvenient
OR = 0.04, 95% CI = 0.00, 0.32

* | don’t know how to use the app
OR =0.09, 95% Cl = 0.01, 0.8

People were more likely to install COCOA if they said:

* | know at least one person who uses COCOA
OR = 18.39, 95% CI = 4.03, 83.88

People were less likely to register if they got infected if
they said:

« | think using COCOA will increase my anxiety (F%&)
OR = 0.02, 95% Cl = 0.00, 0.12




RQ2: Perceived risks | RQ3: Navigating risks

Financial consequences & 222 &

“I'm a little worried [about getting a notfification]
because | see in the news that people will lose their
O Jjob when they disclose to the workplace.” (P15-S)

v
‘ u = = u A
Social stigmatization &A1&

“Since | live in the countryside, people will
immediately identify who | am and the rumors after
infection will be very serious. [. . . ] | am more afraid
of social obliteration than illness.” (P84-S)

Icons made by Freepik from www.flaticon.com



RQ2: Perceived risks | RQ3: Navigating risks

Controlling the flow of information
BEROANZTEET D

“Whether or not to register my infection with COCOA
would depend on my symptoms and affordability at the

A time of infection.” (P100-S)
u “l was afraid of people’s eyes around me in case | got

notifications, so | never opened the app in public places.”
(P31-S)

Icons made by Freepik from www.flaticon.com



Key takeaways EZiR1 > b

Social influence was very significant
HENREIEECKEIH O

Anxiety about the app was based in social contexts:

P T UNDARZ(SHEIRIZARICEDINTULE :
e.g., fear of losing work 5% %K 57
e.qg., fear of social stigma Tt =EIIEENDEN

Copyright NTT CORPORATION

29



Key takeaways EEiR1 > b ©) NTT

App designers’ POV/7J Ut EDR=R:
Privacy means “Preventing unauthorized leaks of private data”
TS5 —&F [IANRT -5 D IRRRER S 2 &

Japanese users’ POV/BADILI—Y—0DHRA :
Privacy means “Having control over how infection status is disclosed, and to whom”
TSI —EF TRREERANHEC., EOLDICHRESNZINZBDTEIRI DI &

As technology providers, we can'’t solve this type of problem only within the app.
Users’ perspectives were deeply connected to surrounding social structures, so we must
think about how to “artfully integrate” the technology into users’ social context.

T/ —DRHEEEL T, BEIOEDOMEET7 T A TRIRT HILEIETEEE A,
A—HY—DHRK[AIFEDHEHEELEFHEUEDONTLD=OH, B E iz 11— —DH R
FISCARICTTIA IR E T DIHEICODVWTEZDRENDHYET

Copyright NTT CORPORATION
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Contact tracing apps: USA study ®) NtT

Unpacking Intention and Behavior: Explaining Contact Tracing App Adoption and
Hesitancy in the United States. Jack Jamieson!, Daniel A. Epstein2, Yunan Chen2, Naomi

Yamashital- CHI 2022
1: NTT. 2: University of California Irvine

Survey (N = 290). Representative sample of USA residents.

No follow-up interviews, but open-ended survey questions helped capture qualitative data.

Copyright NTT CORPORATION 31



Survey design ©) NTT

Survey design:
« Basically the same as the Japanese survey

« Difference: In many U.S. States, there was no contact tracing app
available. So, instead of introducing a specific app like COCOA, we

described a hypothetical (IRGZEY7R) app.
- EARNICEEARD7>TO—KERUTT,

« BL): ZLDVAUNDNTIE, EMHERTUNFIETEFEATLUR.
DIz, COCOADKDIMMFED I TUZMBNT D00, (REREIRT7TU
ZanBALE LTz,
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Social influence was the most important factor

Logistic regression:
Did people install a contact tracing app?

Knows at least ‘
one app user

Believe everyone
should install this app 0

0.3 1 30

Odds ratios with 95% Confidence interval. Log
Right: Logistic regression.  (Selected results)



Social stigma (#1&28&ED) was not a factor in the USA

Many Japanese participants talked about social stigma. USA participants
did not.

Why?
- COVID-19 infections were more common in USA, so it was more

“normal” to be infected > Not embarassing or shameful.
- Compared to USA, Japanese culture has stricter attitudes about illness
and about causing trouble to other people

So what?
- In Japan, “artful integration” means thinking carefully about how to avoid

stigma. In the USA, this is probably not important.



©) NTT

Escaping the Walled Garden?

User Perspectives of Control in Data Portability for Social Media

i |

|
Jack Jamieson Naomi Yamashita

NTT Communication Science Laboratories
Kyoto, Japan

Presented at CSCW 2023



Platforms capture
user content in
“‘walled gardens”

Copyright NTT CORPORATION
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Platforms capture i A
user Content 18 pexelsicom/@gajula/
“‘walled gardens”

pexels.com/@mark-neal-201020/
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Bluesky
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(® Threads
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Data Portability

39



Data Portability

1

2

Receive data in
machine readable
format

T—AE WA SR
(TERAHZ &,

Transmit data to
another platform
PR DT IR TA—
A':?_ggig{E?_%):to

Where feasible,
transfer directly from
platform to platform
AIRERIG & L. Tovbk
J+— LB TEET 4%
BRIk 9 o,

—

Example: Transfer photos from
Instagram to Google Photos

Instagram Google Photos

Required by regulations:
e.g.,: GDPR in Europe; CPRA in California

Being implemented by major platforms
e.g., Data Transfer Project

« G
oY

40



Data Portability’s Primary Goal: ©) NTT

« enhance individual’s control over their personal data

« ‘re-balance’ the relationship between users and platforms
-- European Commission

Our motivation:
Can data portability achieve this goal?

Copyright NTT CORPORATION 41



This study ©) NTT

Overarching RQ:
Do social media users feel that data portability can
increase their control over their social media data?

Data collection:

Survey (N=295) + interviews (N=26) of USA social media users.
1. Current social media use and attitudes

~ 2. Evaluate examples of data portability systems

3. Perceptions of how data portability will impact the future

42



Explaining data portability

Tutorial about using two data portability systems:
(1) Direct transfer system (2) Download transfer system

Scenario:
Transferring photos from “Platform A" to “Platform “B”

Tutorial modelled after Facebook’s “Transfer your information” and
“Download your information” tools

Copyright NTT CORPORATION
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Survey: Data portability examples ©) NTT

Direct transfer system:

Transfer photos directly from Platzorm i P'atgorm
“Platform A” to “Platform B.”
Choose destination Destinations
Choose a destination based on what you want to All types Photos Videos Posts
transfer. In each destination you can see if they accept
photos, videos, posts, notes, etc.
Platform B

Photos, Videos
Choose destination

Platform C

Posts, Notes

Platform D

Copyright NTT CORPORATION 44



Survey: Data portability examples ©) NTT

Download transfer system:

Download “Platform A” photos and Platform User Platform
metadata to computer, then upload to A device B
“Platform B.”

Downloads Request a download Available files

Select file options
You can choose the file format, media quality and date range for your download. HTML format is easy to view
while JSON format allows another service to more easily import the file. Media quality is the quality of your

photos and videos but also affects file size.
Last week

» Format Last month
JSON ¥ Last 3 months

Last 6 months

Media quality

High v Last year
Last 3 years

Date range (required) Y o  ltime

Custom

Copyright N1 1 CURFURATIUIN
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Unified Theory of Acceptance and Use of Technology (UTAUT) @ NTT
Firsza EFI A DRSS HE A
Behavioral intention

Performance expectancy /X\7+—<RHA%F \
EDSHWVERBIRED ?
TRER

Effort expectancy i / o« .
EDLSLNDEFEANRNHEMN? VAT LZEZHATHER
Social influence #£HIRE
BBE®DANEZFESTNSD, F£IXENDO TS -
Facilitating conditions B4

A I50XREEHLIMN?

Perceived trust {Sia:25%
EDKLLMEFETESM?

Perceived risk )X :2#
EDLLWN)RIDH B ?
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Selected findings

Copyright NTT CORPORATION
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Findings: Increased feeling of control = © T

IH{E: Lack of control over data Data portability would make

— 4 . me feel more in control of
T—F (T SEliHDRY. my online data:

40
30

“In control of getting it online? Yes. . % 20
In control of what happens after? H
m [

” 10
No. Absolutely not” [P15]
0
f L & & F
. %(003 . %Qé eeo ?‘g @é
S %) @\
@% N
S &S
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Findings: Increased feeling of control = © T

Data portability would make
me feel more in control of
my online data:

IR{E: Lack of control over data
F—ACx9 DHEDR,

40

30

“In control of getting it online? Yes. . % 20
In control of what happens after?

No. Absolutely not. ... it’s the 10

price of admission” [P15] 0

o‘gﬁ)




Findings: Increased feeling of control = © T

IRTE: Lack of control over data Data portablllty_ would make
me feel more in control of

7 —SCHT BHEDR. my oniine data:

“In control of getting it online? Yes.
In control of what happens after?
No. Absolutely not. ... it’s the
price of admission” [P15] N
@ ¢? ®
SR
A Q\A
)
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Findings: Increased feeling of control,
But...

Just Convenience Wrong type of control

T:Tfa)*llEﬂo Faﬂﬁﬁfzﬁﬁd)ﬁ”ﬁ]o

“Not much of a change. “I'm not out there

It just makes it more looking to join new
convenient to control platforms and give them
my data” [P12] all my information ... It’s
pretty much the

MEAS M ZEHT=,

opposite of my mindset.”
Interviews identified specific limits to data portability’s usefulness

AVBE2—T, T3 R—2EV T+ DEREICEATSRHHGERR

O) nTT

Prefer not to transfer
data
T—R%ERE L=<,

“l feel like a new
platform is like a new
start” [P0O6]



Social ties are vital ©) NTT

Importance of finding friends
after switching

PYBZRICRAZROITAHZLED
EEM%,

“‘When | tried new platforms with
some of my friends, one of the
things was how do we find each
other? ... We have to reach out ...
sometimes send private
messages on another platform”

Social ties motivate switching
in the first place

Y= VIEDENYD, £4ED
UYEBZDEIHLELGS.

“The real driver for whether or not
I’'m going to move to a platform is:
If | go there, are my friends going
to be there? ... If they’re not, why
do | care about getting my data
moved over?” [P15].

In social media, data portability should be social

Y= LA TAT TlE, T—3R—2E T4 I ERNTHBIRES,



Findings: Importance of filtering data ©nrr

Current filtering Filtering for data

practices portability
BWEDILINRITD T—AR—2EYT1DT=
K%, HDI1IARIY,
“LinkedIn I'll use for e

professional reasons. It's important to be

able to have control
over what is seen and
what isn’t seen as you
migrate over to a new
platform because it
may not be appropriate
for that platform.” [P19]

Facebook for personal
reasons ...” [P10]



Implication: Filtering data ©) NTT

The present: The future:

Choose what to transfer Support users with automated filtering [1][2]
Photos

We've highlighted the content
All your photos we think may be sensitive.
Photos you uploaded can be found on your profile.

Select date range

Specific albums...

None

O00®

[Facebook’s "Transfer your information” tool]

[1] Vitale, F., Odom, W., & McGrenere, J. (2019). Keeping and Discarding Personal Data: Exploring a Design
Space. Proceedings of the 2019 on Designing Interactive Systems Conference, 1463—-1477.

[2] Li, Y., & Caine, K. (2022). Obfuscation Remedies Harms Arising from Content Flagging of Photos.
Proceedings of the 2022 CHI Conference on Human Factors in Computing Systems, 1-25.

Image from Li et. Al [2]
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Implication: Making data portability social ©) NTT

The present:

I want to
transfer my
contact list

users

~—

No, transferring
the social graph
is a privacy risk

platforms

Result:

« Users rely on third-parties &

workarounds (Bad UX; Privacy risk)
« Or users cannot transfer contact data

The future:

Designs should support both
Privacy and Portability

Multi-party privacy is complicated!

Potential direction:

Group-level data portability
Coordinate transfer with a circle of peers

55



Implications ®) NTT

Current approaches to data portability are a step in the right
direction, but there is room for improvement.
WEDT—HIR—FEUFT 1 ADT7TO—F(FIE LUV END—
HITH. tNEDRIN DD,

Looking closely at current everyday social media use can
help reveal directions for better data portability.
IREOHENIRY -2 vI)LAST 4 7OFERAZEFUIRDIET.
KODBRBWTFT—IR—FEUF A A\DOABENR X T SETEEMHEN
»DD.
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Reflections on these projects
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Social influence ©) NTT

All of our studies highlighted that social influence is
extremely important

« What do people around me think?
« Are my friends using this tech? Can I use it with them?

 Are there social risks if I use this tech?

Copyright NTT CORPORATION
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Social influence ©) NTT

« As designers and technology providers, we cannot change
social influence directly.

« But if we understand how social influences affect a
technology, we can adjust the technology to:
« avoid social risk

e increase social reward

« encourage healthy social connections

Understanding social influence can help us fit the
technology into users’ everyday life circumstances

Copyright NTT CORPORATION 59



Strengths of our approach ©) N1T

« Participants are experts on their own lives. Let’s listen to
them!

« Surveys are fast and cheap
« Reach many people - Diverse, representative sample

« Surveys identify overall trends, and interviews/open-
ended questions provide deeper qualitative insights

Copyright NTT CORPORATION 60



Weaknesses of our approach ©) NTT

« Self-report data: Actual behavior may be different from
what people say

« We can clearly explain a technology, but people cannot
actually interact with it through a survey

« Cross-sectional method: We did not explore how attitudes
evolve over time

« This approach can help identify new design ideas, but
additional work is needed to validate them

Copyright NTT CORPORATION 61



Future directions and alternatives ©) NTT

« Follow-up studies could evaluate if opinions have
changed over time

« Testing prototypes is needed to evaluate proposed
designs

« Co-speculation and co-design can help get deeper
insights from participants. But, it is difficult to do with a

large sample.
See UWS 2023 talk - bl £F [F—SFERDFREDS DA EHRIRIT
SH 1> 93 —Co-SpeculationdDHkk |

Copyright NTT CORPORATION
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